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Section 1: Permissions

SSO Management

NOTE: Multiple SAP Concur product versions and UI themes are available, so this
content might contain images or procedures that do not precisely match your
implementation. For example, when SAP Fiori Ul themes are implemented, home
page navigation is consolidated under the SAP Concur Home menu.

Section 1: Permissions
This feature requires company administrator permissions.

The administrator should be aware that some of the tasks described in this guide can
be completed only by SAP Concur support. In these cases, the customer must initiate
a service request with SAP Concur support.

Section 2: Overview

Single Sign-On (SSO) allows users to access multiple applications using one set of
sign-in credentials. The Manage Single Sign-On (SSO) feature provides SAP Concur
customers with a self-service option for setting up SSO.

Currently, SAP Concur solutions has two methods for signing in to SAP Concur
services: with a username and password or using SSO with identity provider (IdP)
credentials, such as a user's sign-in credentials for their organization. SSO is
currently supported for Concur Expense, Concur Invoice, Concur Request, and
Concur Travel.

By configuring this feature, customers can set up single sign-on for users at their
organization.

Feature Benefits

The Manage Single Sign-On feature provides the following:

e A self-service option that enables a company admin to set up both IdP-
initiated and SP-initiated SSO at their organization on both web and mobile
platforms

e The ability for a company that currently uses the existing SSO functionality to
also use the new Manage Single Sign-On feature (both SSO options work
concurrently)

e The ability to require SSO for all users
e Improvements to the user sign-in experience
e A higher sign-in success rate for users

This guide describes how to enable and configure the Manage Single Sign-On feature
for SAP Concur services.
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Section 3: Obtaining Required Permissions

Requirement

To use this feature, customers must have an IdP (Identity Provider) that supports
the SAML 2.0 standard and can generate IdP metadata.

Section 3: Obtaining Required Permissions

To access the Manage Single Sign-On page, a user must be assigned the Company
Administration (Travel) permission.

After the required permission has been assigned to the user, they can access the
Manage Single Sign-On page. The method for navigating to the page differs
between SAP Concur Professional and Standard editions.

| For instructions on how to access the page in SAP Concur Professional and
Standard editions, see Access the Manage Single Sign-On Page in Section 5 of
this document.

Professional Edition Customers with Concur Travel

For Professional Edition customers who have Concur Travel, the Authentication
Admin menu automatically appears for all users who have the Company
Administration (Travel) permission.

To provide access to additional users, the customer can assign the Company
Administration (Travel) permission using Administration > Company > Company
Admin > User Permissions (left menu) and then click the Travel tab.

| For more information about assigning roles and permissions, refer to the
Shared: User Administration User Guide.

Professional Edition Customers Without Concur Travel;
All Standard Edition Customers

For Professional Edition customers who do not have Concur Travel and for Standard
Edition customers, call SAP Concur support for assistance obtaining the required
permissions. SAP Concur support will assign the permissions to the desired users.

Section 4: Configuration - Two Methods for Web-Based
Services

There are two ways to configure SSO:
e Follow the Identity Provider (IdP)-specific process

e Follow the general process (described below)

2 Shared: Single Sign-On Setup Guide
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Important!

Section 4: Configuration — Two Methods for Web-Based Services

Both methods are detailed below. However, every admin should review the
information in the general processes. In some cases, a step from the general
process might be required, even if you have used the information provided by the

IdP.

Identity Provider (IdP)-Specific Process

SAP Concur worked with several IdPs to develop a reliable integration process. If
your company is using one the following IdPs. The best way to set up SSO is to click
the appropriate link in the table below and follow the instructions.

NOTE: For specific appendix instructions and links in the following table, as content is
sourced from the third-party provider, SAP Concur cannot guarantee its
accuracy. If you encounter issues, it is recommended that you contact the
third-party provider’s support resources.

Identity Provider Setup URL

ADFS

Refer to the appendix in this guide.

Azure AD

Refer to the appendix in this guide. For further reference:
https://docs.microsoft.com/en-us/azure/active-

directory/saas-apps/concur-travel-and-expense-tutorial

Idaptive

Refer to the appendix in this guide.

JumpCloud

https://jumpcloud-
support.force.com/support/s/article/Single-Sign-On-SSO-
with-Concur-Travel-and-Expense

Okta

Refer to the appendix in this guide. For further reference:
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-
SAML-2.0-for-Concur-Travel-and-Expense.html

OnelLogin

Choose one of these:

e For SAP Concur customers in the US (North America)
data center:

htpps://{subdomain’}.onelogin.com/apps/new/124919
e For SAP Concur customers in the EMEA data center:
https://{subdomain}.onelogin.com/apps/new/125208
e For SAP Concur customers in the China data center:
https://{subdomain}.onelogin.com/apps/new/127148
Note the following:

e Customers must add their OneLogin domain to the
URL above as indicated.

o After the customer uses the URL above to add the SAP
Concur app to Onelogin, they will see the Setup tab.
They must access that tab for instructions about
uploading the OnelLogin metadata to SAP Concur.

Shared: Single Sign-On Setup Guide
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Section 5: Configuration for Web-Based Services — General Process

Identity Provider Setup URL

Ping Identity Refer to the appendix in this guide.
SAP Identity Authentication Refer to the appendix in this guide.

Service (IAS)

SAP NetWeaver Refer to the appendix in this guide.

General Process

If your company is using an IdP that is not listed in the table above, follow the

appropriate procedure in Section 5. Section 5 provides procedures for configuring the
following:

e SSO app/connector without encryption

e SSO app/connector with encryption

Section 5: Configuration for Web-Based Services — General
Process

Once the proper permissions are assigned, you can configure SSO. The following
pages describe how to:

e Access the Manage Single Sign-On page.

e Configure an SSO App/Connector Without Encryption.

e Configure an SSO App/Connector With Encryption (Optional).

Access the Manage Single Sign-On Page

To access the Manage Single Sign-On page, a user must be assigned the Company
Administration (Travel) permission.

[N For information about obtaining the required permission, see Section 3.

P To access the Manage Single Sign-On Page in Professional or Standard
Edition:

1. Click Administration > Company > Authentication Admin. The
Autentication Administration page appears.

Administration |  Help™
SAP Concur [C]  Requess  Travel  Expense  Invoice  Approvals  Reporing~

e+ &

Company Admin > Authentication Admin

Authentication Administration

Manage Single Sign-On
Manage Single Sign-On for SAP Concur products

4 Shared: Single Sign-On Setup Guide
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Section 5: Configuration for Web-Based Services — General Process

2. Click Manage Single Sign-On.

Company Admin > Authentication Admin
Authentication Administration

Manage Single Sign-On
Manage Singl n-On for SAP Concur products

The Manage Single Sign-On page appears.

SAP Concur |§| Requests Expensa Invoce Approvals Reporings App Cander

aze & Invsice Seliings > Manage Single Sign-Or

0 Please complete testing before changing the SSO Setfing to S5O Required x
feme &5 R I

Manage Single Sign-On for

Enable S5O

SSO Selling: S50

Get SAP Concur Metadata
Capy ad SAP € metac

r dawnlaad SAP Cancur metadata and add it ba your Identity Provider (P}

SAP Concus metadat

https:i/us.api.concursolutions.comissi | Gopy URL

OR

wrload SAP Concur meladata

Down
IdP Metadata

iew Pravicus Changes

Rollout Instructions

SAP Concur

Last sipned in: 0312/2021 D552 pm

In SAP Concur Standard edition you can also access the Manage Single
Sign-0n page from Product Settings.
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Section 5: Configuration for Web-Based Services — General Process

@ Settings
G Connections @ Access To Concur
T

_ﬁﬁ Capturing Spend

Configure an SSO App/Connector Without Encryption

Step 1 and Step 6 are completed in the SAP Concur service. Contact SAP Concur
support for assistance.

Step 2 through Step 5 are completed in your IdP. If you have any questions, contact
your Identity Provider for assistance.

Step 1: Obtain the EntityID and ACS Endpoint

The EntityID is a unique identifier of SAP Concur SSO; the ACS endpoint is the
endpoint your IdP will use to POST SAML assertions to SAP Concur solutions. Both
are required by the IdP.

You can obtain the EntityID and ACS endpoint by viewing the SAP Concur SP
metadata. The metadata can be viewed by clicking the URL in this document for the
appropriate region (data center) or through the Manage Single Sign-On page.

P To Obtain the EntityID and ACS Endpoint by clicking the URL for the
region in which your data center is located:

e Click the URL that follows for the region (data center) where your entity is
hosted to view the SAP Concur SP metadata:

NOTE: Google Chrome is the recommended browser.

¢+ US (North America): https://www-
us.api.concursolutions.com/sso/saml2/V1/sp/metadata/

+ EMEA: https://www-
emea.api.concursolutions.com/sso/saml2/V1/sp/metadata/

¢ China: https://www-cn.api.concurcdc.cn/sso/saml2/V1/sp/metadata
» To view the metadata from the Manage Single Sign-On page:

1. Click Administration > Company > Authentication Admin, and then click
Manage Single Sign-On.
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Section 5: Configuration for Web-Based Services — General Process

2. Click Copy URL or Download.

Manage Single Sign-On for Concur

Enable SSO

SS0 Setting: SSO Optional w

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (IdP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/s} | Copy URL

OR

mu & oncur metadata
‘ Download ‘

Below are samples from SAP Concur US SP metadata at https://www-
us.api.concursolutions.com/sso/saml2/V1/sp/metadata/.

The red boxes indicate the EntityID and ACS endpoint respectively.

v<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID={https://us.api.concursolutions.com/saml2}'>
v<md:SPSSODescriptor WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol >
v<md:KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
v<ds:X509Data>
v<ds:X509Certificate>
MIIGETCCBGWYAWIBAGIJAMVOHDFVVQXSMAOGCSQGS Ib3DQEBCWUAMIGFMQSswWCQYDVOQGEWIVUZET MBEGALUECBMKV2FzaGluZ3RvbjERMASGAIUEBXMIQOMVSbGV2dWUXEjAQBGNVBACTCYNBUCBDb251
C3jEWMBQGA1UECXMNQ29yZSBTZXJ2aWN1CZEiMCAGA1UEAXMZY29y%S12YW1SLXByb2QuY29uY3Vy LmNvbTAeFw0xXODA2M]YyMDIxMjNaFw0yMDA2MjUyMDIxMjNaMIGFMQSWCQYDVQOGEWIVUZETMBEG
A1UECBMKV2FzaGluZ3RvbjERMABGA1UEBXMIOMVSbGV2dWUXE jAQBGNVBAOTCVNBUCBDb25 1cJEW MBOGA1UECXMNO29yZSBTZXJ2aWN1czEiMCAGALUEAXMZY29yZS12YW1SLXByb20uY29uY3VyLmNy
bTCCALIWDQYJKOZIhveNAQEBBOADGGIPADCCAGOCggIBALVWIVCbuskNPDLOOKSDEOPGMKAWT2ST 0UG9IHXYWmSOXR51tHVHZ8nZ0eQvMzgXJ02dT70+75uIg60r312G23Ci30tj101IPB6pdbOtHe+em
wibjTpyJDS1H57NaeebiYpUas9H/3PAdo3K8Idt4zbwjzbg7vvLOSIDPW4285UsnIgTc75asjreA hai! £RRP606CXIgissx3KANPGD7bul ve7Igt/qzt63ZEEILn01TgQAM]cZaL
jp61£C87k6T8a3gaa2ndSTKeoa71b5g2WVWZF12nkLd+e/m5Lr0SCeJ4X0bGeNDnH+MyAT8xXKZL2 jSGraNko46ibL36100AP8/LEDprmP+0SczIwd 8E0QrOHyu/ iLdrFhN1xYRT8W
6BroD Q0Dev1 oM 25/0. 25TI jNHPA6hJ+8iTJ6 JWQTOg1BPYk6iHL]Yj5/8x8gTVRo1qiFnU10W12BXjmzbiWclonjwQ66XaN+0I70pbsEUItGRIQCT

qUCgoy GIvi: i ORAYKP103PoLu3J0L GID+T YOIT+CZNZNZCHudFIRIFE. MBU4mC TbPTZDP2C
AwU7P41JYsrpzxzvN]11(11/1ICJa]kASKQQBwKBBlS4D7CUITp]zQ+k39VUw4T4QZJa]pEDdaHGI of+jPQDedqrrWwb3DrtX/7zYyuy+kJHog60AtetT3718pXocITnONCHA £WOhivfcyeMPtXgXCbIVH
puvzrBpzLplbkb538hKeMg3ytXky! £6 7fRrCKZxXvIKY7AwuV MzgBsJhY' KUOCNrA/V5FgO6: 1X8IyWN9/7uLI72zKAB2VOMaqIKA8avSUEX0ItOb
bpncnfozzo5bvvm/0m4qumhyR1fiLnsjom1nvmmud/agsughxmHGbOquhoarchlnRa GNLnMSb1djwxIN8X
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
v<md:NameIDFormat>
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
</md:NameIDFormat>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location:'https://wwwfus.api.concursolutions‘com/sso/san\lZ/Vl/acs/r index="1"/>
</md:SPSSODescriptor>
v<md:Organization>
<md:OrganizationName xml:lang="en-US">www.concur.com</md:OrganizationName>

Step 2: Provide the EntityID and ACS Endpoint

Provide the EntityID and ACS Endpoint to the custom app/connector in your IdP.

IMPORTANT: If your IdP is not listed in the table in the Identity Provider (IdP)-
Specific Process section in this guide, do not use your IdP’s gallery/pre-
configured SAP Concur app/connector; that is a legacy app/connector with legacy
endpoints and will not work with the new SAP Concur SSO service. Instead, use a
custom app or connector from your IdP. Return to the Identity Provider (IdP)-
Specific Process section frequently to see if your IdP has been added to the table.
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Different IdPs use different names for the EntityID and ACS Endpoint. The table
below shows the field names for many popular IdPs.

IdP Name for EntityID Name for ACS Endpoint

Okta Audience URI (SP EntityID) Single sign on URL

Azure AD Identifier (Entity ID) Reply URL (Assertion Consumer
Service URL)

Onelogin Audience ACS (Consumer) URL

Ping SP entityID ACS URL

JumpCloud | SP Entity ID / SP Issuer / Audience Assertion Consumer Service (ACS) URL

If you are not sure where to add EntityID and ACS Endpoint, contact your Identity
Provider for assistance.

Step 3: Provide the Recipient URL and Destination URL

Provide the Recipient URL and Destination URL to the custom app/connector in your
IdP.

NOTE: This step is optional for some IdPs but required for others. If the IdP requires
the Recipient URL and Destination URL, you can use the ACS Endpoint from
the SAP Concur SP metadata to fill those fields.

Below are examples of how IdPs handle adding the Recipient URL and Destination
URL.

For Okta, there is an option to use the ACS Endpoint as both Recipient URL and
Destination URL.

GENERAL
Single sigh on URL https://us.api.concursolutions.com/sso/saml2/V1/acs/
( +/| Use this for Recipient URL and Destination URL )
Allow this app to request other SSO URLs
Audience URI (SP Entity ID) https://uslapi.concursolutions.com

For OnelLogin, there is a field to enter the Recipient URL (no destination URL option).
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Application details

RelayState

Audience

https:/fus.api.concursolutions.com

Recipient
https://us.api.concursolutions.com/sso/saml2/V1/acs/

ACS (Consumer) URL Validator*

https://us.api.concursolutions.com/sso/saml2/V1/acs/

\3 ) *Required. Regular expression - Validates the ACS URL when initiated by an AuthnReguest

ACS (Consumer) URL*

https://us.api.concursolutions.com/sso/saml2/V1/acs/

(i) *Required

Step 4: Ensure the NamelID (IdP) Matches the User Login_ID (SAP Concur
Solutions)

Make sure the value of the NamelD field matches the SAP Concur user Login_ID.
Your IdP will send a SAMLResponse XML file to SAP Concur solutions and within the
SAMLResponse file there is a NameID field as shown in the following example:

<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress" >username@domain.com</saml2:NamelD>

SAP Concur matches username@domain.com from the NamelD field to the
Login_ID. If they do not match, the sign-in will fail because SAP Concur solutions
will not be able to identify the correct user.

NOTE: If your email address at your IdP does not match the SAP Concur Login_ID,
use a custom rule to construct an email address or username that matches
Login_ID at Concur.

It is common for the email address from the IdP to be different from the Login_ID at
SAP Concur. If this is the case for you, see the following examples of possible
configurations on the IdP side:

For Okta:
e In the Name ID format field, select EmailAddress.

e In the Application username field, select Email.
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Okta username
Update application username on

Okta username prefix
Email

Email prefix

Custom

ATTRIBUTE STATEMENTS (OPTIONAL)
(None)

GENERAL

Single sign on URL https://emea.api.concursolutions.com/sso/saml2/V1/acs/
Use this for Recipient URL and Destination URL
D Allow this app to request other SSO URLs

Audience URI (SP Entity ID) https://emea.api.concursolutions.com

Default RelayState

-
Name ID format EmailAddress
Application username Email

ow Advanced Settings

LEARN MORE

For Azure AD, edit the Unique User Identifier field to user.mail.

9 User Attributes & Claims

Givenname user.givenname
Surname user.surname
Emailaddress user.mail

user.userprincipalname
Uniaue User Identifier user.mail )

If you are not sure how to configure the NamelD field, contact your Identity Provider

for assistance.

Step 5: Obtain the IdP Metadata

Your IdP generates an IdP metadata file or an IdP metadata link. Both are supported
by SAP Concur solutions. Below are examples from Okta and Azure AD.

NOTE: For your IdP, if access to the metadata is not obvious, contact your IdP for

assistance.
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For Okta, use the Identity Provider Metadata link.

Settings Edit

SIGN ON METHODS

Configure profile mapping

Default Relay State

Encryption Certificate concur.crt (CN=core-saml-prod.concur.com)

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

(Identity Provider metadat95 available if this application supports dynamic configuration.

For Azure AD, use the App Federation Metadata Url link or the Federation
Metadata XML download.

SAML Signing Certificate K4
Status Active
Thumbprint 668D07C8991F975A1BCO7F403A617D8A48489A2E
Expiration 9/12/2022, 9:55:04 AM
Notification Email concurcoretest@outlook.com
( App Federation Metadata Url https://login.microsoftonline.com/382a5a1c-567a-4... | E )
Certificate (Base64) Download
Certificate (Raw) Download
( Federation Metadata XML Download )

Step 6: Upload IdP Metadata to Concur

1. Click Administration > Company > Authentication Admin, and then click
Manage Single Sign-On.
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2. In the IdP Metadata section, click Add.

IdP Metadata

Mo IdP Metadata
Add one or more |dPs' metadata

The Add IdP Metadata window appears.

Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.

Logout URL
|

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[ Hide this SSO option from users signing in to Goncur on web or mobile

Cancel Add Metadata

3. In the Custom IdP Name field, enter a name.

The name you enter appears to users on the Sign In page. Best practice is to
simply enter the IdP name. For example, if your IdP is Okta and if you enter
Okta in this field, then the user will see Sign in with Okta.
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SAP Concur @ English US) *

username@domain.com

W < SignIn

[ Sign in wmﬁcuslom IdP Nama]]

Sign in with your password

Not a Concur user yet? Try Test Drive

4. In the Logout URL field, enter a Logout URL.

By default, if no URL is entered, users will be redirected to where they started
the authentication process upon sign out from SAP Concur.

If a custom Logout URL is specified, users are redirected to the specified URL
when they sign out of SAP Concur solutions.

5. In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP.

Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.
Logout URL
Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

(] Hide this SSO option from users signing in to Goncur on web or mobile

Cancel Add Metadata

6. To hide the sign-in option from users on mobile and signing in
through concursolutions.com, select the checkbox Hide this SSO option
from users signing in to Concur on web or mobile.
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By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

Add |dP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[ [ Hide this SSO option from users signing in to Concur on web or mobile J

Cancel Add Metadata

7. Click Add Metadata.

SAP Concur Reporti App Center  Administration

Company Admin > Authentication Admin > Manage Single Sign-On

Manage Single Sign-On for Canonical Travel Test Company

Enable SSO

S§SO0 Setting: SSO Optional v

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (IdP).

Gopy SAP Concur metadata

Copy URL
OR
Download SAP Concur metadata
Download
|dP Metadata
Entity ID Name Hidden Active From Expiration Date = Logout URL

(m] SAML Monitor 09/30/2016 09/30/2026

(m] muttals okta 02/27/2018 02/27/2028

(m] Concur Okta v 02/27/2018 02/27/2028

View Previous Changes
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The configuration will be added to the IdP Metadata table, which shows a
summary of each configuration.

ERROR MESSAGE

If an error occurs, the following message appears.

Error x

0 Sorry, we were unable to save your IdP metadata. Please try

again. If the issue persists, please contact Concur Support with
correlation_id(ff07d251-e634-444-92fd-33c11c4e40b3 l‘or
additional help.

Save the correlation_id, contact SAP Concur support, and provide the
correlation_id. SAP Concur support can look up the detailed error message and
provide steps for troubleshooting the error.

Step 7: Test IdP-Initiated SSO
You must obtain the IdP-Initiated SSO URL from your Identity Provider. The location
of the URL depends on your IdP. Below are examples of testing SSO on Okta and
Azure AD. Your IdP will likely be similar.

After you obtain this IdP-Initiated SSO URL, you can paste the URL in the browser
and try to sign in.

For Okta, click the app icon (embedded URL) in the Okta portal.

Work

SAP Concur

For Azure AD, use one of the following:

¢ Properties > User access URL
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H Overview
I’ Getting started

Deployment Plan

concurtest - Properties

Home > Enterprise applications - All applications > concurtest - Properties

Manage
l Properties

s Owners
£ Users and groups

D Single sign-on

X @ Delete

Enabled for users to sign-in?, @& No

Name @ concurtest

Homepage URL @

Logo @
2 Provisioning
Select a file E
£ Application proxy
C  Self-service . —
User access URL @ https/, nicrosoft. g wurt... m
Security
M rond A Annliratinn ID & 7736ReTi.]
- or —

Test single sign-on with Concur Travel and Expense

6 Test single sign-on with Concur Travel and Expense

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

If you have questions about locating the IdP-Initiated SSO URL, contact your Identity

Provider for assistance.

ERROR MESSAGE

If the SSO test sign-in fails, a message similar to the following appears.

sorry, something went wrong.

We encountered an error processing your request. If you continue to experience problems, please contact your
Company Administrator or Help Desk.

Please provide the following id to support: f6d54d04-38d6-4249-a53f-cb30dbece15¢c
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The two most common causes are:
e The user does not exist in SAP Concur solutions.

e The Login_ID does not match between your IdP and SAP Concur user profile.
To determine the cause, do the following:

1. Use the SAMLtracer or the Inspect feature of the Chrome browser to locate
the SAMLResponse. (Your IdP sends user information to SAP Concur solutions
via SAMLResponse.)

2. Decode the SAMLResponse with base64decode tools. base64decode tools are
readily available online.

3. Look for the value in the <saml2:NamelD> field. For example:
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress">username@domain.com</saml2:NamelID>

4. Compare the value found in the <saml2:NamelD> field (in the preceding
example, username@domain.com) with the user's SAP Concur Login_ID.

+ If you cannot find a match, then you must first create a user with a
matching SAP Concur Login_ID and then test again.

+ If you do find the user and the user's SAP Concur Login_ID matches the
user's Login_ID at your IdP, contact SAP Concur support and provide the
error ID that appears in the error message.

Step 8: Test SP-Initiated SSO
> To test:
1. Go to www.concursolutions.com.
2. Enter the SAP Concur username.

3. Click Sign in with [Custom IdP Name]. You will be redirected to your IdP.
After you authenticate to the IdP, the SAP Concur home page appears.

Step 9: Enable SSO as Optional or Required

In the Enable SSO section, you have the option to change the SSO Setting from
SSO Optional (Default value) to SSO Required.
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Enable SSO

S50 Setting: SS0O Optional w

S50 Optional

Get SAP Users may sign in with a password or with S50.

Copy or dow| $SO Required ntity Provider (IdP).
Users must sign in using S50.

Copy SAP Clrreen e -

| IMPORTANT! If this account is managed by a TMC, the TMC must be notified
before the SSO setting is changed from SSO Optional to SSO Required.

If you change the SSO setting to SSO Required, all users will be required to sign in
to concursolutions.com through an IdP using SSO. Users—including TMCs, admins,
web services, and test user accounts—will be blocked from signing in to
concursolutions.com with their username and password. This could cause a
disruption in services for those users.

Best Practice is to use the SSO Optional setting until all users understand how to
sign in with SSO. Before you change the setting to SSO Required, we recommend
you provide your users with a 60-day notice or a notification timeframe that is
standard for your organization.

If you have any questions about making this change, contact SAP Concur Support for assistance.

| IMPORTANT: Changing the SSO Setting to SSO Required affects both web
and mobile sign-in. Beginning with the 9.86 (November) version of the SAP
Concur mobile app, changing the SSO Setting to SSO Required mandates that
users must sign in using SSO on both web and mobile platforms.

Editing SSO Configurations

Once an SSO configuration has been created using the previous steps, it may be
edited to change the values of Custom IdP Name, Logout URL, and checkbox to Hide
this SSO option from users signing in to Concur on web or mobile. The IdP
Metadata is not editable; instead, the recommended best practice is to create a new
configuration, test it, and then delete the original configuration.

To edit a configuration, select the configuration to edit, and click Edit.
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Edit IdP Configuration

Custom IdP Name

‘ Concur Okta

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

IdP Metadata
<?xml version="1.0" encoding="UTF-8"?><md.
I1dP metadata is not editable. To make changes to the metadata, it is best practice to add a new

1dP configuration, test it to make sure it functions properly, and then delete the old IdP'
configuration.

Hide this SSO option from users signing in to Concur on web or mobile

GCancel Save Changes

When the desired changes have been made, click Save Changes.

View Previous Changes

To view changes to the SSO configuration that have been made over time, click the
View Previous Changes button.

IdP Metadata

Entity ID Name Hidden Active From Expiration Date = Logout URL
SAML Monitor 09/30/2016 09/30/2026
muttals okta 02/27/2018 02/27/2028
O Concur Okta v 02/27/2018 02/27/2028

View P s Changes
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A table listing previous changes appears. The list of changes is sorted in descending

order by date and time.

Date Change Entity ID
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Add
06/07/2022 Delete
06/07/2022 Edit
06/07/2022 Add
08/07/2022 Delete
06/07/2022 Edit
06/07/2022 Edit

Name Logout URL Hidden Details

Concur Okta o ( View
ray test 2 v | View
ray test 2 View
ray test 2 v View
ray test 2 ( View
ray test 2 b View
ray test 2 | View
ray test 2 View
ray test 2 v View
ray test 2 v View
ray test 2 v i View
ray test 2 View

The table can display the last 100 changes. Changes that are listed in the table

include:

e Adding a configuration

e Deleting a configuration

e Editing the name in the Custom IdP Name field
e Editing the URL in the Logout URL field

e Editing the Hide this SSO option from users signing in to Concur on web or

mobile checkbox value.

To view more detailed information about a specific change listed in the table, click

the View link for the desired list item.

View Previous Changes
Date Change Entity ID
08/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit

Name Logout URL Hidden Details
Concur Okta v

ray test 2 v View
ray test 2 View
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After you click the View link, the View Previous Changes page for the list item
appears. The details that appear on the page differ depending on the kind of change
that was made.

DELETED CONFIGURATION DETAILS

The details that are displayed on the View Previous Changes page when a
configuration is deleted include:

Date Changed

Type of change (Delete)

Company that was changed

Name and UUID for the user who made the change
Entity ID

Friendly name

Logout URL

Metadata

Hidden

For configurations that are deleted, the View Previous Changes page includes a
Revert button that enables you to reinstate the deleted configuration. After the
configuration is reinstated, it will be available to users during the sign-in process.
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Example View Previous Changes Page for Deleted Configuration

View Previous Changes

Date Changed 05/24/2022
Change Delete
Company

Change By

Entity ID

Name

Logout URL https://logout.com
Hidden

Metadata

<?xml version="1.0" encoding="UTF-8"2?>

<md:KeyDescriptor use="signing">

<ds:X509Data>

<md:EntityDescriptor entityID="http://www.okta.com/exk5537fynNWEDLz22p7" xmlns:md="urn
<md:IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

<ds:X509Certificate>MIIDnjCCAoagAWIBAgIGAWHY jDLXMAOGCSqGSIb3DQEBCWUAMIGPMOswW
AlUECAwWKQ2FsaWZvcm5pY TEWMBQGA1UEBwwWNU2FuIEZyYWS jaXNjbzENMASGAL1UECGWET2t0YT
MBIGAlUECWWLU1NPUHJvdmlkZXIXEDAOBgNVBAMMB211dHRhbHMXHDAaBgkghkiGIwOBCQEWDW
Zm9Ab2t0YS5jb20wHhcNMTgwMj I3MTgzNDIyWhcNMjgwM]jI3MTgzNTIyWjCBjzELMAKGA1UEBh!
VVMXEzARBgNVBAgGMCkNhbG1mb3JuaWExF jAUBGNVBACMDVNhbiBGemFuY21zY28xDTALBGNVBA:
BE9rdGExXFDASBgNVBAsSMCINTT1Byb3ZpZGVyMRAwWDgYDVQQODDAdtdXR0OYWXzZMRwwGgYJKoZIhw
AQKBFglpbmZvQGIrdGEuY29tMIIBI jANBgkghkiGI9wOBAQEFAROCAQS8AMIIBCgKCAQEAGENMOQ
yhB4v+0rwRgN80oSDs2bKa2wo2eQKInxi7xX7Yh400E3Y630Pr4uXdL5boUynIsuyVZ4ahoXYy5S
NLSykyz76FEVY6HR4 fQzTqFnyYwRxPOr¥Ybg9RmpggYvMcwYTVXphhkiKTW6W/K0Ff /isMme/VN

>

When you click the Revert button, you are prompted to confirm the action to
reinstate the configuration. To confirm that you want to reinstate the configuration,
click Revert Metadata. To cancel reinstatement of the configuration, on the

Confirm Revert page, click Do Not Revert.

Confirm Revert [zl

& Are you sure you want to revert this deletion, and make this

configuration active?
Do Not Revert Revert Metadata

If you choose to reinstate a deleted configuration

but the configuration cannot be

reinstated, after you click the Revert Metadata button, a message similar to the

following appears:
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Error

J

Sorry, we were unable to save your IdP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id 86bcd6ac-d060-4882-9c3b-2728d4efbede for

additional help.

EDITED CONFIGURATION DETAILS

The details displayed on the View Previous Changes page when a configuration is
edited include:

Date Changed

Type of change (Edit)
Company that was changed
Name and UUID for the user who made the change
Current Entity ID

Current friendly name
Current Logout URL
Previous Entity ID

Previous friendly name
Previous Logout URL
Metadata

Hidden
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Example View Previous Changes Page for Edited Configuration

View Previous Changes @
Date Changed 06/08/2022
Change Edit
Company
Change By
Entity ID
Name Concur Okta
Logout URL
Hidden v

Previous Values

Entity ID

Name Concur Okta
Logout URL

Hidden

Metadata

<?xml version="1.0" encoding="UTF-8"?>
<md:EntityDescriptor entityID="http://www.okta.com/exk8bjsi41SiSaXyM2p7" xmlns:md="urn
<md: IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIDnjCCAoagAwIBAgIGAWHY jDLXMAOGCSgGSIb3DOEBCWUAMIGPMOsw
AlUECAWKQ2FsaWZvemSpYTEWMBOGA1UEBWWNU2FUIEZyYWSjaXNibzENMASGALIUECGWET2¢0YT.

ADDED CONFIGURATION DETAILS
The details that are displayed on the View Previous Changes page when a
configuration is added include:
e Date Changed
e Type of change (Add)
e Company that was changed
e Name and UUID for the user who made the change
e Entity ID
e Friendly name
e Logout URL
e Metadata
e Hidden

Example View Previous Changes Page for Added Configuration
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View Previous Changes E]

Date Changed 06/07/2022
Change Add
Company

Change By

Entity ID

Name

Logout URL

Hidden v

Metadata

<?xml version="1.0" encoding="UTF-8"?>
<md:EntityDescriptor entityID="http://www.okta.com/exk8bjsi4lSiSaXyM2p7" xmlns:md="urn
<md:IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIDnjCCA0agAWIBAgIGAWHY jDLXMAOGCSQGSIb3DQEBCWUAMIGPMQSW
AlUECAWKQ2FsaWZvcem5pYTEWMBOGALUEBWWNU2FuIEZyYWS jaXNjbzENMASGA1UECGWET2t0YT
MBIGA1lUECWwWLU1NPUHJvdmlkZXIXxEDAOBgNVBAMMB211dHRhbHMxHDAaBgkghkiG9wOBCQEWDW
Zm9Ab2t0YS5ib20wHhe NMTgwMj I 3MTgzNDIyWheNMjgwMjI3MTgzNTIyWjCB zELMAKGA1UEBh!
VVMXEzARBgNVBAgMCKkNhbG1lmb3JuaWExF jAUBgNVBACMDVNhbiBGemFuY21zY28xDTALBgNVBA
BE9rdGExXFDASBgNVBASMCINTT1Byb3ZpZGVyMRAwWDgYDVQODDAdtdXROYWxZMRWWGgYJKoZIhv
AQkBFg1pbmZvQG9IrdGEuY29tMITBI jANBgkghkiGIwOBAQEFAAOCAQ8AMI IBCgKCAQEAGFNMOQ
yhB4v+OrwRgN80SDs2bKa2wo2eQKInxi7xX7Yh4Q0E3Y630Pr4uXxdL5boUynIsuyVZ4ahoXYy5
NLSykyz76FEVY6HR4 £QzTqFnyYWRXPOrYbg9RmpggYvMcwYTVXphhkiKTW6W/kOF £/ isMme/VN

Configure an SSO App/Connector with Encryption (Optional)

Complete all steps described in the Configure an SSO App/Connector Without
Encryption section, including testing. Then, check if your IdP supports encrypted
SAMLResponse feature. If so, follow the steps below to configure the encryption.

Step 1: Obtain and Save the Encryption Key

Obtain the encryption key from SAP Concur solutions and save it in a encryption.crt
file.

P To obtain and save the encryption key:

1. Click the URL that corresponds to the region (data center) in which your
entity is hosted to view the SAP Concur SP metadata (Chrome browser
recommended):

¢+ US (North America):
https://www-us.api.concursolutions.com/sso/saml2/V1/sp/metadata/

+ EMEA:
https://www-emea.api.concursolutions.com/sso/saml2/V1/sp/metadata/
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China:
https://www-cn.api.concurcdc.cn/sso/sam

*

12/V1/sp/metadata

2. Find the encryption key as shown in the following example:

<ds:X50 icate>
[MIIGETCCBGWAWIBA 00
3 1 1 MCAGA. W 3vy ¥y 13Uy
SEW MBOGA 12¥W1sL 3VyLmiy
brcca 1 1 1g60r312G23Ci30t 1101 1PB6pdbOtHe+em
by NaeebiYpuas9H/ 3PAd §2bgTVVLOST 75asjrea h i 7bul 1gt/q 3
3p61£C87K6T8a3: dSIKeoa7l 1. - 100AP8/LEDp: i
JWqTOg1BPYK6iHL]Y15/8X8gTVRO1GiFNUL0WL 70pbZEU;tGRgQCT
i/51ekdWaxbil 70i6gppl 2Yy FONT3Z4UZFW) 1
|GyA£12g8B7bW2piKwaCLE+ 1 KwaCLZ+800YGL p:
3 1 i 1UEAXMZ ¥29y251 1
3CGXR: £4E1S14ET4SM1 jHIFmhF IC2ikI
ivi 3XVRS i 3901 G R+t
AwUTR41 31K1i/41CT 164D7CUITp]zQ+k: Ip8DAaHGI of+j 718, i
TAWUY Mzg] 1X8IyWN9 /7uLI7zKAB2VQMaqIKABavVSUEX0TtOb
bpDC71£XQ: NbyR1 luvINmMd/BgSughx 1hRra juXINSX
</ds:X509Certificate>

Copy the encryption certificate into a plain text file.

NOTE: Do not use a rich text editor like Word.

Paste between two BEGIN/END CERTIFICATE

Save as encryption.crt.

) men PO
END CERTIFICATE

rows as shown below:
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Step 2: Upload the encryption.crt to Your IdP

If you have questions about uploading the encryption certificate to your IdP, contact
your IdP for assistance.

EXAMPLES

For Okta, set the Assertion Encryption field to Encrypted and then upload the
encryption certificate.

( Assertion Encryption Encrypted v - )
Encryption Algorithm AES256-CBC v
Key Transport Algorithm RSA-OAEP v
Encryption Certificate

For Azure AD, use the Token encryption (Preview) option to upload the encryption
certificate.

U Concur Travel and Expense - Token encryption (Preview) X

Enterprise Application

« T Import Certificate

Deployment Plan

K Diagnose and solve problems Import Certificate
Manage Upload a certificate with a file name extension .cer
© Properties
Select a file
w4 Owners

£ Users and groups
,

3 Ssingle sign-on
2 Provisioning

€ Self-service

Security

q Conditional Access

e Permissinns.

) Token encryption (Preview) J

Activity

Section 6: FAQ
Q. Which IdPs are supported by SAP Concur?

A. SAP Concur is compatible with all identity providers that support the SAML
2.0 standard.
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Q. How does SSO enforcement work?

A. Currently, SAP Concur supports enforcing SSO at the company level. SAP
Concur does not support enforcing SSO based on user role or user group.

There are two options available when setting up SSO: SSO Optional and
SSO Required.

SSO0 Optional is the default value and selecting it means that everyone from
your company can sign in to SAP Concur services with a standard username
and password or with SSO credentials.

After you have successfully tested SSO sign-in, you can change the SSO
Setting to SSO Required.

|  IMPORTANT! Changing the SSO setting to SSO Required could cause a
disruption in service.

If you change the SSO setting to SSO Required, all users will be required to
sign in to concursolutions.com through an IdP using SSO. All users—including
TMCs, admins, web services, and test user accounts—will be blocked from
signing in to concursolutions.com with their username and password.

| IMPORTANT! If this account is managed by a TMC, the TMC must be
notified before the SSO setting is changed to SSO Required.

Q. Can I set up more than one IdP with SAP Concur?

A. Yes. The SSO self-service tool allows you to add unlimited IdPs.

Q. How long do I need to wait to test SSO sign-in after I have uploaded my
metadata?

A. Once your IdP's metadata is saved properly at SAP Concur, SSO sign-in
should work instantly.

Q. Will configuring SSO on the new self-service platform affect our current SSO
configuration on your old platform?

A: No. Configuring SSO on the new self-service platform will not affect your
current SSO configuration on the old platform. It is separate from the legacy
Concur SSO stack and can safely be used in parallel to the existing SSO
configurations. Once the SSO service has been configured, tested, and
deployed, existing SSO customers can request the removal of their legacy
SSO configurations so they have only a single tool to manage.

Q. Why can’t I see my current SSO configuration on the Manage Single Sign-On

page?
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A: Your current SSO configuration is part of the old SSO service and that
configuration data can be accessed only by SAP Concur employees

Q. Can I set up my mobile SSO via the Manage Single Sign-On page?
A. Yes. Beginning with the 9.86 version of the SAP Concur mobile app,
configuring SSO using the processes described in this document enables SSO
sign-in for both web and mobile. If you change the SSO Setting from SSO
Optional to SSO Required users must sign in using SSO on both the web
and mobile platforms.

Q. Does SAP Concur support "Just-In-Time User Provisioning" via SAML SSO?
A. No. It is targeted for a future update.

Q. Does SAP Concur support "Home Realm Discovery"?

A. Yes. Home Realm Discovery service is an API behind the SP-Initiated SSO
flow.

Section 7: Appendix - ADFS Setup

NOTE: Per the appendix instructions in this section, as content is sourced from the
third-party provider, SAP Concur cannot guarantee its accuracy. If you
encounter issues, it is recommended that you contact the third-party
provider’s support resources.

Getting Started

Before you start the configuration process, ensure that:

e Your users exist in both ADFS and SAP Concur. Auto user provisioning is not
currently supported by SAP Concur, so you need to add users separately in
there.

e The attribute you are sending from ADFS matches the Login ID (Username
/ CTE Login Name) field for each employee in SAP Concur.

e You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by using one of the following paths, depending on your
SAP Concur edition.

For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.
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Administration ~

Expense Settings @
Company >

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Adlaj:‘i’gj:_ed_ Setting

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manage(Single Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:

1. Go to Administration > Company > Authentication Admin.
Administration v

Company

Company Admin

Tools Request > |
Web Services Travel Admin "
Report Admin Expense >

: Authentication Admin@ mlnvolice | :

2. Click Manage Single Sign-On to access the Manage SSO page.
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Company Admin > Authentication Admin

Authentication Administration

Manage@iingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:

US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

US DC Test:

https://implementation.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a

case with SAP Concur support.

Configure Your ADFS Application

1.

Run the Relying Party Trust wizard.

ADFS
b Service
4 Trust Relationships
Claims Provider Trusts
Relying Party Trusts
Attri Stores
b | Authentication Policies

| ADFS
b [ Service
4 | Trust Relationships
Claims Provider Trusts
; i:::':‘ Aﬁ Relying Party Trust...
p | Authentic A

View

New Window from Here
Refresh

Help

Non-Claims-Aware Relying Party Trust...
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b

Welcome

Steps
@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authonzation Rules

@ Readyto Add Trust
@ Finish

Add Relying Party Trust Wizard [ =]

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard

Start Cancel

2. On the Select Data Source dialog, choose the option of your preference:

a. Import data about the relying party published online or on a
local network (if you prefer to upload the metadata URL)

b. Import data about the relying party from a file (if you prefer to
upload the metadata xml file)

c. Enter data about the relying party manually (if you prefer to
manually fill the configuration fields)

3. After choosing your option, click Next.

The metadata file or the metadata URL can be obtained from the
Authentication Admin > Manage Single Sign-On page on your SAP
Concur account. Please refer to the previous Getting Started section for more
information about how to access the page.

If you have chosen Import data about the relying party published online
or on a local network or Import data about the relying party from a
file this should automatically fill your Configure Certificate, Configure URL
and Configure Identifiers sections on ADFS. In that case, please skip to
step 8 on this guide. Steps 3-7 will be needed if you have chosen the manual

setup.
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G2 Add Relying Party Trust Wizard x|
Select Data Source

Steps Select an option that this wizard wil use to obtsin data about this refying pary-

@ Welcome

(@) Import data about the relying party published orline or on a local network:

e 2 Use this opiion to import the necessary data and certificates from a relying party organization that publishes
@ Choose Access Control its federation metadata onine or on a local network.
Policy

Federation metadata address host name or URL)
| |

Example: fs contoso. com or hitps-//Awww conbeso com/app

O Import data about the relying party from a file

Mhmhmhmﬁaﬂmﬁnﬂuﬂammwmm
data to a file. Ensure that this file is from a trusted source. This wizard will not
vaidﬁehmdhﬁe

Federstion metadata file locafion:

@ Readyto Add Trust
@ Fnigh

() Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party onganization.

s | (S

4. On the Specify Display Name dialog, in the Display name field, enter the
label of your preference and click Next.

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.

@ Welcome Displayname.
@ Select Data Source u
@ Specify Display Name Notes:

@ Choose Profile |
@ Configure Centfficate
@ Configure URL

@ Configure Identifiers

@ Corhu Multi factor v
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

< Previous Next > Cancel
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5. On the Choose Profile dialog, select ADFS profile option and click Next.

Y7 Add Relying Party Trust Wizard -

Choose Profile

Sene This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate

@ Welcome configuration profile for this relying party trust.

@ Select Data Source ® AD FS profile

@ Specify Display Name This profile supports relying parties that are interoperable with new AD FS features, such as
security token encryption and the SAML 2.0 protocal.

@ Choose Profile

@ Configure Cerificate () ADFS 1.0and 1.1 profile

@ Corfigure URL Thig profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

@ Corfigure Identifiers

@ Corfigure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

|<F‘rev1'ous|| Mext > || Cancel |

6. On the Configure Certificate dialog, manually upload the SAP Concur
encryption certificate. It can be obtained from the Manage SSO page in SAP
Concur as described in the Getting Started section. Then go to the SAP
Concur metadata, extract the encryption certificate and save it to your PC.
Browse and upload the encryption certificate and then click Next.
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@ Add Relying Party Trust Wizard [x]

Configure Certificate

Steps Specify an optional token encryption cestificate. The token encryption certificate is used to encrypt the
@ Welcome claims that are sent to this relying party. The relying party will use the private key of this cedificate to
decrypt the claims that are sent to . To specify the cesificate, click Browse

@ Select Data Source

Issuer:
Subject:

S Effective date
@ Configure Certificate Expiration date

@ Configure URL

@ Configure Identifiers . M

@ Configure Multifactor
Authentication Now?

@ Choose Profile

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ <Prevous | [ Net> |[ Cancel |

7. On the Configure URL dialog, select Enable support for the SAML 2.0
Web SSO protocol and enter the relying party SAML 2.0 SSO service URL:

¢ US (North America): https://www-

us.api.concursolutions.com/sso/saml2/V1/acs/

¢ EMEA: https://www-emea.api.concursolutions.com/sso/saml2/V1/acs/

¢ China: https://www-cn.api.concursolutions.com/sso/saml2/V1/acs/
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Configure URL
S AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties
@ Welcome WS-Federation, SAML, or both are used by the relying party, mhmmmmmmm

URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

[] Enable support for the WS-Federation Passive protocol
The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the
protocol.

@ Select Data Source
@ Specify Display Name

@ Choose Profile WS-Federation Passive

@ Corfigure Cenficate Relying party WS-Federation Passive protocol URL:
@ Configure URL [

@ Configure Identifiers Example: hitps:/As contoso com/adfs/As/

@ Corfigure Mutifactor
Authentication Now? [ Enable suppott forthe SAML 2.0 WebSSO0 protocol

@ Choose lssuance The SAML 2.0 single-sign-on (SSO) service URL supports Web-browser-based claims providers using the
Autherization Rules SAML 2.0 Web550 protocol.

@ Readyto Add Trust Relying party SAML 2.0 S50 service URL:

@ Finish [ https.irape] Teom/t/auth

Example: hitps://www contoso com/adfs/s/

| <Previous || Ned> || Cancel |

8. On the Configure Identifiers dialog, add the Relying party trust
identifier:

¢ US (North America): https://us.api.concursolutions.com/saml|2

¢ EMEA: https://emea.api.concursolutions.com/saml2

¢ China: https://cn.api.concursolutions.com/saml|2
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Configure Identifiers

Steps
@ Weicome
@ Select Data Source

Relying party trust identifier:

Relying parties may be identified by one or more unique identifier strings. Specfy the identifiers for this relying
party trust.

@ Speciy Display Name |

@ Choose Profile
@ Configure Cenficate
@ Configure URL
@ Configure Identifiers

@ Configure Mutifactor
Authentication Now?

@ Choose Issuance
Authorization Rules
@ Readyto Add Trust

@ Finish

Example: https./As contoso com/adfs/services Arust
Relying party trust identifiers:

[ <Previous || Net> || Cancel |

9. Select the I do not want to configure multi-factor authentication
settings for this relying party trust at this time option and then click

Next.

You can also configure multi-factor
Authentication Policies node. For more information, see

Configure multifactor authentication settings for this relying party trust. Multifactor authentication is required

@ Welcome there is a match for any of the specified requirements.
@ Select Data Source
@ Speciy Display Name Muttifactor Authentication Global Settings
@ Choose Profile Requirements Users/Groups Not configured
@ Configure Certfficate Device Not corfigured
@ Configure URL 5 Not condi i
@ Configure Identifiers
@ Configure Muttifactor

Authentication Now?
@ Choose lssuance

Authonization Rules
@ Readyto Add Trust
o b @ |do not want to config i th settings for this relying party trust at this time.

() Configure multifactor authentication settings for this relying party trust.

authentication settings for this relying party trust by navigating to the
Configuring Authentication Policies.

| <Previous | [ MNet> || cancel |
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10.In the Choose Issuance Authorization Rules dialog, select the Permit all
users to access this relying party option and then click Next.

w Add Relying Party Trust Wizard [x]
Choose Issuance Authorization Rules
e Issuance authorization rules determine whether a user is permitted to receive claims for the relying party
@ Welcome Choose one of the following options for the initial behavior of this relying party's issuance authorization rules
@ Select Data Source ® Pemit all users to access this relying party
@ Specify Display Name The issuance authorization rules will be configured to pemit all users to access this relying party. The relying
Ch Broil party service or application may still deny the user access
@ Lhoose rrofie
@ Configure Cerificate (O Deny all users access to this relying party
@ Configure URL The issuance authorization rules will be configured to deny all users access to this relying party. You must

later add issuance authorization rules to enable any users to access this relying party

@ Configure Identifiers

@ Config Multi factor
Authertication Now? You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane
@ Choose Issuance

Authorization Rules
@ Readyto Add Trust

@ Finish

[ <Proviows | [ Net> |[ Cancel |

11. Review the newly configured relying part trust if required. If you haven’t
updated the metadata already, on the Ready to Add Trust dialog click the
Signature tab, add the SAP Concur metadata and then click Next.
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The relying party been configured. Rruulhemm and then click Next to add the
mmmuum FS configuration database.

| Endpoints | Nete <[>

Imlamls:-nlwamlr

Oreneston | Endoorts | Proy

ontormg | =

mnmmwhmmmm

Subject e Effectve Date Enlﬂmoul
E)CH-comeam.. CH-coms . 2200202023 . 22042025

12.0n the Finish dialog, select the Open the Edit Claim Rules dialog for this

relying party trust when the wizard closes option and then click Close.

Finish

S The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

@ Select Data Source

@ Speciy Display Name
@ Choose Profile

@ Configure Cestificate

@ Configure URL

@ Configure Identfiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

[+] Open the Edt Claim Rules dialog for this relying party trust when the wizard closes

‘You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-in.
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The Add Transform Claim Rule Wizard appears automatically.
13. Create the following two rules:
Rule 1:
1) Set claim rule template as "Send LDAP Attributes in Claim".
2) Click Next.

3) Add Claim rule name and set your Attribute store. This will normally
be “Active Directory”.

4) LDAP Attribute = E-Mail Addresses
5) Outgoing Claim Type = E-Mail Address
6) Click Finish.
Rule 2:
1) Set claim rule template as “Transform an incoming claim”.
2) Add Claim Rule Name.
3) Incoming Claim Type = Email Address

NamelD

4) Outgoing Claim Type
5) Outgoing Name ID format = Email

6) Make sure “Pass through all claim values” is selected.
7) Click Finish.

For the Name ID value that is passed in the assertion when a user
authenticates, this value must match the user’s SAP Concur login ID. Most
SAP Concur customers use email addresses as their login IDs therefore, by
default, this is how the claim rule should be set up.

However, if your company uses a different format for your SAP Concur login
IDs, for example, employeeID@companydomain.com, then you must
customize this rule so that the LDAP Attribute sends the employeeid and
companydomain.com. Any other custom roles created will need to make
sure the Name ID format is sent as “email address”, as this is a requirement
for SP-Initiated logins.

Configure Your SAP Concur Site

To complete the configuration, save a copy of the ADFS metadata file to your local
machine.
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P To enter the ADFS metadata into SAP Concur:
1. Sign into SAP Concur.
1. Access the Manage Single Sign-On page.

2. Click Add in the IdP Metadata section.

Manage Single Sign-On for tangochris

Enable SSO

S50 Setting: SSO Optional w

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (IdP).

Copy SAP Concur metadata

| https://us.api.concursolutions.com/ssc ‘ Copy URL

OR

Download SAP Concur metadata

IdP Metadata

==

No IdP Metadata
Add one or more |dPs' metadata

The Add IdP Metadata window appears.

Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[) Hide this SSO option from users signing in to Concur on web or mobile

Cancel Add Metadata

3. In the Add IdP Metadata window, Upload your IdP's metadata section,
click Upload XML File and upload the ADFS metadata file.
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Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

() Hide this SSO option from users signing in ta Cancur on web or mobile

Cancsl Add Metadata

4. To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the checkbox Hide this SSO option from users
signing in to Concur on web or mobile.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

Add IdP Metadata

Custom |dP Name *

The IdP Name you enter here is what users will sea.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[ (] Hide this SSO option from users signing in to Concur on web or mabile ]

5. Click Add Metadata.
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Add IdP Metadata

Custom |dP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP’s metatada

Upload XML File

[J Hide this SSO option from users signing in to Concur on web or mobile

Cancel Add Metadata |

Testing IdP-Initiated SSO

To test your IdP-Initiated SSO login, make sure you’'ve assigned the new application
in ADFS to the users and groups who will test this. Use the ADFS URL that looks like

this:

https://[Federation Service Identifier
domain]/adfs/ls/idpinitiatedsignon.aspx?loginToRp= [Relying party trust
identifier]

If correct, this URL should prompt you for your ADFS credentials and then redirect
you to the already logged in SAP Concur home page.

Test SP-initiated SSO

To test the SP-initiated SSO:

1. Open the SAP Concur login page according to the environment you want to
test.

*

*

*

US DC Prod: https://www.concursolutions.com/

US DC Test: https://implementation.concursolutions.com/

EMEA DC Prod: https://eul.concursolutions.com/

EMEA DC Test: https://eulimp.concursolutions.com/

CN DC Prod: https://www.concurcdc.cn/
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2. On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration. Click to proceed with authenticating your
identity provider account which should redirect you to SAP Concur.

Sign In

Username, email address, or S50 code

testaccounti@test com

—| Remember me
Forgol usemama?

Mot a Concur user yet? Try Test Drive

|
!

< Sign In

I testaccounti@test.com

| Sign in with MyCompany SSO

Sign in with your password

Mot & Concur user yet? Try Test Drive
STLL

After adding your ADFS credentials, if you receive an error message in ADFS,
this could be a sign that the onfiguration is not completed. If the error
message is on the SAP Concur side, this could be a matter of unmatching
credentials, an invalid certificate or a missing setting. If the IdP-Initiated login
is working but the SP-Initiated is not, this is probably happening because the

-
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Name ID on the ADFS side is not being sent with the correct format. This is
described in the Configure Your ADFS Application section.

If you're still having issues, please copy the error ID you received and contact
SAP Concur support for assistance.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be

enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the
previous Test SSO Login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86
or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket with the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

Rollout

After testing your new SSO configuration, you can then plan your rollout by
assigning your new Azure AD application to all your users and groups who'll need
this access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

If you need to enforce Mobile SSO only, please contact SAP Concur support.
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Manage Single Sign-On

Enable SSO

SSO Setting: 330 Opt\onalﬁv

S50 Optional
Get SAP Users may sign in with a password or with SSO.

Copy or dowl SSO Required ty Provider (IdP)
Users must sign in using SSO.

Copy SAP Clreer oo

Section 8: Appendix - Microsoft Azure AD Setup

NOTE: Per the appendix instructions in this section, as content is sourced from the
third-party provider, SAP Concur cannot guarantee its accuracy. If you
encounter issues, it is recommended that you contact the third-party
provider’s support resources.

Getting Started

Before you start the configuration process, ensure that:

e Your users exist in both Azure AD and SAP Concur. Auto user provisioning is
not currently supported by SAP Concur, so you need to add users separately
in there.

e The attribute you are sending from Azure AD matches the Login ID
(Username / CTE Login Name) field for each employee in SAP Concur.

e You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by using one of the following paths, depending on your
SAP Concur edition.

For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration

Expense Settings @

Company > |

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.
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Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Adlaj:‘i’gj:_ed_ Setting

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
t

User Accounts

Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

ManageSingle Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:

4, Go to Administration > Company > Authentication Admin.
Administration v

Company Admin Company >

Tools Request > |

Web Services Travel Admin "
1 Report Admin Expense > |

Authentication Admin@ Invoice

5. Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration
Manage;Single Sign-On
Manage Sﬁ_fgsig n-On for SAP Concur products
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Alternatively, users can access the page using one of the following URLs:
e US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

e US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

e CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your Azure AD Application

Please see the Microsoft Azure AD Guide as an additional reference for this section.

Step 1: Create Gallery Application

1. Go to Home > Enterprise applications and then click New Application.

Home Enterprise applications
£ Enterprise applications | All applications

53 Preview features 7 Got feedback?

Overview

€ Try out the new Enterprise Apps search preview! Click to enable the preview. =
@ overview
A Diagnose and solve problems Application type Applications status Application visibility
Manage @ Rk E
B Al applications First 50 shown, to search all of your applications, enter a display name or the application 1D
B Application proxy Name Homepage URL
& User settings n Azure

2. Search for Concur.

3. Select the SAP Concur Travel and Expense option. Do not use the SAP
Concur option with the black icon as this is used for the Legacy SSO platform
and not the recommended SAML2 SSO platform.
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Home » Enterprise application

Browse Azure AD Gallery (Preview)

Showing 8 of 8 results

CorpTay Comcur
<

American Express
Online by Concur

Single Sign-on : Al

Concur Tripit

User Account Management Al Categoies  All
SAP Concur SAP Concur Travel and
& Expense
)
Concerro leonossuare
" ba

4. Click Create.

SAP Concur Travel and Expense

Create

5. Click Set up Single sign on and then click on SAML.

Home

» . :
Entery licatio

H overview
[ ceployment Plan

Manage

Il properties

& Owners

a& Roles and administrators (Preview)
& users and groups

2 Single sign-on

® Pprovisioning

€ Self-service

Enterprise applications > B

vse Azure AD Galler

g2 SAP Concur Travel and Expense | Overview

Properties

Name &

SAP Concur Travel and Expe... [

Aiihcahcr 1D

ObjectID_ @

Getting Started

@ 1. Assign users and groups

_:;D 2. Set up single sign on

terprise Application

Manage
1l properties
& Owners

il Roles and administrators (Preview)

& Users and groups
D Ssingle sign-on

Provisioning

© Sself-service

Select a single sign-on method

Q

3 SAP Concur Travel and Expense | Single sign-on

Help me decide

. Provide specific users and groups access Enable figers to sign into their application
Security to the applications using thu Azure AD credentials
o Assign users and groups Get startec
& Conditional Access
% permissions
Home > Enterprise applications > Browse Azure AD Gallery ) > SAP Concur Travel and Expense

Disabled

single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

O

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol

b

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

Step 2: Provide Azure ID with Identifier and Reply URL

1. Upload the SAP Concur Metadata by clicking the “upload metadata file”.

OR
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2. Click Edit for the Basic: SAML Configuration option and remove the

Identifiers (Entity IDs) and Reply URLs (Assertion Consumer Service URLS)

that are not relevant for the datacenter your SAP Concur entity is on.

NOTE: For SAP Concur Test Entities you will always need to upload the SAP
Concur Metadata to get the correct Identifiers (Entity IDs) and Reply
URLs (Assertion Consumer Service URLS).

Ho e oA Do ARG AD Goley P —
SAP Concur Travel and Expense | SAML-based Sign-on
Enterprise Applcatio 1

il Usage & insights (Preview)

) > SAP Concur d Expense Basic SAML Configuration

B save

9 Changesingle sign-on mode = Testthis applcstion | ) Got feedback?

Upload metadata file. dated 550

Values for the fields below are provided by SAP Concur Travel and Expense. You may either enter those values manually, or uj
Defauit

tiated 550

Defauit

DOo0o

® ®

R Pr——— -

status Active
Thumbprint 9CEA37643ACE0D7 10AD632968578251D1FCASC48

3. To obtain the SAP Concur metadata on the Manage SSO page, you can either

click Copy URL and then paste the URL in a new browser tab or click
Download and open the downloaded file.

Manage Single Sign-On for

Enable SSO

SSO Setting: SSO Optional w

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it fo your Identity Provider (IdP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc  Copy URL

OR

Download SAP Concur metadata

‘. Download

i v
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Step 3: Change Unique User Identifier

The default Unique User Identifier is user.userprincipalname. In SAP Concur, the
Unique User Identifier must use the email address format.

1. Click the pencil icon to edit this field under the User Attributes & Claims
section.

2. Change the user.userprincipalname to "user.mail". After you make this
change, it should look like the following screenshot.

e User Attributes & Claims 4
Givenname user.givenname
Surname user.surname
Emailaddress user.mail
Name user.userprincipalname
Unigue User Identifier user.mail

Manage claim

Name

MNamespace

. Choose name identifier format

Email address
Source * (é:' Attribute '(:' Transformation
Source attribute * user.userprincipalname

~ Claim conditions

If your login IDs in SAP Concur do not match email address, you can still build
customizations on the unique user identifier, so it sends a different value to
SAP Concur. However, for any transformation rule please ensure you still
send it with the email address format. Different formats would affect the
logins made on the mobile app and/or via concursolutions.com.

Step 5: Download the Azure AD Metadata File

Click Download to download the “Federation Metadata XML"” and save the metadata
to your local computer or click on the paper icon to copy the “"App Federation
Metadata Url”.

Shared: Single Sign-On Setup Guide 51
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 8: Appendix - Microsoft Azure AD Setup

©

SAML Signing Certificate

Status
Thumbprint
Expiration
Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Active
D6D04C72318A683B457142A04C7DA67CAF9A8BF4B

6/10/.

concurcoretest@outlook.com
https://login.microsoftonline.com/382a5a1c-567a-4... E
Download

Download

Download

2022, 4:44:49 PM

NOTE: Before you upload your metadata file to SAP Concur, please make sure the
User assignment required? setting via Manage > Properties is set
accordingly. If set to the recommended setting of Yes, then you’ll need to
add users under Users and groups.

# Overview

Deployment Plan

Y

# Diagnose and solve problems
Manage
Properties
& Owners
& Users and groups
3 single sign-on
# Provisioning
B! Application proxy
©  self-service
Security
% Conditional Access
b Permissions
@ Token encryption (Preview)
Activity
D sign-ins
fil Usage & insights (Preview)
W Audit logs
o Provisioning logs (Preview)
Access reviews
Troubleshooting + Support
| virtual assistant (Preview)

a2 New support request

Enterprise applications - All applications

[ Delete

Enabled for users to sign-ir

Name ()

Homepage URL (&

Logo ©

User access URL ()

Application ID (O

ObjectID @

Terms of Service Url

Privacy Statement Url (O

Reply URL O

Concur - Properties

| Concur

Select a file [ =]

[ Publisher did not provide this information |@

[ Publisher did not provide this information |@

| https://www-us api.concursolutions.com/s... | @

User assignment required? ()

- - )

Visible to users? (i)

- - )

Configure Your SAP Concur Site

1.

Go to the Manage SSO page by following the steps provided in the Overview
section.

2. Click Add from the IdP Metadata section.

52

Shared: Single Sign-On Setup Guide
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 8: Appendix - Microsoft Azure AD Setup

IdP Metadata

=n

Mo IdP Metadata
Add one or more |dPs" metadata

The Add IdP Metadata window appears.

Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out

Upload your IdP's metatada

Upload XML File

[ Hide this SSO option from users signing in to Goncur on web or mobile

Cancel Add Metadata

3. Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.

NOTE: If you decide to use the SP-initiated flow (through SAP Concur’s public
site: https://www.concursolutions.com/nui/signin), the Custom IdP
Name will display on the Sign In page right after you provide the
Username and click Next. For example, if your Custom IdP Name is
"Azure", then you will see the Sign in with Azure option.
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p < Signin
l;‘ ?j JES———
=5

Sion it custom 9

4. Provide a Logout URL (optional) for users to get redirected to a different
place when they log out. By default, if no URL is entered, users will be
redirected to where they started the authentication process.

5. In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP which was previously saved locally.

Add IdP Metadata

Custom IdP Name *

The IdP Name you enter here is what users will see.
Logout URL
Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

(0 Hide this SSO option from users signing in ta Cancur en web or mobile

Cancel Add Metadata

6. To hide the sign-in option from users on mobile and signing in
through concursolutions.com, select the checkbox Hide this SSO option
from users signing in to Concur on web or mobile.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.
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Add IdP Metadata

Custom |dP Name *

The IdP Name you enter here is what users will sea.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[ (] Hide this SSO option from users signing in to Concur on web or mabile ]

7. Click Add Metadata.

Add IdP Metadata

Custom |dP Name *

The IdP Name you enter here is what users will see.

Logout URL

Users will be redirected to the Logout URL when they Sign Out.

Upload your IdP's metatada

Upload XML File

[ Hide this SSO option from users signing in to Concur on web or mobile

Gancel Add Metadata I

8. A successfully added confirmation or a something went wrong message
displays. For the latter, please contact SAP Concur support and provide the
Correlation ID.
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Metadata Added X

° Your IdP's Metadata has been successfully added and saved

You may now test the new SSO connection

Error

o Sorry, we were unable to save your |[dP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id for

additional help

Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous steps. In this section, you can test the IdP-Initiated
(initiated on the identity provider side) and SP-Initiated (initiated on the service
provider side) flows.

Test IdP-initiated SSO
(Option 1) To test IdP-initiated SSO with Test button:

1. If the same account with the same email address at Azure AD exists in SAP
Concur, you can click Test in Azure to do a test login for the IDP-initiated
flow. You will still need to test the SP-Initiated flow, as it will be important for
Mobile SSO tests.

o Test single sign-on with concurtest

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

Before you test SSO, add additional users from Azure AD to this test
application you just configured. To do so, click Users and groups and + Add
user.
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T

o pon
) 3 SAP Concur Travel and Expense | Users and groups

(Option 2) To test IdP-initiated SSO with User Access URL:

1. Go to Manage > Properties and then copy the User access URL. Give this
URL to your test users and ask them to copy paste this URL in the browser.
They will see a Microsoft login page first. After that, they will be authenticated
to SAP Concur directly without any other action.

Home > Enterprise applications - All applications > concurtest - Properties

concurtest - Properties

Enterprise Application

« @ Delete
% Overview
ign-in7. @
' Getting started Enabled for users to sign-in?. @ Yes No
Deployment Plan
Name @ concurtest
Manage
"7 Properties Homepage URL @
4 Owners
iy, -
£ Users and groups S
D singles Y]
ingle sign-on qp
Logo @ \"“f"
2 Provisioning
Select a file E
" Application proxy
C  Self-service
User access URL @ https://myapps.microsoft.com/signin/concurt... E
Security
Conditional Access Application ID @ 72368e7f-8afb-4881-9c74-ddfc3e52e73e E
%, Permissions
j 5598-d016-495a-9cc7- 7634
Token encryption (Preview) Object ID @ 23ef5598-d016-495a-9cc7-ae95ec76c34b Eﬂ
Activity . " N N P 3
Terms of Service Url @ Publisher did not provide this information E
D Sign-ins

(Option 3) To test IdP-initiated SSO with Microsoft 365:

1. After you assign the application to a few test users, they will see a new
application appear on their Microsoft 365 portal. The user can click on the
new application and then they should be authenticated directly to SAP
Concur. The URL behind the SAP Concur application icon is the same as User
access URL from the first test option.

Test SP-initiated SSO

To test the SP-initiated SSO:
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1.

Open the SAP Concur login page according to the environment you want to
test.

¢ US DC Prod: https://www.concursolutions.com/

¢ US DC Test: https://implementation.concursolutions.com/

+ EMEA DC Prod: https://eul.concursolutions.com/

¢ EMEA DC Test: https://eulimp.concursolutions.com/

¢ CN DC Prod: https://www.concurcdc.cn/

On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration. Click to proceed with authenticating your
identity provider account which should redirect you to SAP Concur.

Sign In

| testaccount@test.com |

' Username, email address, or S50 code
[}
E
K

[C] Remember me

Forgot usermame?

Not a Concur user yet? Try Test Drive

< Sign In

' testaccount@test.com

‘ Sign in with MyCompany $50

Sign in with your password

Not a Concur user yet? Try Test Drive
| RS (el CEaw e sl
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Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be

enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the

previous Test SSO login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86
or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically. In that case, to guarantee that users are also able to log
in with SSO on their mobile devices, please open a ticket with the SAP Concur
support team providing the User Access URL from the application built on the
Azure side so they can enable Mobile SSO for the legacy app versions. You
can obtain this URL via Manage > Properties on your Azure admin account

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket with the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

Rollout

After testing your new SSO configuration, you can then plan your rollout by
assigning your new Azure AD application to all your users and groups who'll need
this access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their username via the
SP-initiated flow.

If you need to enforce Mobile SSO only, please contact SAP Concur support.
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Manage Single Sign-On

Enable SSO

SSO Setting: 330 Opt\onalﬁv

Get SAP Users may sign in with a password or with SSO.

Copy or dowl SSO Required ty Provider (IdP)

Copy SAP Clreer oo

S50 Optional

Users must sign in using SSO.

Section 9: Appendix - Google Workspace Setup

Overview

Before you start the configuration process, make sure that:

You have admin access to the identity provider (Google Workspace). This will
be needed so you can complete the application configuration on the Google
Workspace side.

Your users exist in both Google Workspace and SAP Concur. Auto user
provisioning is not currently supported by Concur, so you need to add users
separately in there.

The attribute you are sending from Google Workspace matches the Login ID
(Username / CTE Login Name) field for each employee in SAP Concur.

You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by following one of the below paths, depending on your
SAP Concur edition.

SAP Concur Professional edition:

3. Go to Administration > Company > Authentication Admin.

Authentication Admin®

Administration ~

|

Company Admin Company >
Request > |

Tools
Web Services Travel Admin "|
Report Admin Expense >

b)

Invoice

4. Hit Manage Single Sign-On to access the Manage SSO page.
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Company Admin > Authentication Admin

Authentication Administration

Manageﬁfingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:
¢+ US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

¢+ US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

+ EMEA DC Prod:
https://eul.concursolutions.com/nui/authadmin/ssoadmin

+ EMEA DC Test:
https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

¢+ CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE: If you don't have that permission and cannot have this assigned to
your profile, please ask an Authorized Support Contact at your
company to open a case with SAP Concur Support.

SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration ~

Expense Settings @
Company >

Expense User Experience Settings

2. Under Access to Concur click Show 1 Advanced Setting.

g Access To Concur
T

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Advapced Setting
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3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
1

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manageingle Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

Configure Your Google Workspace (IDP) APP

Step 1: Get the SAP Concur metadata

Download and open the downloaded file.

Manage Single Sign-On for

Enable SSO

SSO Setting:  SSO Optional

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (IdP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc  Copy URL

OR

Download SAP Concur metadata

Download

e

1. Sign into your Google Admin console.

To complete this you will need to follow the instructions on the Preparation section
earlier in this guide login to your SAP Concur account and access the Manage SSO
section. To obtain the SAP Concur Metadata on the Manage SSO page, you can
either click on "Copy URL" and then paste the URL in a new browser tab or click

Step 2: Set up your own custom SAP Concur SAML app
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NOTE: (Sign in using an account with super administrator privileges (does not
end in @gmail.com or similar)).

2. From the Admin console Home page, go to Apps Web and mobile apps.
3. Click Add App to add custom SAML app.

4. On the App Details page:

¢+ Custom app name
Enter the name of the custom app, for example, 'SAP Concur'

+ (Optional) Upload an app icon
The app icon appears on the Web and mobile apps list, on the app settings
page, and in the app launcher. If you don't upload an icon, an icon is
created using the first two letters of the app name

5. Click Continue.

6. On the Google Identity Provider details page, get the setup information
needed by the service provider using the Download the IDP metadata
option.

7. (Optional) In a separate browser tab or window, sign into your service
provider and copy the information you entered in Step 4 into the appropriate
SSO configuration page, then return to the Admin console.

8. Click Continue.

9. In the Service Provider Details window, enter the following ACS URL and
Entity ID for your app.
ACS URL

e US (North America): https://www-
us.api.concursolutions.com/sso/saml2/V1/ acs/

e EMEA: https://www-emea.api.concursolutions.com/sso/saml2/
V1/acs/

e China: https://www-cn.api.concurcdc.cn/ sso/saml2/V1/acs/

Entity ID
e US (North America): https://us.api.concursolutions.com/sami2
e EMEA: https://emea.api.concursolutions.com/saml2
e China: https://cn.api.concurcdc.cn/saml2

10. The default Name ID is the primary email - multi-value input is not
supported.

11. Click Finish.
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Step 3: Turn on your SAML app

1.

Sign into your Google Admin console.

NOTE: (Sign in using an account with super administrator privileges (does not
end in @gmail.com or similar)).

From the Admin console Home page, go to AppsWeb and mobile apps. +.
Select your SAML app.
Click User access.

To toggle availability of a service for your organization, click On for everyone
or Off for everyone, and then click Save.

(Optional) To turn a service on or off for an organizational unit:

¢ At the left, select the organizational unit.

¢+ To change the Service status, select On or Off.

¢+ Choose one:

e If the Service status is set to Inherited and you want to keep the
updated setting, even if the parent setting changes click Override.

e If the Service status is set to Overridden, either click Inherit to
revert to the same setting as its parent, or click Save to keep the
new setting, even if the parent setting changes.

To turn on a service for a set of users across or within organizational units,
select an access group. For details, go to Provide access to user groups in
this document.

Ensure that the email addresses your users use to sign in to the SAML app
match the email addresses they use to sign into your Google domain.
Changes typically take effect in minutes but can take up to 24 hours.

NOTE: Google Workspace doesn't support encryption of assertion currently.
Please reach out to the IDP support if you need more information
around this.

Step 4: Configure Your SAP Concur Site

1.

Go to the Manage SSO page again by following the steps provided on the
Preparation section.

Click on Add under IdP Metadata section. The Add IdP Metadata window
appears.

Give your IdP connection a friendly name and enter it in the Custom IdP
Name field.
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4. Provide a Logout URL (optional), so the users get redirected to a different
place when signing out.

By default, if no URL is entered, users will be redirected to where they started
the authentication process. The logout endpoint for Google Workspace can be
found on Applications & Resources > Tenant Settings > Identity
Provider Settings > Single Logout Endpoint.

NOTE: Single Logout (SLO) is not officially supported by SAP Concur, so the
logout process with the SLO endpoint may not work as expected
regarding disconnecting the user from the IDP in addition to Concur. In
that case, the user may be logged out from SAP Concur but not from
Google Workspace entirely.

5. In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP, which was previously saved locally.

6. To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the Hide this SSO option from users signing
in to Concur on web or mobile checkbox.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow

Add IdP Metadata %

Custom IdP Name*

SAP IAS
The IIP Name you enter here is what users will see.
Logout URL

https://help.sap.com

Users wil be redirected to the Logout URL when they Sign Out

IdP Metadata®

Provide link to your IdP’s metadata

OR

Upload your IdP's metatada

Upload XML File | SAP IAS Metadata xml X

Cancel Add Metadata

7. Click Add Metadata.

8. A successfully added or something went wrong message displays.
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Metadata Added

° Your IdP’s Metadata has been successfully added and saved

You may now test the new SSO connection

Error

0 Sorry, we were unable to save your IdP metadata. Please try
again. If the issue persists, please contact Concur Support with

correlation_id for

additional help

For help with the second one (above) please reach out to SAP Concur Support
and provide the correlation id.

For step 3 above, if you decide to use the SP-initiated flow (through SAP
Concur’s public site: https://www.concursolutions.com/nui/signin), the
Custom IdP Name will be displayed on the Sign In page right after a user
provides their Username and hits Next (see below image). For example, if
your "Custom IdP Name" is "google SSQ", then all users will see the option
"Sign in with google SSO " as shown in the following:

I TH I | I B [ )

Sign In

< Sign In

a ssoadmin@t00653928tex.com
A\

Username, verified email address, or SSO code

i ssoadmin@t00653928tex.com
Y T

-, Remember me

&

I Sign in with google S5O ]

Forgot usemame?

Sign in with your password ‘n\ \

" | I SUpp: taC 2
Need support or not yet a Concur customer? ) Need support or not yet a Concur customer

Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous step. We'll test the IdP-Initiated (initiated on the
identity provider side) and SP-Initiated (initiated on the service provider side)
flows.
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1. TESTING IDP-INITIATED SSO

In the IdP-Initiated flow we start the login process on the identity provider. To test it,
we can append parameters from the application we built to the SSO endpoint from
Google Workspace.

An example of IdP-Initiated URL is:
Format: https://accounts.google.com/o/sami2/
initsso?idpid=CLIENT_IDP_ID&spid=SERVICE_PROVIDER_ID&forceauthn=fals

e

Example: https://accounts.google.com/o/sami2/
initsso?idpid=C03fj4v82&spid=71098277454 7&forceauthn=false

NOTE: You must fill CLIENT_IDP_ID and SERVICE_PROVIDER_ID with values from
Google Workspace and it's something you can get by copying the URL from
the Test SAML login button on the application

2. TESTING SP-INITIATED SSO

In order to test the SP-initiated flow, you will need to open the SAP Concur login
page.

e US DC Prod: https://www.concursolutions.com/

e US DC Test: https://implementation.concursolutions.com/

e EMEA DC Prod: https://eul.concursolutions.com/

e EMEA DC Test: https://eulimp.concursolutions.com/

e CN DC Prod: https://www.concurcdc.cn/
On the login page, you can add your username, verified e-mail address or SSO code
to proceed. Once you click on Next, you should see an option for your recently

created SSO configuration. You can click on that and proceed with authenticating to
your Google account which should redirect you back to SAP Concur after that.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be
enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated on the
‘Test SSO login’ section on this guide.

If you have issues to authenticate with SSO on the mobile app, please open a ticket
to the SAP Concur support team providing any error IDs and/or messages received.

It's important to note that if you were using another IdP and you were already using
Mobile SSO, you'll probably see 2 options when trying to sign-in as follows:
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Done @ ntation.concursolutions.com A ()
SAP Concur
<
Username, verified email address, or S50 code
ssoadmin@t00653928tex.com
Remember me
Forgot username?
Done
9 Passwords
giwjlejrjtjyjujijolp
alsidliflaglhlilk]!
B z | xlc|v]ib|n|m}Es
123 @ espago @ retarno

Done @ ntation.concursolutions.com A ()

ssoadmin@t00653928tex.com

SAP Concur

Sign in with Mobile SS0
Sign in with SAP IAS

Sign in with your password

The Sign in with Mobile SSO option will have your old IdP link embedded, so it will
redirect users to your old SSO connection.

For both cases, please open a ticket to the SAP Concur support team providing them

the following information.

o If the users plan to use an older (legacy) version, provide the IdP-Initiated
URL from the application built on the Google Workspace side so Support can
enable Mobile SSO for the legacy app versions. More information about how
to get the URL can be found on the ‘Test SSO login > Testing IdP-Initiated

SSO’ section on this guide.

e If you want to remove the 'Sign in with Mobile SSO’ option so it doesn't
confuse your users, please inform that to the support team.

If you have any issues to authenticate with SSO on the mobile app, please open a
ticket to the SAP Concur Support team providing any error IDs and/or messages

received with screenshots.

E-Mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket to the SAP
Concur support team providing the IDP URL from the application built on the IDP side
so they can adjust the redirect URL for E-Mail reminders. More information about
how to get the URL can be found on the Test SSO login > Testing IdP-Initiated SSO

section on this guide.

e The URL will appear embedded on the View Report button
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e This change will only be reflected in emails generated after the change - all
emails prior to that will keep using the previous URL.

e This change will take effect up to 4 hours after the update.

Expense Report Pending Your Approval
A AutoNotification@concursolutions.com

OO %

B o there are probiess with how this message is displayed, cick here to view it in 3 web Drowser

SAP

You have a report pending your approval.

Report From SSO Admin
Report Name SSO TEST
Report Purpose

Requesied Amount 2,000.00 USD

If you hover the cursor over the View Report button you will see what’s the URL
currently embedded. The URL should appear between “ctedeepur/="and "&hpo="
terms.

Rollout

After testing your new SSO configuration, you can then plan your rollout by assigning
your Google Workspace application to all your users and groups who'll need this
access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to Concur by just providing their Username via SP-
initiated flow.
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Manage Single Sign-On

Enable SSO

SS0 Setting: S50 Opi‘ma\gv

SS0O Optional

Get SAP Users may sign in with a password or with SSO

Copy or dowl  SSO Required
Users must sign in using SSO

Copy SAP Clrrmmr s

\ty Provider (IdP)

View Previous Changes

This featured was developed to help admins to keep track of all changes completed
under the Manage SSO page. To view changes to the SSO configuration that have
been made over time, click on the View Previous Changes button.

IdP Metadata

Entity ID

View Previous Changes

Name

Google Workspace

Active From

0172712020

01/25/2025

Expiration Date

Logout URL

https://concursolutions.com

A table listing previous changes appears and is sorted in descending order by date
and time.

View Previous Changes

Date Change
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Edit
06/08/2022 Add
06/07/2022 Delete
06/07/2022 Edit
06/07/2022 Add
06/07/2022 Delete
06/07/2022 Edit
06/07/2022 Edit

Entity ID

MName

Concur Okta

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

ray test 2

Logout URL Hidden Details
v View
S View
View
v | View
View
v View
View
View
v View
v View
v 7 View
View
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The table can display the last 100 changes. Changes that are listed in the table
include:

e Add a configuration
e Delete a configuration
e Edit Custom IdP Name, Logout URL, or Hidden fields

To view more detailed information about a specific change listed in the table, click
the View link for the desired list item.

View Previous Changes

Date Change Entity ID Name Logout URL Hidden Details

06/08/2022 Edit P .okta. jsi ‘Concur Okta L View

06/08/2022 Edit http:/Awww.okta i ray test 2 8 View

08/08/2022 Edit P .okta. v jsid 1St ray test 2 View

Inside each log, you'll see the field Company and Change by in the format [first
name last name] [(UUID code)], which will mean who has performed such action.
In case you don't recognize that user, you can always reach out to support requesting
further details about it.

For deleted configurations, View Previous Changes includes a Revert button so you
can reinstate the deleted configuration. After the configuration is reinstated, it will be
available to users during the sign-in process.
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View Previous Changes

Date Changed 05/24/2022
Change Delete
Company

Change By

Entity ID

Name

Logout URL https://logout.com
Hidden

Metadata

[N For more info, please refer to the following documentation resources:
¢ SAP Concur - SSO Overview Guide
¢+ SAP Help Portal - SAP Single Sign-On
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NOTE: Per the appendix instructions in this section, as content is sourced from the
third-party provider, SAP Concur cannot guarantee its accuracy. If you
encounter issues, it is recommended that you contact the third-party
provider’s support resources.

Getting Started

Before you start the configuration process, ensure that:
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e Your users exist in both Idaptive and SAP Concur. Auto user provisioning is
not currently supported by SAP Concur, so you need to add users separately
in there.

e The attribute you are sending from Idaptive matches the Login ID
(Username / CTE Login Name) field for each employee in SAP Concur.

e You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by using one of the following paths, depending on your
SAP Concur edition.

For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration ~

Expense Settings @

Company > |

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Adva@:_c_d_smtmg

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

ManageSingle Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:
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1. Go to Administration > Company > Authentication Admin.
Administration v

Company Admin Company =
Tools Request »
Web Services Travel Admin l'
Report Admin Expense >

b

Authentication ,*!"\dmin{U Invoice

2. Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

Manageﬁfingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:
e US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

e US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

e CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your Idaptive Application

Step 1: Create the Idaptive app
1. From the Idaptive Admin Home page, click Web Apps.

2. Click Add Web Apps.
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idaptiv

Web Apps

l Search All Web Applications

Q Add Web Apps 2

Name ¢

User Portal

Apps

Web Apps

Type

Web - Portal

Description

The User Portal is your interface to the Idaptive Identity ..

3. Search for Concur.

4. By the SAML + Provisioning option, click Add. Close the popup when it

appears.

mm Add Web Apps

| Add web applications to enable single-sign on

Search Custom

Search catalog by app name
| Coneur 3 Q I

Concur
User Password

Categories

All Apps
Featured

Analytics
Collaboration

Communication
CRM

Customer Service
DevOps
Education

ERP

Finance
Government

Uaalth Fara

Concur
SAML + Provisioning 4

5. In the Concur app configuration, click Trust.

6. Select the Metadata option.

7. Click Download Metadata File (for later use when uploading your metadata

to SAP Concur).
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(C- R
gh - LLUL = Provnaneg Eaady 13 Doy

Trust
I &

Identity Prowkder Confaguiation

Saervice Provider Canfiguntion

8. Scroll down to the Service Provider Configuration section.

9. Open the SAP Concur metadata, copy the Entity ID value and paste it to the
SP Entity ID / SP Issuer / Audience field.

10. Copy the Location value from the metadata and paste it to the Assertion
Consumer Service (ACS) URL.

11. Ensure that the Same as ACS URL option is selected for the Recipient.

12. For the NamelID Format field, this must match your SAP Concur Login IDs.
Select emailAddress if your SAP Concur login IDs are in the same format as
your email addresses or choose a different option according to the format of
your SAP Concur login IDs (e.g., employeeid@companydomain.com). Even
though the format of your login IDs may be different than email address, the
Name ID format on the SAML Response must be in an email address format.
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Trust

Loam mshe

Service Provider Configuration I 9

Sefect the contigueaton maeshod spedliod by Servicd Proviced ond then foBow thi indtrections

Metadata Manual Configuration
# Mlanuasl Configuration

SP Entiry BD /' SP lgguer [ Asdience (i)

hittps.emea. a0l CONCUr SIUONS Com' samid

Asgortion Consumer Service (ACS)URL (i)

hitps. femea. apl concur solulons comyd'sso/samiV 1 facss

« Same as ACS URL

Sign Responss of Assertion?
&) Reaponss ASREFToN

camat i)
emailAddress

Singlo Logout VAL (E)

Enter URL heve

-
L

Encrypt SAML Response Assortion

14 Relay Staie (1)

@ ek

Fill ot thie: fosrm besdow waths informattion given by your Senvice Prosader, B sure to sane your work when done

10
11

13

13. Click Save.

14. Click Permissions.

15. Add the groups/users that need to access the SAP Concur app and click Save.

C Cancur
M T Wek o BAML = Provisoning eyt Dophey

ey w

Permissions

I._I.“.':"...T_J 15 ke 16

Shared: Single Sign-On Setup Guide
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.

77



Section 10: Appendix - Idaptive Setup

Configure Your SAP Concur Site

1.

Go to the Manage SSO page by following the steps provided in the Overview
section.

Click Add from the IdP Metadata section. The Add IdP Metadata window
appears.

Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.

NOTE: If you decide to use the SP-initiated flow (through SAP Concur’s public
site: https://www.concursolutions.com/nui/signin), the Custom IdP
Name will display on the Sign In page right after a user provides
their Username and clicks Next.

In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP.

To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the checkbox Hide this SSO option from users
signing in to Concur on web or mobile.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

Click Add Metadata.
You should see either a successfully added confirmation or a something went

wrong message. For the latter, please contact SAP Concur support and
provide the Correlation ID.

Metadata Added X

° Your IdP’'s Metadata has been successfully added and saved

You may now test the new SSO connection
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Error X

0 Sorry, we were unable to save your |dP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id for

additional help

Test SSO Login

Test IdP-initiated SSO

To test your SSO login from Idaptive, you'll need to make sure you’ve assigned the
new application configured in Idaptive to the users and groups who will test this.

Once this is completed, you can login to your account in Idaptive and look for the

SAP Concur application. This application should redirect you to your account on SAP
Concur, already logged in.

Test SP-initiated SSO
To test the SP-initiated SSO:

1. Open the SAP Concur login page according to the environment you want to
test.

¢ US DC Prod: https://www.concursolutions.com/

¢ US DC Test: https://implementation.concursolutions.com/

¢+ EMEA DC Prod: https://eul.concursolutions.com/

¢ EMEA DC Test: https://eulimp.concursolutions.com/

¢ CN DC Prod: https://www.concurcdc.cn/

2. On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration according to the note in Configure Your
SAP Concur Site. Click to proceed with authenticating your identity provider
account which should redirect you to SAP Concur.
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Sign In

Usemame, emall address, or S50 code

testaccount@test com

! “
] Remember me

| Forgol usemama?

Mot a Concur user yet? Try Test Drive

b»_u‘-’ '

< Sign In

testaccount@test.com

Sign in with MyCompany 550

Sign in with your password

Mot a Concur user yat? Try Test Drive

-
- R ¢ e WEas e W
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If after adding your SSO credentials you receive an error message, this is a
sign that your configuration is possibly not completed. If the error message is
on the SAP Concur side. It may be an issue of unmatching credentials, an
invalid certificate, or a missing setting. If the IdP-Initiated login is working but
the SP-Initiated is not, this could be sure to the Name ID on the Idaptive side
not sent with the correct format (email address).

If you're still having issues, please contact SAP Concur Support for assistance
providing any error IDs you receive.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be

enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the

previous Test SSO login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86
or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically.

The Sign in with Mobile SSO option will have your earlier IdP link embedded, so it
will redirect users to your old SSO connection.

For both cases, please open a ticket with the SAP Concur support team, providing
them the following information.

e If the users plan to use an older version, please provide SAP Concur support
with the IdP-Initiated URL from the application created on the Idaptive side so
they can enable Mobile SSO for the legacy app versions. For more information
on how to obtain the URL see Test SSO login > Testing IdP-Initiated SSO
section on this guide.

o If you want to remove the Sign in with Mobile SSO option to eliminate
potential confusion, please inform the support team.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket with the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.
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Rollout

After testing your new SSO configuration, you can then plan your rollout by

assigning your new Idaptive application to all your users and groups who’ll need this
access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

Manage Single Sign-On

Enable SSO

SS0 Setting

) [ W SSW with SS
Get SAP Users may sign in with a password or with SSO

Copy or dowl SSO Required ty Provider (IdP)

Copy SAP Clreer oo

SS0 Opt\onalpv

S50 Optional

Users must sign in using SSO.

If you need to enforce Mobile SSO only, please contact SAP Concur support.

Section 11: Appendix - Okta Setup

NOTE: Per the appendix instructions in this section, as content is sourced from the

third-party provider, SAP Concur cannot guarantee its accuracy. If you
encounter issues, it is recommended that you contact the third-party
provider’s support resources.

Getting Started

Before you start the configuration process, ensure that:

You have admin access to the identity provider (Okta). This will be needed so
you can complete the application configuration on the Okta side.

Your users exist in both Okta and SAP Concur. Auto user provisioning is not

currently supported by SAP Concur, so you need to add users separately in
there.

The attribute you are sending from Okta matches the Login ID (Username /
CTE Login Name) field for each employee in SAP Concur.

You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the

Manage SSO page by using one of the following paths, depending on your
SAP Concur edition.
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For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration

Expense Settings @
Company >

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Ad_\f_a%:_e_o‘_s_eltmg

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manage(Single Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:

1. Go to Administration > Company > Authentication Admin.
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2.

Administration v

Company Admin Company >
Tools Request >
Web Services Travel Admin l'
| Report Admin Expense >
, Authentication ,*’-\dmin{U |nv0|ice :

Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

ManageSingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:

US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE:

If you don’t have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your Okta Application

Step 1: Get the SAP Concur metadata

To configure:

1.

Get the SAP Concur metadata. To complete this, follow the instructions in the
Overview section to log in to your SAP Concur account and access the
Manage SSO section. To obtain the SAP Concur metadata on the Manage
SSO0 page, you can either click Copy URL and then paste it in a new browser
tab or click Download and open the downloaded file.
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Manage Single Sign-On for

Enable SSO

SSO Setting:  SSO Optional ¥

Get SAP Concur Metadata

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc = Copy URL ‘

OR

Download SAP Concur metadata

Copy or download SAP Concur metadata and add it to your Identity Provider (1dP).
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Step 2: Create an application on Okta
1. First, log in with an administrator account in Okta to complete the following.
2. Click Applications at the top to start creating your new application. Do not

use the default SAP Concur application in Okta, as the default SAP Concur
applications in the gallery may point you to the incorrect endpoint.

« Back to Applications

#; Add Application

CATEGORIES
Al Integrations 7130 Search.
Analytics and Automation 638 .

All Integrations
Collaboration Software 929

Seeall
Developer Tools and Productivity 629 Featured Integrations e

Directories and HR Systems 378

Data Privacy and Consent 5
Management

ldentity Proofing 5
Identity Governance and 1

Administration

Marketing and Operations 725
Security T3
Social Login 5
Zero Trust Ecosystem 53
FILTERS

Access

3. Select SAML 2.0.

4. Enter a name for the configuration and then click Create.

Create a New Application Integration

Platform Web .
Sign on method Secure Web Authentication (SWA)
Uses credentials to sign in. This integration works with
most apps.
0O SAMLZ2.0

Uses the SAML protocol to log users into the app. This

is a better option than SWA, if the app supports it.

OpenlD Connect
Uses the OpenlD Cennect protocol to log users into an

app you've built.

Cance‘
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5. Enter an App Name, select a logo (optional), and then click Next.

#iCreate SAML Integration

o General Settings

1 General Settings

App name I [Encryption] Concur - SSO Support Tes{ I

©

App logo (optional) @

Upload Logo

Requirements
¢ Must be PNG, JPG or GIF
¢ Lessthan1MB

For Best Results, use a PNG image with

Minimum 420px by 120px to prevent upscaling

Landscape orientation

* Transparent background

App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

Gangel w

6. Open the SAP Concur metadata, scroll down and locate Location=. Copy the

URL value and paste it into the Single sign on URL field in the Okta
application.

Location="https://us.api.concursolutions.com/sso/saml2/V1/acs :I" />

o SAML Settings

GENERAL

Single sign on URL https://us.api.concursolutions.com/sso/saml2/V1/acs/
|2| Use this for Recipient URL and Destination URL

D Allow this app to request other SSO URLs

7. Return to SAP Concur metadata and, at the top, locate entityID=. Copy the

URL and paste it into the Audience URI (SP Entity ID) field on your Okta
application.
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entityID="https://us.api.concursclutions .comI >
mmeration="urn:casis:names:tc:SAML:2.0:protocol">

[+«/] Use this for Recipient URL and Destination URL

[ ] Allow this app to request other SSO URLs

Audience URI (SP Entity ID) https://us.api.concursolutions.com

Default RelayState

Step 3: Name ID configuration

During the application configuration, you will need to configure the Name ID. The
Name ID must match the Login ID (CTE Login Name) registered for your
employees in SAP Concur. We strongly recommend you set the Name ID format to
EmailAddress.

Name ID format @ EmailAddress .

o Unspecified
Application username @
EmailAddress

Update application username on x509SubjectName

Persistent

Transient jow Advanced Settings

This is required by SAP Concur for the SP-Initiated logins, starting from
concursolutions.com or from the mobile app.

In some cases, the available Application username may not match the usernames in
SAP Concur. If this is the case, you can run employee imports in SAP Concur to
make sure they match the attribute you send. Alternatively, you can reach out to
product support for Okta for further help with Name ID configurations.
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Name ID format @ EmailAddress

Application username @ Okta username

o Okta username
Update application username on

Okta username prefix
Email

Email prefix

Custom

Attribute Statements (optional)
(MNone)

Name MName format Value

jow Advanced Settings

LEARN MORE

If you want to encrypt your SAML assertion, please follow Step 4 instructions. If this

is not needed, please proceed to Step 5.

Step 4: (Optional) Encrypting the application

1. Return to SAP Concur metadata, scroll down and locate the tag
use="Encryption”. Copy the X509 certificate and paste it into a text file

(e.g., Notepad), between two BEGIN/END CERTIFICATE rows as shown here:

—<md:KeyDescriptor use="encryption">
—<ds:KeyInfo>
—=ds:X509Data>
—ds:X509Certificate>

</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
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File Edit Format View Help
----- BEGIN CERTIFICATE-----

2. Save this file in .crt format.

SAP Concur
Encryption.crt

3. In the Okta application, click the hyperlink Show Advanced Settings.
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#:Create SAML Integration

o Configure SAML

A SAML Settings
What does this form do?

General This form generates the XML needed

for the app's SAML request.

Single sign on URL @ https://www-us.api.concursolutions.com/ssofsami2/Vi/a

Where do | find the info this form

Use this for Recipient URL and Destination URL needs?

Allow this app to request other S50 URLs The app you're trying to integrate with

should have its own documentation on
Audience URI (SP Entity ID) @ https://us.api.concursolutions.com/sam|2 using SAML. You'll need to find that
doc, and it should outline what
Default RelayState @ information you need to specify in this
form.
If no value is set, a blank RelayState is sent
Okta Certificate

Name ID format @ EmailAddress v Import the Okta certificate to your

Identity Provider if required.

Application username @ Okta username - I * Download Okta Certificate

Update application username on Create and update -

| Show Advanced Settings |

4. Change the Assertion Encryption to Encrypted and browse to the
encryption certificate file you saved.
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Response @

Assertion Signature @

Signature Algorithm @

Digest Algorithm @

Hide Advanced Settings

Assertion Encryption @

Encryption Algorithm @

Key Transport Algorithm @

Signed v
Signed v
RSA-SHA256 v
SHA256 v
Encrypted v
AES256-CBC v
RSA-OAEP v

Encryption Certificate @

Browse file

Enable Single Logout @

Assertion Inline Hook

Authentication context class @

Honor Force Authentication @

SAML Issuer 1D @

Allow application to initiate Single Logout

MNone (disabled) v

PasswordProtectedTransport  ~

http:/fwww.ckta.com/${org.externalKey}

5. Once this file has been uploaded, you will see the following information under

Encryption Certificate:

Encryption Certificate @

o SAP Concur Encryption.crt X

Uploaded by on Wed May 12
19:46:04 UTC 2021

CN=core-saml-prod.concur.com,OU=Core
Services,0=SAP
Conur,L=Bellevue,ST=Washington,C=US

Valid from 2020-04-23T22:04:21.000Z to 2025-
04-22T722:04:21.000Z

Certificate expires in 1441 days
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Step 5: Finish the Configuration

1. In the Help Okta Support feedback section, choose I'm an Okta customer

adding an internal app.

2. Scroll to the bottom and click Finish.

#Create SAML Integration

3  Help Okta Support understand how you configured this application

Are you a customer or partnar? I © I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with
Okta

n The optienal questions below assist Okta Support in understanding your app integration.

Apptype @ This is an internal app that we have created |

Previous

o Feedback

Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we

appreciate it.

Step 6: Download the Metadata File

To finish the configuration on the SAP Concur side, upload the metadata file

extracted from your application in Okta.

1. On the Sign On settings page, click the Identity Provider metadata close to

View Setup Instructions.
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[Encryption] Concur - SSO Support Test

SAP Concur o )
‘ Active v ‘ - ‘ View Logs Monitor Imports
General Sign On Mobile Import Assignments
About
Settings Edit

SAML 2.0 streamlines the end user
experience by not requiring the user to
) know their credentials. Users cannot
Sign on methods

edit their credentials when SAML 2.0 is

. . . . configured for this application.
The sign-on method determines how a user signs into and manages their credentials for an - o
L . . . o d o Additienal configuration in the 3rd
application. Some sign-on methods require additional configuration in the 3™ party application.
party application may be required to

Application username is determined by the user profile mapping. Configure profile mapping complete the integration with Okta.

Application Username

SAML2.0
Choose a format to use as the default
username value when assigning the
Default Relay State application to users.
If you select None you will be prompted
to enter the username manually when
Encryption Certificate SAP Concur Encryption.crt (CN=core-saml-pred.concur.cor assigning an application with password

or profile push provisioning features.

SAML 2.0 is not configured until you complete the setup instructions.

| View Setup Instructions

| dentity Provider "r‘etada‘.a's available if this application supports dynamic configuration.

If your browser does not download the metadata xml automatically, please
right click the tab with the metadata and save it as .xml.

e

Okta

Metadata.xml

Configure Your SAP Concur Site

Go to the Manage SSO page by following the steps provided in the Overview
section.

Click Add from the IdP Metadata section.

Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.

94

Shared: Single Sign-On Setup Guide
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.




Section 11: Appendix - Okta Setup

NOTE: If you decide to use the SP-initiated flow (through SAP Concur’s public
site: https://www.concursolutions.com/nui/signin), the Custom IdP
Name will display on the Sign In page right after a user provides
their Username and clicks Next. For example, if your Custom IdP
Name is " Okta SSO [Encrypted]"”, then all users will see the option
"Sign in with Okta SSO [Encrypted]".

Sign In

Username, verified email address, or S50 code

paul.anderson@p0073567hg3z.com

"] Remember me

v 0 RY

Forgot usemame?

Need support or not yet a Concur customer?
Fay

R | ST

l < Sign In F

l paul.anderson@p0073567hg3z.com

| Sign in with Okta SSO [Encrypted]

Sign in with your password

Need support or not yet a Concur customer?
o - < o . “"'l

4. Provide a Logout URL (optional) for users to get redirected to a different place
when they log out. By default, if no URL is entered, users will be redirected to
where they started the authentication process. The logout endpoint for Okta
can be found on Local Provider > Identity Provider Settings > Single
Log-Out Service (SLO) > Endpoint URL.
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NOTE: Single Logout (SLO) is not officially supported by SAP Concur, so the
logout process with the SLO endpoint may not work as expected
regarding disconnecting the user from the IDP in addition to SAP
Concur. In that case, the user may be logged out from SAP Concur but
not from Okta entirely.

In the Upload your IdP's metadata section, click Upload XML File and upload
the metadata file from the IdP, which was previously saved locally.

To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the checkbox Hide this SSO option from users
signing in to Concur on web or mobile.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

Click Add Metadata.
You should see either a successfully added confirmation or a something went

wrong message. For the latter, please contact SAP Concur support and
provide the Correlation ID.

Metadata Added X

° Your IdP's Metadata has been successfully added and saved

You may now test the new SSO connection

Error

o Sorry, we were unable to save your |[dP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id for

additional help
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Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous steps. In this section, you can test the IdP-Initiated
(initiated on the identity provider side) and SP-Initiated (initiated on the service
provider side) flows.

Test IdP-initiated SSO

To test IdP-initiated SSO:

1.

In the IdP-Initiated flow, start the login process on the identity provider side.

To test it, log in to your Okta account, go to your applications and search for

the tile referencing the new SAP Concur app you just configured. Click the tile
and check whether you're redirected to your SAP Concur profile directly.

Work

SAP Concur

You can also go to the SSO tab on your application and test with the
Embedded URL field. It should look like this:

https://companydomain.okta.com/home/concur/xxXxXXXXKXX /KKK .

Test SP-initiated SSO

To test the SP-initiated SSO:

1. Open the SAP Concur login page according to the environment you want to
test.
¢+ US DC Prod: https://www.concursolutions.com/
¢ US DC Test: https://implementation.concursolutions.com/
¢+ EMEA DC Prod: https://eul.concursolutions.com/
¢ EMEA DC Test: https://eulimp.concursolutions.com/
¢ CN DC Prod: https://www.concurcdc.cn/

2. On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration according to the note in Configure Your
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SAP Concur Site. Click to proceed with authenticating your identity provider
account which should redirect you to SAP Concur.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be
enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the

previous Test SSO login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86
or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically. However, if you were using another IdP and already

using Mobile SSO, you ma

see two options when trying to sign-in as follows:

Done & concursolutions.com A &
i S e
SAP Concur
Sign Ir
Username, verified email address, or SSO code
paul.anderson@p0073567hg3z.com

Remember me

Forgot username?

Done

? Passwords

Done

@ concursolutions.com

SAP Concur

Sign Ir

3567hq3z.com

Sign in with Mobile SSO

AA

Sign in with Okta SSO [Encrypted]

Sign in with your password

¢

The Sign in with Mobile SSO option will have your earlier IdP link embedded, so it
will redirect users to your old SSO connection.

For both cases, please open a ticket with the SAP Concur support team, providing

them the following information.
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e If the users plan to use an older version, please provide SAP Concur support
with the IdP-Initiated URL from the application created on the Okta side so
they can enable Mobile SSO for the legacy app versions. For more information
on how to obtain the URL see Test SSO login > Testing IdP-Initiated SSO
section on this guide.

e If you want to remove the Sign in with Mobile SSO option to eliminate
potential confusion, please inform the support team.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket with the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

NOTE: The URL will appear embedded on the View Report button.

NOTE: This change will only be reflected in emails generated after the change. All
emails prior to that will keep using the previous URL.

NOTE: This change will take effect up to 4 hours after the update.

Expense Report Pending Your Approval

A AutoNotification@concursolutions.com
° To

1 If there are problems with how this message is displayed, click here to view it in a web browser,

SAP

Expense Report Pending Your Approval

You have a report pending your approval.

Report From S50 Admin
Report Name SSO TEST
Report Purpose

Requested Amount 2,000.00 USD
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If you hover the cursor over the View Report button, you will see the currently
embedded URL. The URL should appear between ctedeepurl= and &hpo= terms.

Expense Report Pending Your Approval

A AutoNotification@concursolutions.com
°® To

i If there are problems with how this message is displayed, click here to view it in a web browser.

SAP

Expense Report Pending Your Approval

You have a https://www.concursolutions.com/mobile/
concurmobileredirect.asp?
type=exp_rpt_appr8its=16209062854158token=cca%

ST LA (10 I 97 189d11129036376513ea543f1479c0a540cdffc2525
Gecfdd5cT70f668uctedeepurl= https://dewdfias136.wdf.

L ET) R sap.corp:50201/saml2/idp/sso?saml2sp=https://us.api.
concursolutions.com/

Report PurposeSSiE po=48icte= ugvikhkysbzixinpytofekut3yedceda
hvjkhnzq2eSndiioj7mfqvBtpfpnddy8481wmp3cdgmil

RSt Al kaBIqn»vg%253d°}62J53d3§253:Tg62593);oazmx4\2m %
Click or tap to follow link.

Rollout

After testing your new SSO configuration, you can then plan your rollout by

assigning your new Okta application to all your users and groups who’ll need this
access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

Manage Single Sign-On

Enable SSO

SS0 Setting

SS0 Opt\onalﬂv

$50 Optional
Get SAP Users may sign in with a password or with SSO.

Copy or dowl SSO Required ity Provider (IdP)
Users must sign in using SS0.

Copy SAP Cleer oo
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View Previous Changes

This featured was developed to help admins keep track of all changes completed
under the Manage SSO page.

To view changes to the SSO configuration that have been made over time, click
View Previous Changes.

IdP Metadata

Add

Entity ID Name Hidden Active From Expiration Date = Logout URL
https://us2.api.concursolutions.com/sami2 SAML Monitor 09/30/2016 09/30/2026
http://www.okta.com/exkbkvgvnzjismmfx2p7 muttals okta 02/27/2018 02/27/2028

http://www.okta.com/exk8bjsi41SiSaxXyM2p7 Concur Okta v 02/27/2018 02/27/2028

View Previous Changes

A table listing previous changes appears and it is sorted in descending order by date
and time.

The table can display the last 100 changes. Changes that are listed in the table
include:

e Add a configuration

e Delete a configuration

e Edit Custom IdP Name, Logout URL, or Hidden fields

To view more detailed information about a specific change listed in the table, click
the View link for the desired list item.

Inside each log, you'll see the Company and ChangeBy fields in the format
[first_name last_name] [(UUID code)]; this refers to the user who performed the
action. In case you don't recognize that user, you can contact support to request
further details about it.

Section 12: Appendix - PingOne Setup

NOTE: Per the appendix instructions in this section, as content is sourced from the
third-party provider, SAP Concur cannot guarantee its accuracy. If you
encounter issues, it is recommended that you contact the third-party
provider’s support resources.

Getting Started

This appendix shows how to create a new application in PingOne and then upload
this new configuration to your SAP Concur site on the new SAMLv2 platform.

Shared: Single Sign-On Setup Guide 101
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 12: Appendix - PingOne Setup

Before you start the configuration process, ensure that:
e Your users exist in both PingOne and SAP Concur.

e The attribute you are sending from PingOne matches the Login ID (CTE
Login Name) field for each employee in SAP Concur.

e You have the Company Administrator (companyadmin; a Travel permission)
assigned to your SAP Concur account. Once you have the permission, you can
access the Manage SSO page by using one of the following paths, depending
on your SAP Concur edition.

For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration

Expense Settings @

Company > |

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Adva@:_c_d_smtmg

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manage(Single Sign-On
Set up ard manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:
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1. Go to Administration > Company > Authentication Admin.
Administration v

Company Admin Company >
Tools Request »
Web Services Travel Admin l'
| Report Admin Expense >
, Authentication Admin @ |”V0Ii09 :

2. Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

Manageﬁfingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:
e US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

e US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

e EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

e CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin

NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your PingOne Application

Step 1: Create a non-gallery SAML application
To configure:
1. Log in to your PingOne admin account and go to the Applications tab.

2. Click Add Application > New SAML Application.
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PingOne’ DASHBOARD ~ APPLICATIONS USERS SETUP  ACCOUNT

My Applications Application Catalog PinglD SDK Applications OAuth Settings

My Applications
SAML

——

Applications you've added to your account are listed here. You can search by application name, description or entityld

- Active applications are enabled for single sign-on (S50)
- Details displays the application details

n Name Type Status Enabled

Appl

SAP Concur Test SAML Active Yes Remove ’

Search Application Catalog
New SAML Application

Request Ping Identity add a new application to the application catalog

Step 2: Application details

1. Fill in the application details as needed and then click Continue to Next
Step.

New Application SAML Incomplete No

1. Application Details

Application Name | sap concur

Application Description | test application

Category | Travel v

Grapnies | opicaton lcon

For use on the dock

NEXT: Application Configuration Cancel Continue to Next Step
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Step 3: Application configuration

To complete this step, log in to your SAP Concur account and access the Manage
SSO0 section using the links in the Overview.

1. Once you've accessed Manage SSO, you can obtain SAP Concur metadata by
clicking Copy URL (to get the metadata URL) or Download (to download the
metadata XML file).

Manage Single Sign-On

Enable SSO

SS0 Setting: S50 Optional w

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (1dP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc | Copy URL

OR

Download SAP Concur metadata

| Download ‘

2. Use your browser to open the metadata URL or XML file. PingOne supports
metadata files upload, so you can go to Upload Metadata and load the xml
file. You can also click Or use URL and add the metadata URL.

2. Application Configuration

| have the SSO URL

You will need to download this SAML metadata to configure the application:
Signing Certificate = PingOne Account Origination Certificate v

SAML Metadata

Provide SAML details about the application you are connecting to:

Protocol Version ® SAMLv 2.0 SAMLV 1.1

Upload Metadata -
Select File

Once the metadata is loaded through the XML file or the URL, these fields
should be automatically filled in:

¢ Assertion Customer Service (ACS)
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¢+ Entity ID

¢ Primary Verification Certificate
¢+ Encrypt Assertion checkbox

¢ Encryption Algorithm

+ Encryption Certificate

¢ Transport Algorithm

+ Signing (from Sign Assertion to Sign Response)

Upload Metadata Uploaded file:metadata(1).xmi
Select File
Assertion Consumer Service (ACS) | hitps:/www-us api concursolutions.con
Entity ID | https://us.api.concursolutions.com/sam
Application URL
Single Logout Endpoint
Single Logout Response Endpoint
Single Logout Binding Type Redirect ) Post

Primary Verification Certificate Escolher arquivo | Nenhum arquivo selecionado

Secondary Verification Certificate Escolner arquivo | Nenhum arquivo selecionado

Encrypt Assertion i

Encryption Certificate Escolher arquivo | Nenhum arquivo selecionado

Encryption Algorithm AES_256 v

Transport Algorithm @  RSA_OAEP
Signing Sign Assertion ® Sign Response

Signing Algorithm RSA_SHA256 v

Force Re-authentication

3. Encrypt Assertion is an optional setting. If you prefer to track your SAML
assertions for troubleshooting purposes, you may deselect this checkbox and
then click Continue to the Next Step.

Step 4: Attribute Mapping
Once you get to the attribute mapping section, you need to build the attribute that
will be sent to SAP Concur for validation. This attribute must match the employee’s
Login ID field in SAP Concur.

1. To add a new attribute, click Add new attribute.
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Application Name Type Status Enabled

SAP Concur SAML Active Yes Remove

3. SS0 Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Atiribute or Literal Value Required

Add new attribut%

NEXT: Group Access Cancel Back Continue to Next Step

If your Ping e-mail address matches the Login ID field in SAP Concur, you
can build an attribute like the following:

3. $SO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required

1 SAML_SUBJECT Email Advanced v ]

Add new attribute

NEXT: Group Access Cancel Back Continue to Next Step

If your Login IDs in SAP Concur have a different structure, you’ll need to open
the Advanced settings in SSO Attribute Mapping and configure a custom
attribute. Ping has written an article in their community that can help you
with this customization.

Step 5: Provide access to user groups

You'll be prompted with a screen for Group Access. Add your user groups to this
application. Please ensure all of your SAP Concur employees are included and click
Continue to Next Step.
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4. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Search

Users@directory Remove
Domain Administrators@directory Add
Test Users Add
NEXT: Review Setup Continue to Next Step

Step 6: Review and finish

Review your application configuration. Then download the SAML metadata from your
configuration so you can upload it to SAP Concur later.

Finish your configuration by clicking Finish.

Single Sign-On (SSO) Relay State https://pingone.com/1.0/9c9fc5fd-81c8-4696-b57e-7079%fealalae
Signing Certificate Download

SAML Metadata Download |

SAMCMetadata URL ™ https://admin-api.pingone.com/latest/metadata/8e57b587-c81f-4eac-b52f-0a810ce1507d

Single Logout Endpoint
Single Logout Response Endpoint
Signing Assertion
Signing Algorithm RSA_SHA256

Encrypt Assertion false

Force Re-authentication false

Click the link below to open the Single Sign-On page: 2
Single Sign-On

Configure Your SAP Concur Site

1. Go to the Manage SSO page by following the steps provided in the Overview
section.

2. Click Add from the IdP Metadata section. The Add IdP Metadata window
appears.

3. Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.
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NOTE: For SP-initiated SSO, the Custom IdP Name will display on the Sign

In page right after a user provides their Username and clicks Next.

In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP.

To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the checkbox Hide this SSO option from users
signing in to Concur on web or mobile.

By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

Click Add Metadata.

Once the metadata is successfully added, you can start testing your new
configuration.

Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous steps. In this section, you can test the IdP-Initiated
(initiated on the identity provider side) and SP-Initiated (initiated on the service
provider side) flows.

Testing IdP-initiated SSO

To test IdP-initiated SSO:

1.

Open your recently created application. The Initiate Single Sign-On (SS0)
URL and Single Sign-0On link open the Single Sign-On page.
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CTTITCyTer P= . TOE dPT CONCUT SOIoNT=. CONMT=anmns

Initiate Single Sign-0On (SS0) URL https-//sso_cannect.pin

9fealalae&idpid=d5cbcb7c

c5fd-81c8-4696-b57e-707

Single Sign-On (SS0) Relay State https://p e.com/1.0/9c9fc5fd-81c8-4696-b57e-7070fealalae
Signing Certificate
SAML Metadata
SAML Metadata URL  nhttps:/fadmin-api.pingone com/latest/metadata/8e57b587-c81f-4eac-b52f-0a810ce 15074

Single Logout Endpoint
Single Logout Response Endpoint
Signing Assertion
Signing Algorithm RSA_SHA256

Encrypt Assertion false

Force Re-authentication false

Click the link below to open the Single Sign-On page
Single Sign-On

Testing SP-initiated SSO

To test the SP-initiated SSO:

Open the SAP Concur login page according to the environment you want to
test.

¢ US DC Prod: https://www.concursolutions.com/

¢ US DC Test: https://implementation.concursolutions.com/

+ EMEA DC Prod: https://eul.concursolutions.com/

¢ EMEA DC Test: https://eulimp.concursolutions.com/

¢ CN DC Prod: https://www.concurcdc.cn/

On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration. Click the SSO authentication option to
proceed with authenticating your PingOne credentials which should redirect to
your profile on SAP Concur.

If after adding your PingOne credentials you receive a PingOne error
message, your configuration may be incomplete or is missing something. If
the IdP-Initiated SSO login is working but the SP-Initiated is not, this is most
likely an issue with the name ID format. To make sure the Name ID format is
correct, please confirm if SAML_SUBJECT is set to Email as described in the
attribute mapping step of Create Your PingOne Application.
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Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be

enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the

previous Test SSO login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86
or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket wih the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

Rollout

After testing your new SSO configuration, you can then plan your rollout by
assigning your new application to all your users and groups who'll need this access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

If you need to enforce Mobile SSO only, please contact SAP Concur support.

Manage Single Sign-On

Enable SSO

SS0 Setting

SSO Opt\onalpv

SS0 Optional
| y sign in w SSW with SS
Get SAP Users may sign in with a password or with S50

Copy or dow!  §S0O Required ty Provider (IdP)
Users must sign in using SS0.
Copy SAP Clreer oo

Shared: Single Sign-On Setup Guide 111
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 12: Appendix - PingOne Setup

Log examples:

View Previous Changes

Date Changed 06/07/2022
Change Add
Company

Change By

Entity ID

Name

Logout URL

Hidden v

Metadata
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View Previous Changes E]
Date Changed 06/08/2022
Change Edit
Company
Change By
Entity ID
Name Concur Okta
Logout URL
Hidden v

Previous Values

Entity ID

Name Concur Okta
Logout URL

Hidden

Metadata
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For deleted configurations, the View Previous Changes page includes a Revert
button that enables you to reinstate the deleted configuration. After the
configuration is reinstated, it will be available to users during the sign-in process.

View Previous Changes

Date Changed 05/24/2022
Change Delete
Company

Change By

Entity ID

Name

Logout URL https://logout.com
Hidden

Metadata

“
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Authentication Service (SAP IAS) Setup

Getting Started

Before you start the configuration process, ensure that:

e You have admin access to the identity provider (SAP IAS) so that you can
complete the application configuration on the SAP IAS side. In the Viewing
Assigned Tenants and Administrators documentation you can see how to find
the tenants that your company owns and who the administrators are.

e Your users exist in both SAP IAS and SAP Concur. For user integration, SAP
Concur supports flat file imports and APIs. For integration with SAP products,
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SAP offers automated user provisioning based on SAP Cloud Identity Service
Identity Provisioning.

| For more information, refer to SAP Concur Integration Scenario on the SAP
Help portal.

The attribute you are sending as Subject Name Identifier from SAP IAS
matches the Login ID (Username / CTE Login Name) field for each
employee in SAP Concur.

You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by using one of the following paths, depending on your
SAP Concur edition.

For SAP Concur Standard edition:

1.

Go to Administration > Expense Settings.

Administration

Expense Settings @

Company > |

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Adva%:cc Setting

3. Click Manage Single Sign-On to access the Manage SSO page.
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g Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manage(Single Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:

1.

Go to Administration > Company > Authentication Admin.
Administration v

Company Admin Company »
Tools Request > |
Web Services Travel Admin "
Report Admin Expense >

b

Authentication Admin@ Invoice

2. Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

ManageSingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:

US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin
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NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your SAP IAS Application

Step 1: Get the SAP Concur metadata
To configure:

1. Get the SAP Concur metadata. To complete this, follow the instructions in the
previous Overview section to log in to your SAP Concur account and access
the Manage SSO section. To obtain the SAP Concur metadata on the
Manage SSO page, you can either click Copy URL and then paste it in a new
browser tab or click Download and open the downloaded file.

Manage Single Sign-On for

Enable SSO

SSO Setting:  SSO Optional ¥

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (1dP).
Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc = Copy URL

OR

Download SAP Concur metadata

Download

R
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Step 2: Create an Application on SAP IAS

1. Create an application in SAP IAS. After logging in to SAP IAS, you will need to
access Applications & Resources > Applications.

Concur Test - adgOdugpi

SAP  (dentity Authentication Service [US/Canada]

Home

@
8% Users & Authorizations
B

Applications & Resources

Applications

Tenant Settings

E-Mail Template Sets
Password Policies
Custom CSS
Tenant Texts
= Identity Providers
=

Monitoring & Reporting

Terms of Use Documents

Privacy Policy Documents

Users & Authorizations
& g & 0

User Management User Groups

Manage user accounts

Applications & Resources
fe?
= 4 %o

Applications Tenant Settings

Set custom features for your
applications

Manage user groups

Configure tenant settings

& 5

Administrators

Configure Authorizations

(2 0

Terms of Use
Documents

Configure custom terms of
use for your applications

L

Import Users

Import new users or update
existing users

(e 0

Privacy Policy
Documents

Configure custom privacy
policies for your applications

2,

Export Us

Export the|
the
Authg

&
E-Mail Te

Configui
templatq

2. This will list all applications created. Click +Add to add a new application.
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SAP  Identity Authentication Service [US/Canada]

&y Home Applications
85

Users & Authorizations b Search Q |

= Applications & Resources Vv
Bundled Applications

Applications
Tenant Settings Concur SAMLZ2 -CN X
https://cn.api.concurcdc.cnfsaml2
Terms of Use Documents
Privacy Policy Documents test
https://us.api.concursolutions.com/saml2
E-Mail Template Sets
Password Policies System Applications
Custom C55 . i
Administration Console s
Tenant Texts oac.accounts.sap.com
— ) )
¥ Identity Providers > .
User Profile X
l&f Monitoring & Reporting > sp.accounts.sap.com

<+ Add

3. Enter a name and click Save.
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4. This will be a SAML (Security Assertion Markup Language) configuration, so
you will need to access SAML 2.0 Configuration.

Application

Concur SSO - TEST

This application name appears on the logon and registration pages.

Eome URL Home URL not configured

Trust  Authentication and Access  Branding and Layout

Single Sign-On

Y saML20 >
Choose SAML 2.0 or OpeniD Connect.

SAML 2.0 Configuration

Not Configured >
Configure trust with a service provider by uploading metadata for web-based authentication =

Subject Name Identifier

Userip >
Configure the attribute which the application uses to identify the users. The attribute is sent as name ID in SAML 2.0 authentication requests to Identity Provider.

5. As you already downloaded the SAP Concur metadata file, or copied the URL
from a previous step, you can click Browse to upload the file via Metadata
File input, or enter the URL in Metadata URL.

—
MRS

SAML 2.0 Configuration Cancel

Define from Metadata

Configure trust with a service provider by uploading metadata for web-based authentication.

Metadata File: Enter .xml file Browse...

Configure trust with a service provider via metadata URL for web-based authentication.

Metadata URL:

6. After uploading the file, the SAP IAS should fill in fields accordingly by taking
all values from the metadata. Then, click Save.

< SAML 2.0 Configuration

Define from Metadata

Configure trust with a service provider by uploading metadata for web-based authentication.

Metadata File: | SAP Concur Metada (implementation).xml H Browse... |

Configure Manually
Eilly®

*Name: | https:/us-impl.api.concursolutions.com/saml2 ‘

Assertion Consumer Service Endpoint

The URLs of the service provider assertion consumer service endpoint that receives responses from Identity Authentication

service.
+ Add URL REYURLECES)
Default URL Index
‘https:f/www»us-impt.api.concursolutions.n:om/ssolsale/VlIacsl ‘ 1 |
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Step 3: Change Subject Name Identifier

The default Subject Name Identifier is User ID.

N

Trust v Authentication and Access ¥ Branding and Layout v

Single Sign-On

SAML 2.0 Configuration

https://us.api.concursolutions.c. >
Configure trust with a service provider by uploading metadata for web-based authentication.
Subject Name Identifier
& i g : . 4 UseriD >
Configure the attribute which the application uses to identify the users. Identity Authentication sends the attribute to the !
application as name ID in SAML 2.0 assertions.
Default Name ID Format
" . . " e Unspecified >
Configure the default Name ID format. The attribute is sent as name ID format in SAML 2.0 authentication requests to
Identity Provider.
Apply Function to Subject Name Identifier
None >

Convert the subject name identifier to uppercase or lowercase

Attributes

Configure user attributes sent to the application.

This should be updated based on the Login IDs (Usernames / CTE Login Names)
of your users in SAP Concur:

e If the email addresses of your users are used as Logon IDs in SAP Concur,
then in the Basic Configuration section you should configure Email in the
Select a basic attribute drop-down.

T X

Subject Name Identifier Cancel

L © Global User ID, User ID, Login Name and Email are unique for the tenant. J

(® Basic Configuration
Set a basic attribute from the list below.
When Identity Authentication acts as proxy IdP, and the users have no profile in Identity Authentication, choose
the advanced configuration option.

Select a basic attribute: [ Email v ]

Select a fallback attribute: None v

(O Advanced Configuration

For more information about Subject Name Identifiers, see Identity Authentication Documentation.
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e if the login names (usernames) of your users are with email format and are
used as Logon IDs in Concur, then in the Basic Configuration section you
should configure Login Name in the Select a basic attribute drop-down.

T X

Subject Name Identifier Cancel

L © Global User ID, User ID, Login Name and Email are unique for the tenant. J

(® Basic Configuration

Set a basic attribute from the list below.
When Identity Authentication acts as proxy IdP, and the users have no profile in Identity Authentication, choose
the advanced configuration option.

Select a basic attribute: [ Login Name v ] |

Select a fallback attribute: None v

(O Advanced Configuration

For more information about Subject Name Identifiers, see Identity Authentication Documentation.

e If your login IDs in SAP Concur do not match any user attribute but are
constructed based on some user attribute with a static domain as suffix, then
you can use Advanced Configuration to construct a value from that user
attribute following the procedures Configure the Subject Name Identifier Sent
to the Application procedure.

2
s X

Subject Name Identifier Cancel

L © Global User ID, User ID, Login Name and Email are unique for the tenant.

(O Basic Configuration

® Advanced Configuration
Set an attribute with dynamic value in the following pattern: <prefix> ${attribute_technical_name} <suffix>.
When Identity Authentication acts as proxy IdP, and the users have no profile in Identity Authentication, set an
attribute with the following dynamic value: <prefix> ${corporateldP.<corporatelDP attribute>} <suffix>.

Dynamic subject name identifier value:

I ${loginName}@sap.com ]

Select a fallback attribute: None v

For more information about Subject Name Identifiers, see Identity Authentication Documentation.
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Step 4: Change Default Name ID Format

After finishing the application configuration, you will need to configure the Name ID.
The Name ID must match the Login ID (CTE Login Name) registered for your
employees in Concur. We also strongly recommend you set the Name ID format to
Email address. This is required by SAP Concur for the SP-Initiated logins, starting
from concursolutions.com or from the mobile app. The default Name ID Format is
“Unspecified”, so click Default Name ID Format to change it.

Application
Home URL Home URL not configured
Trust Authentication and Access Branding and Layout
Single Sign-On
Type SAML20 >

Choose SAML 2.0 or OpenlD Connect.

SAML 2.0 Configuration

. - ; . https://us-impl.api.concursolutions... >
Configure trust with a service provider by uploading metadata for web-based authentication. PS4 pL-ap

Subject Name Identifier )
Configure the attribute which the application uses to identify the users. The attribute is sent as name ID in Login Name >
SAML 2.0 authentication requests to Identity Provider.

Default Name ID Format 3
Configure the default Name ID format. The attribute is sent as name ID format in SAML 2.0 authentication Unspecified >
requests to Identity Provider.

Apply Function to Subject Name Identifier

. . . None >
Convert the subject name identifier to uppercase or lowercase.

1] Delete

After you select the email, click Save.

< Default Name ID Format

—. Unspecified
~ urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

E-Mail
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

For more information about Default Name ID Formats, see Identity Authentication Documentation.

Shared: Single Sign-On Setup Guide 123
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 13: Appendix - SAP Cloud Identity Services - Identity Authentication Service (SAP IAS) Setup

In some cases, this may not match the usernames in SAP Concur. If this is the case,
you can run employee imports in SAP Concur to make sure they match the attribute
you send. Alternatively, you can reach out to product support for SAP IAS for further
help with Name ID configurations.

Step 5: Download the metadata

To complete the configuration on the SAP Concur side, upload the metadata file
extracted from your application in SAP IAS. To do so, go to Applications &
Resources > Tenant Settings > SAML 2.0 Configuration.

£y Home
&

Users & Authorizations

Applications
Terms of Use Documents
Privacy Policy Documents
E-Mail Template Sets
Password Policies
Custom CSS
Tenant Texts

¥ Identity Providers

£

Monitoring & Reporting

>

= Applications & Resources v

>
>

Tenant Settings
E-Mail Link Validity

Configure the validity of the link sent to user in the different processes

Session Timeout
Configure session timeout period.

Risk-Based Authentication
Define rules for authentication according to IP range, group membership, authentication method, and type of the authenticating user.

Corporate User Store
CCHfIgJFE‘ connection to a corporate user store

SPNEGO
Configure Simple and Protected GSS-API Negotiation Mechanism.

SAML 2.0 Configuration
View and download tenant SAML 2.0 configuration

OpenlD Connect Configuration
View tenant OpenlD Connect configuration.

Sinch Authentication 365 Configuration
Configure Sinch Authentication 365 service.

Password Recovery
Choose password recovery method and enable it for specific user groups

Blocking and Deletion
Configure blocking and deletion for user types and dates

124

Shared: Single Sign-On Setup Guide
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.



Section 13: Appendix - SAP Cloud Identity Services - Identity Authentication Service (SAP IAS) Setup

This displays the Identity Provider Settings screen where you can review your
configuration and choose to Download Metadata File.

SAML 2.

Identity Provider Settings

Name: | https://adg0dugpi.accounts400.ondemand.com

Single Sign-On Endpoint
The URLs of the identity provider single sign-on endpoint that receive authentication requests
Binding URL
HTTP-Redirect https:/fadgldugpi.accounts400.ondemand.com/saml2/idp/sso/adg0dugpi.accounts400.ondemand.com

HTTP-POST https:/fadg0dugpi.accounts400.ondemand.com/saml2/idp/sso/adg0dugpi.accounts400.ondemand.com

Assertion Consumer Service Endpoint
The URLs of the identity provider assertion consumer service endpoint that receive authentication responses
Binding URL

HTTP-POST https:/fadgldugpi.accounts400.ondemand.com/saml2/idp/acs/adg0dugpi.accounts400.ondemand.com

Single Logout Endpoint
The URLs of the identity provider single logout endpoint that receive logout messages
Binding URL
HTTP-Redirect https:/fadgldugpi.accounts400.ondemand.com/saml2/idp/slofadg0dugpi.accounts400.ondemand.com

HTTP-POST https:/fadg0dugpi.accounts400.ondemand.com/saml2/idp/slo/fadg0dugpi.accounts400.ondemand.com

Signing Certificate

A certificate used by the identity provider to digitally sign the messages for the applications

Certificate File: | Enter a file with extension .crt or .cer

[ ~+ Download Metadata File l

You are now ready to upload your metadata file to SAP Concur.
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Configure Your SAP Concur Site

1. Go to the Manage SSO page by following the steps provided in the Overview
section.

2. Click Add from the IdP Metadata section. The Add IdP Metadata window
appears.

3. Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.

NOTE: If you decide to use the SP-initiated flow (through SAP Concur’s public
site: https://www.concursolutions.com/nui/signin), the Custom IdP
Name will display on the Sign In page right after a user provides
their Username and clicks Next. For example, if your Custom IdP
Name is "SAP IAS", then all users will see the option "Sign in with SAP
IAS".

| r

Sign In

E Username, verified email address, or 350 code

| ssoadmin@t00653828tex com |

[ Remember me

Forgot usemame?

< Sign In

i ssoadmin@t00653928tex.com

‘l Sign in with SAP IAS H

Sign in with your password

| Meed support or not yet a Concur customer?

e . > \

\
!
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4. Provide a Logout URL (optional) for users to get redirected to a different place
when they log out. By default, if no URL is entered, users will be redirected to
where they started the authentication process. The logout endpoint for SAP
IAS can be found in Applications & Resources > Tenant Settings >
Identity Provider Settings > Single Logout Endpoint. Please note that
Single Logout (SLO) is not officially supported by SAP Concur, so the logout
process with the SLO endpoint may not work as expected regarding
disconnecting the user from the IDP in addition to SAP Concur. In that case,
the user may be logged out from SAP Concur but not from SAP IAS entirely.

5. In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP.

6. To hide the sign-in option from users on mobile and signing in through
concursolutions.com, select the checkbox Hide this SSO option from users
signing in to Concur on web or mobile.

7. By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

8. Click Add Metadata.
9. You should see either a successfully added confirmation or a something went

wrong message. For the latter, please contact SAP Concur support and
provide the Correlation ID.

Metadata Added X

° Your IdP's Metadata has been successfully added and saved

You may now test the new SSO connection

Error

0 Sorry, we were unable to save your |dP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id for

additional help
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Test SSO Login
You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous steps. In this section, you can test the IdP-Initiated

(initiated on the identity provider side) and SP-Initiated (initiated on the service
provider side) flows.

Testing IdP-initiated SSO
To test IdP-initiated SSO:
1. In the IdP-Initiated flow, start the login process on the identity provider side.
To test, append the parameters from the application you just created to the
SSO endpoint from SAP IAS. A format example of IdP-Initiated URL would be:

Format: [tenantName*]?sam|2sp=[SP Identifier**]

Example:
https //adGOdUCIDI accounts400 ondemand.com/saml2/idp/sso?sp=

*TenantName: Go to Applications & Resources > Tenant Settings.

**SP Identifier: You can obtain it from the SAP Concur metadata. It will be
the same as Entity ID or Audience.

NOTE: SAP IAS has 5 different landscapes, but only one - the PROD
environment (*.accounts.ondemand.com) - is relevant for customers.

@ Home SAML 2.
&5 Users & Authorizations >
= Applications & Resources Identity Provider Settings

Applications

Tt e TmE | Name: ‘ https:/ladg0dugpi.accounts400.ondemand.com

Terms of Use Documents

Privacy Policy Documents SingLe Sign_on Endeim

E-Mail Template Sets The URLs of the identity provider single sign-on endpoint that receive authentication requests

Password Policies Binding URL

Custom CSS HTTP-Redirect https://adg0dugpi.accounts400.ondemand.com/saml2/idp/ssofadg0duqpi.accounts400.ondemand.com

Tenant Texts HTTP-POST https:/iadg0dugpi.accounts400.ondemand.com/saml2/idp/ssofadg0duqpi.accounts400.ondemand.com
1 ¢ ldentity Providers >
s Monitoring & Reporting > Assertion Consumer Service Endpaint

The URLs of the identity provider assertion consumer service endpoint that receive authentication responses

This URL should redirect you to a login page on the SAP IAS side. Once you login
with your credentials, you should be redirected to the SAP Concur homepage.
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Testing SP-initiated SSO

To test the SP-initiated SSO:

1. Open the SAP Concur login page according to the environment you want to
test.

L4

L4

L

L4

L

US DC Prod: https://www.concursolutions.com/

US DC Test: https://implementation.concursolutions.com/

EMEA DC Prod: https://eul.concursolutions.com/

EMEA DC Test: https://eulimp.concursolutions.com/

CN DC Prod: https://www.concurcdc.cn/

2. On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration according to the note in Configure Your
SAP Concur Site. Click to proceed with authenticating your identity provider
account which should redirect you to SAP Concur.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be

enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated using the
previous Test SSO login section.

Shared: Single Sign-On Setup Guide 129
Last Revised: January 22, 2024
© 2004 - 2024 SAP Concur All rights reserved.


https://www.concursolutions.com/
https://implementation.concursolutions.com/
https://eu1.concursolutions.com/
https://eu1imp.concursolutions.com/
https://www.concurcdc.cn/

Section 13: Appendix - SAP Cloud Identity Services - Identity Authentication Service (SAP IAS) Setup

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86

or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically. However, if you were using another IdP and already
using Mobile SSO, you may see two options when trying to sign-in as follows:

Done @ ntation.concursolutions.com »A  C Done @ ntation.concursolutions.com A
ooy
SAP Concur SAP Concur
Sign Ir < =G
N ssoadmin@t00653928tex.com
Username, verified email address, or SSO code
ssoadmin@t00653928tex.com
Sign in with Mobile SSO ‘
Next
Sign in with SAP IAS |
Remember me
Forgot username? Sign in with your password
Done
? Passwords
giwlelrjtijyjujijolp
a s d f g h j k |
Bl zix|clvib|n|m K
123 espago @ retorno

The Sign in with Mobile SSO option will have your earlier IdP link embedded, so it
will redirect users to your old SSO connection.

For both cases, please open a ticket with the SAP Concur support team, providing
them the following information.

If the users plan to use an older version, please provide SAP Concur support
with the IdP-Initiated URL from the application created on the SAP NetWeaver
side so they can enable Mobile SSO for the legacy app versions. For more
information on how to obtain the URL see Test SSO login > Testing IdP-
Initiated SSO section on this guide.

If you want to remove the Sign in with Mobile SSO option to eliminate
potential confusion, please inform the support team.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur Support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket wih the
SAP Concur support team, providing the IDP URL from the application created on the
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IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

NOTE: The URL will appear embedded on the View Report button.

NOTE: This change will only be reflected in emails generated after the change. All
emails prior to that will keep using the previous URL.
NOTE: This change will take effect up

to 4 hours after the update.

Expense Report Pending Your Approval

AutoNotification@concursolutions.com

A To

1 |f there are problems with how this message is displayed, click here to view it in a web browser.

SAP

Expense Report Pending Your Approval

You have a report pending your approval.

Report From S50 Admin
Report Name SSO TEST
Report Purpose

Requested Amount 2,000.00 USD

View Report

This
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If you hover the cursor over the View Report button, you will see the currently
embedded URL. The URL should appear between ctedeepurl= and &hpo= terms.

Expense Report Pending Your Approval

A AutoNotification@concursolutions.com
°® To

i If there are problems with how this message is displayed, click here to view it in a web browser.

SAP

Expense Report Pending Your Approval

You have a https://www.concursolutions.com/mobile/
concurmobileredirect.asp?
type=exp_rpt_appr8its=16209062854158token=cca%

ST LA (10 I 97 189d11129036376513ea543f1479c0a540cdffc2525
Gecfdd5cT70f668uctedeepurl= https://dewdfias136.wdf.

L ET) R sap.corp:50201/saml2/idp/sso?saml2sp=https://us.api.
concursolutions.com/

Report PurposeSSiE po=48icte= ugvikhkysbzixinpytofekut3yedceda
hvjkhnzq2eSndiioj7mfqvBtpfpnddy8481wmp3cdgmil

RSt Al kaBIqn»vg%253d°}62J53d3§253:Tg62593);oazmx4\2m %
Click or tap to follow link.

Rollout

After testing your new SSO configuration, you can then plan your rollout by

assigning your new SAP IAS application to all your users and groups who'll need this
access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

Manage Single Sign-On

Enable SSO

SS0 Setting

SS0 Opt\onalﬂv

$50 Optional
Get SAP Users may sign in with a password or with SSO.

Copy or dowl SSO Required ity Provider (IdP)
Users must sign in using SS0.

Copy SAP Cleer oo
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View Previous Changes

This featured was developed to help admins keep track of all changes completed
under the Manage SSO page.

To view changes to the SSO configuration that have been made over time, click
View Previous Changes.

A table listing previous changes appears and it is sorted in descending order by date
and time.

The table can display the last 100 changes. Changes that are listed in the table
include:

e Add a configuration

e Delete a configuration

e Edit Custom IdP Name, Logout URL, or Hidden fields

To view more detailed information about a specific change listed in the table, click
the View link for the desired list item.

View Previous Changes

Date Change Entity ID Name Logout URL Hidden Details

06/08/2022 Edit p: .okta. kBbjsid1Si Concur Okta v View

06/08/2022 Edit http: okta. i i ray test 2 v View

08/08/2022 Edit P .okta. v jsi ray test 2 View

Inside each log, you'll see the Company and ChangeBy fields in the format
[first_name last_name] [(UUID code)]; this refers to the user who performed the
action. In case you don't recognize that user, you can contact support to request

further details about it.
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Log examples:

View Previous Changes

()

Date Changed 06/07/2022
Change Add
Company

Change By

Entity ID

Name

Logout URL

Hidden v

Metadata
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View Previous Changes E]
Date Changed 06/08/2022
Change Edit
Company
Change By
Entity ID
Name Concur Okta
Logout URL
Hidden v

Previous Values

Entity ID

Name Concur Okta
Logout URL

Hidden

Metadata

For configurations that are deleted, the View Previous Changes page includes a
Revert button that enables you to reinstate the deleted configuration. After the
configuration is reinstated, it will be available to users during the sign-in process.

| For more info, please refer to the following documentation resources:
¢ SAP Concur - SSO Overview Guide
¢ SAP Help Portal - SAP Cloud Identity Services - Identity Authentication

¢ SAP KBA - 2701851 - SAP Cloud Platform Identity Authentication Service
(IAS) - Guided Answers

Section 14: Appendix - SAP NetWeaver Setup

Overview

Before you start the configuration process, ensure that:
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e You have admin access to the identity provider (SAP NetWeaver). This will be
needed so you can complete the application configuration on the SAP
NetWeaver side.

e Your users exist in both SAP NetWeaver and SAP Concur. Auto user

provisioning is not currently supported by SAP Concur, so you need to add
users separately in there.

e The attribute you are sending from SAP NetWeaver matches the Login ID
(Username / CTE Login Name) field for each employee in SAP Concur.

e You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by using one of the following paths, depending on your

SAP Concur edition.
For SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration ~

Expense Settings @

Company > |

Expense User Experience Settings

2. Under Access to Concur section, click Show 1 Advanced Setting.

Q Access To Concur
) §

User Accounts
Set up and manage your Concur users and their permissions.

Show 1 Advaﬁccc Setting

3. Click Manage Single Sign-On to access the Manage SSO page.
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g Access To Concur
t

User Accounts
Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manage(Single Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

For the SAP Concur Professional edition:

1.

Go to Administration > Company > Authentication Admin.
Administration v

Company Admin Company >

Tools Request > |
Web Services Travel Admin ||
Report Admin Expense > ,

Authentication Admin@ Invoice

2. Click Manage Single Sign-On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

ManageSingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:

US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Prod: https://eul.concursolutions.com/nui/authadmin/ssoadmin

EMEA DC Test: https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin
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NOTE: If you don't have that permission and cannot have this assigned to your
profile, please ask an authorized support contact at your company to open a
case with SAP Concur support.

Configure Your SAP Netweaver Application

Step 1: Get the SAP Concur metadata
To configure:

1. Get the SAP Concur metadata. To complete this, follow the instructions in the
Overview section to log in to your SAP Concur account and access the
Manage SSO section. To obtain the SAP Concur metadata on the Manage
SSO0 page, you can either click Copy URL and then paste it in a hew browser
tab or click Download and open the downloaded file.

Manage Single Sign-On for

Enable SSO

SSO Setting:  SSO Optional ¥

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (1dP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc = Copy URL

OR

Download SAP Concur metadata

Download

R
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Step 2: Create an application on SAP Netweaver

1. Create an application in SAP Netweaver. After logging in to SAP NetWeaver,
you will need to access the Configuration tab.

WSAP NetWeaver Administrator

User: Lufi Lucas | Active Profile: Complete List | System: ID2 On dewdfias136, v7.50 | System Time/Date:

’_/l My Workspace |’ Availability and Performance © Operations i Cunﬁguramgn i Troubleshoolting © S0OA
F w

avorites | Recenfly Used

Welcome to SAP NetWeaver Administrator.

Use the work center tabs to locate the tools you need for your tasks.
Add the frequently-used tocls to your Favorites fromhere.

2. On the Configuration tab, click Authentication and Single Sign-On.

WSAP NetWeaver Administrator

User: Luft Lucas | Active Profile: Complete List | System: ID2 On dewdfias136, v.7.50 | System Time/Date:
My Workspace - Awvailability and Performance -~ Operations |Cunﬁguraﬁon |, Troubleghooting =~ SOA
| Security | Infrastructure | Scenanos | Connectivity

Authentication and Single Sign-On Views ,

Use the Authen ion and Single Sign-On service to configure the authentication methods required for your applications.
Single Sign-On mechanisms such as HTTP-bazed cross-platform authentication using the Simple and Protected Megofiati
Language (SAML) version 2.0, with which you can configure the AS Java to act as an identity provider, a service provider,

F

The User Management Engine {UME) provides centralized user management for all Java applications and can be configur
data sources. It is seamlessly integrated into the Application Server Java of the SAP NetWeaver Application Server for Jav
administered using the administrafion tecls of the AS Java.

Trusted Systems Views ,

Cl
"'g You can use the trusted systems configuration to maintain the relatiocnship between issuing and accepting systems.

3. This will be a SAML (Security Assertion Markup Language) configuration. Click
the SAML 2.0 tab.
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Favorites , Related Links , GoTo ,

I Authentication } SAML 2.0nh' | SPNEGO

Authentication and Single Sign-On: Authentication

Support Details

Components Login MoWLﬂgon Policies
save || cancel | || [ Add |

Policy Configuration Name

Remove

©

4. To start creating the SAP Concur application, click Trusted Providers.

Favorites , Related Links , GoTo,

Support Details

samL20 | sPNEGO

Authentication

Authentication and Single Sign-On: SAML 2.0

Policies Name ID Management

' Trusted P%nﬂ'ders

[Edit | [ Save [TCancel || Disable | [ Download Metadata |

[ Delete Configuration |

Operational Mode:

Trusted CAs Keystore View:

~ General Settings | IMetadata Authentication Contexis User Attributes Identity Provider Settings Service Provider Settings
Signature and Encryption
Keystore View:
Signing Key Pair. [ Browse |
Encryption Key Pair: [ Browse |

5. The Trusted Providers section should show all existing service providers
connected to your SAP NetWeaver tenant. To add a new application, click
Add. Since you have already downloaded the SAP Concur metadata file in the
first step, choose the Uploading Metadata File option.
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Authentication and Single Sign-On: SAML 2.0

Favorites , Related Links , GoTo , Support Details

Authentication .~ SAML 2.0 | SPNEGO

Local Provider Trusted Providers Policies Name ID Management

List of trusted providers

Show: | Service Providers -| Save || Cancel | | [ Disable | [| [ Add . |[ Update .| [ Remove |
Active Name Manually "
Specifying Metadata URL
@ hd Uploading tgetadata File

SR SRR I

6. Click Browse to look for the metadata file on your computer and then click
Next.

SAML 2.0 Configuration

New Trusted Service Provider

I» 1 2 3 4 5 6 7 8 [} S—
Select Metadata  Metadata Verification SelectProviders  ProviderName  Signature and Encryption Single Sign-On Endpoints ~ Single Log-OutEndpoints  ArfifactEndpoints  Manage Name ID Endpoints
4_Previous |[ Next 3 Finish | (Cancel

Metadata File:* I Browse..: | metadata (18).xml I

7. After that you should see steps 2 (Metadata Verification) and 3 (Select
Providers) greyed out and skipped automatically. You can also click Next to
skip step 4 (Provider Name) since it will be automatically filled with the
proper identifier (also called Entity ID) from the metadata.

For step 5 (Signature and Encryption) you can also click Next without
making any changes. However, if you want to encrypt the assertion and/or
the NamelD request and response, you will need to adjust the Encrypt
Elements field so this is enabled. Then, click Next again.
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SAML 2.0 Configuration

New Trusted Service Provider
I» 1 4 5 &
Select Metadata Provider Name Signature and Encryption Single Sign-On Endpol
[« Previous || Next » [ Finish |[ Cancel
Certificates and algorithms
Signing Certificate: CN=core-saml-prod_concur.com,OU=Core Services, O=SAP Conur,L=Bellevue <
Encryption Certificate: CN=core-saml-prod.concur.com,OU=Core Services,0=SAP Conur,L=Bellevue £
Encryption Algorithm: |AES-128 -
Single sign-on authentication request Manage NamelD request and response
Require Signature: |Always hd Sign: | Always -
Require Signature: | Always -|
Single sign-on assertions I Encrypt Elements: |No v]l
Sign: |Always i Require Encrypted Elements: [No -/
Single sign-on response Artifact resolution request and artifact response
sign: [Never -] sign: [Aways -|
I Encrypt Elements: [No VII Require Signature: IIAIways - |

Step 6 (Single Sign-On Endpoints) will be filled automatically with the
proper ACS URL taken from the metadata xml, so you can skip it. You can do
the same for steps 7 (Single Log-Out Endpoints), 8 (Artifact Endpoints)
and 9 (Manage Name ID Endpoints) until you are able to click Finish.

SAML 2.0 Confiquration

New Trusted Service Provider
N 1 4 5 & 7 B 9 4
Select Metadata Provider Name Signature and Encryption Single Sign-On Endpoints. Single Log-Out Endpoints Artifact Endpoints Manage Hame ID Endpoints
F
4 Previous || liext \ Cancel
s Mamat

Step 3: Name ID configuration

After finishing the application configuration, you need to configure the Name ID.
The Name ID must match the Login ID (CTE Login Name) registered for your
employees in SAP Concur. We also strongly recommend that you set the Name ID
format to Email address. This is required by SAP Concur for the SP-Initiated logins,
starting from concursolutions.com or from the mobile app.

1. To set the Name ID format, search for your new application, click it and then
click Edit.
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Authentication and Single Sign-On: SAML 2.0

Favorites , Related Links , GoTo Support Details

Authentication SAML 2.0 1’ SPNEGO

Local Provider Trusted Providers Policies MName ID Management

List of trusted providers

Show: | Service Providers - ' ave || Cancel | | [ Enable | | [Add 4 ][ Update 4| [ Remove |
E o I
|

Active Name

' hitps:fius api.concursolutions com/saml2

Bm WL
ElCle B &

2. On the Name ID Format popup, make sure you select E-mail. Fill in Source
Name with the attribute matching your employees’ Login ID in SAP Concur.

Name ID Format

|

Format Mame:* [

E-mail
Source Mame™ | werberos l,\\s
Persistent
Transient
Unspecified
Windows Mame
X509 Subject Name

3. In some cases, the available Source Name may not match the usernames in
SAP Concur. If this is the case, you can run employee imports in SAP Concur
to make sure they match the attribute you send. Alternatively, you can reach
out to product support for SAP NetWeaver for further help with Name ID
configurations.

Step 4: Enabling the application

With the Name ID configured you should be able to go back to the SAML 2.0 tab,
select the new application and click Enable. This should change the Active column
icon to a green square, confirming the application is active.
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Authentication and Single Sign-On: SAML 2.0

Favortes , Related Links , GoTo Support Details

Authentication SAML 2.0 ]’ SPNEGO

Local Provider Trusted Providers Policies MName ID Management

List of trusted providers

Show: | Service Providers | [ Edit || Save || Cance | (Engpie _||Add‘| Update 4 Remove

Active Name =
g -

<

]

]

Lo hitps:fius api concursolutions com/sami2

=]

Step 5: Download the Metadata File

To finish the configuration on the SAP Concur side, upload the Metadata file extracted
from your application in SAP Netweaver. On the SAML 2.0 tab, go to Local Provider
and click Download Metadata to download the metadata xml.

Authentication and Single Sign-On: SAML 2.0

Favorites , Related Links , GoTo , Support Details

Authentication SAMLI.O]/ SPMNEGO

rusted Providers Policies Mame ID Management
Edit| | Save | | Cancel | [ Disable | | Download Metadata | | | Delete Configuration |

Configure Your SAP Concur Site

1. Go to the Manage SSO page by following the steps provided in the Overview
section.

2. Click Add from the IdP Metadata section. The Add IdP Metadata window
appears.

3. Enter an appropriate name in the IdP connection and enter it in the
Custom IdP Name field.

NOTE: If you decide to use the SP-initiated flow (through SAP Concur’s public
site: https://www.concursolutions.com/nui/signin), the Custom IdP
Name will display on the Sign In page right after a user provides
their Username and clicks Next. For example, if your Custom IdP
Name is "SAP NW", then all users will see the option "Sign in with SAP
NwW".
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Sign In

Username, verified email address, or S50 code

testconcur@netweaver|

Remember me

Forgot usemame?

.
Need support or not yet a Concur customer?
BIEEE EEs J

< Sign In

testconcur@netweaver

|’ Sign in with SAP NW S50 l|

Sign in with your password

Need support or not yet a Concur customer?

4. Provide a Logout URL (optional) for users to get redirected to a different place
when they log out. By default, if no URL is entered, users will be redirected to
where they started the authentication process. The logout endpoint for SAP
NetWeaver can be found on Local Provider > Identity Provider Settings
> Single Log-Out Service (SLO) > Endpoint URL. Please note that Single
Logout (SLO) is not officially supported by SAP Concur, so the logout
process with the SLO endpoint may not work as expected regarding
disconnecting the user from the IDP in addition to SAP Concur. In that case,
the user may be logged out from SAP Concur but not from SAP NetWeaver
entirely.

5. In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP, which was previously saved locally.

6. To hide the sign-in option from users on mobile and signing in
through concursolutions.com, select the checkbox Hide this SSO option
from users signing in to Concur on web or mobile.
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By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated
flow.

7. Click Add Metadata.

8. You should see either a successfully added confirmation or a something went
wrong message. For the latter, please contact SAP Concur support and
provide the Correlation ID.

Metadata Added

° Your IdP's Metadata has been successfully added and saved

You may now test the new SSO connection

Error

o Sorry, we were unable to save your |dP metadata. Please try
again. If the issue persists, please contact Concur Support with
correlation_id for

additional help

Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous steps. In this section, you can test the IdP-Initiated
(initiated on the identity provider side) and SP-Initiated (initiated on the service
provider side) flows.

Test IdP-initiated SSO
To test IdP-initiated SSO:

1. In the IdP-Initiated flow, start the login process on the identity provider side.
To test that, append the parameters from the application you just created to
the SSO endpoint from SAP NetWeaver. A format example of IdP-Initiated
URL would be:
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Format: [SSO Endpoint URL*]?samI2sp=[SP Identifier**]

Example:
https://idp.example.com:50001/saml2/idp/sso?saml2sp=https://us.
api.concursolutions.com/sami2

**SP Identifier: You can obtain this value from the SAP Concur metadata. It
will be the same as Entity ID or Audience.

*SS0 Endpoint URL: You can obtain this value by following this path: SAML
2.0 > Local Provider > Identity Provider Settings > Single Sign-On
Service (SSO) > Endpoint URL.

Authentication and Single Sign-On: SAML 2.0

Favorites , Related Links ;, GoTo , Support Details

Authentication SAML 2.0 ]’ SPNEGO

Local Provider Trusted Providers Policies Mame ID Management

Edit Save | | Cancel | [ Disable | [ Download Metadata | | Delete Configuration |

Java_ldentity_Provider

Operational Mode Identity Provider and Service Provider

General Settings Metadata Authentication Contexts User Attributes Identity Provider Settings | Service Provider Setfings Proxying Settings Exig

single Sign-On Service (SS0)

Supported S50 Types: IdP-Initiated SP-Initiated
Supported Bindings: HTTF Redirect [¥|HTTF POST [¥|HTTF Arifact [v] SOAP
I Endpoint URL: hiips-/fdewdfias136.wdf.sap.corp: 50201/sami2idp/sso I
Session Timeout: 3600 |Seconds View Sessions

[“1Include session timeout in asserfion (SessionNotOnOrAfier)

Cleanup Interval for Expired Sessions: 360 Minutes

This URL should redirect to a login page on the SAP NetWeaver side. Once
you login with your credentials, you should be redirected to the SAP Concur
homepage.

Test SP-initiated SSO
To test the SP-initiated SSO:

1. Open the SAP Concur login page according to the environment you want to
test.

¢ US DC Prod: https://www.concursolutions.com/

¢ US DC Test: https://implementation.concursolutions.com/

+ EMEA DC Prod: https://eul.concursolutions.com/

¢ EMEA DC Test: https://eulimp.concursolutions.com/

¢ CN DC Prod: https://www.concurcdc.cn/

2. On the login page, you can add your username, verified e-mail address or
SSO code to proceed. Once you click Next, you should see an option for your
recently created SSO configuration according to the note in Configure Your
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SAP Concur Site. Click to proceed with authenticating your identity provider
account which should redirect you to SAP Concur.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be
enabled automatically as soon as the metadata is saved. However, for this option to

work, the SP-Initiated flow needs to be functioning. This can be validated using the
previous Test SSO login section.

NOTE: The automatic enabling of Mobile SSO is only visible on the app version 9.86

or higher and if the user is opting for the new sign in experience. Users on
older versions or opting for the earlier sign in experience will not see this
option automatically. However, if you were using another IdP and already

using Mobile SSO, you may see two options when trying to sign-in as follows:

Done & concursolutions.com AR @,

I T AR S I ST T I AT o o

SAP Concur

Sign Ir

Username, verified email address, or SSO code

]
testconcur@netweaver|

Next

Remember me

Forgot username?

Done

? Passwords

as
B
®

Done & concursolutions.com aAA G
SAP Concur
Sign In
<
testconcur@netweaver
‘ Sign in with Mobile SSO ]

‘ Sign in with SAP NW |

Sign in with your password

The Sign in with Mobile SSO option will have your earlier IdP link embedded, so it
will redirect users to your old SSO connection.

For both cases, please open a ticket with the SAP Concur support team, providing
them the following information.
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e If the users plan to use an older version, please provide SAP Concur support
with the IdP-Initiated URL from the application created on the SAP NetWeaver
side so they can enable Mobile SSO for the legacy app versions. For more
information on how to obtain the URL see Test SSO login > Testing IdP-
Initiated SSO section on this guide.

e If you want to remove the Sign in with Mobile SSO option to eliminate
potential confusion, please inform the support team.

If you have any issues in authenticating with SSO on the mobile app, please open a
ticket with the SAP Concur support team and provide any error IDs and/or messages
received with screenshots.

E-mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket with the
SAP Concur support team, providing the IDP URL from the application created on the
IDP side so they can adjust the redirect URL for e-mail reminders. For more
information on how to obtain the URL, see the Test SSO login > Testing IdP-Initiated
SSO0 section of this appendix.

NOTE: The URL will appear embedded on the View Report button.

NOTE: This change will only be reflected in emails generated after the change. All
emails prior to that will keep using the previous URL.

NOTE: This change will take effect up to 4 hours after the update.

Expense Report Pending Your Approval

A AutoNotification@concursolutions.com

To
{

1 If there are problems with how this message is displayed, click here to view it in a web browser,

SAP

Expense Report Pending Your Approval

You have a report pending your approval.

Report From S50 Admin
Report Name SSO TEST
Report Purpose

Requested Amount 2,000.00 USD
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If you hover the cursor over the View Report button, you will see the currently
embedded URL. The URL should appear between ctedeepurl= and &hpo= terms.

Expense Report Pending Your Approval

A AutoNotification@concursolutions.com

.To

i If there are problems with how this message is displayed, click here to view it in a web browser.

SAP

Expense Report Pending Your Approval

You have a https://www.concursolutions.com/mobile/
concurmobileredirect.asp?
type=exp_rpt_appr8its=16209062854158token=cca%

ST LA (10 I 97 189d11129036376513ea543f1479c0a540cdffc2525
Gecfdd5cT70f668uctedeepurl= https://dewdfias136.wdf.

L ET) R sap.corp:50201/saml2/idp/sso?saml2sp=https://us.api.

concursolutions.com/

caml2&:hpo=48:.cte=ugvikhkysbzixinpytofekut3ye9ceda
hvjkhnzq2eSndiiojTmfqvitpfpnd9y8481wmp3cdgmil
kp8lqrwa?253d%253d%253a1%253a0azmxdwm

Click or tap to follow link.

Report Purpose
Requested Amg

Rollout

After testing your new SSO configuration, you can then plan your rollout by
assigning your new SAP NetWeaver application to all your users and groups who'll
need this access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing the SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to SAP Concur by providing their Username via the
SP-initiated flow.

Manage Single Sign-On

Enable SSO

SS0 Setting

SS0 Opt\onalﬂv

$50 Optional
Get SAP Users may sign in with a password or with SSO.

Copy or dowl SSO Required ity Provider (IdP)
Users must sign in using SS0.

Copy SAP Cleer oo
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View Previous Changes

This featured was developed to help admins keep track of all changes completed
under the Manage SSO page.

To view changes to the SSO configuration that have been made over time, click
View Previous Changes.

A table listing previous changes appears and it is sorted in descending order by date
and time.

The table can display the last 100 changes. Changes that are listed in the table
include:

e Add a configuration

e Delete a configuration

e Edit Custom IdP Name, Logout URL, or Hidden fields

To view more detailed information about a specific change listed in the table, click
the View link for the desired list item.

View Previous Changes

Date Change Entity ID Name Logout URL Hidden Details

06/08/2022 Edit p: .okta. kBbjsid1Si Concur Okta v View

06/08/2022 Edit http: okta. i i ray test 2 v View

08/08/2022 Edit P .okta. v jsi ray test 2 View

Inside each log, you'll see the Company and ChangeBy fields in the format
[first_name last_name] [(UUID code)]; this refers to the user who performed the
action. In case you don't recognize that user, you can contact support to request
further details about it.
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Log examples:

View Previous Changes

Date Changed 06/07/2022
Change Add
Company

Change By

Entity ID

Name

Logout URL

Hidden v

Metadata
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View Previous Changes

()

Date Changed
Change
Company
Change By

Entity ID
Name
Logout URL
Hidden

Previous Values

Entity ID
Name
Logout URL
Hidden

Metadata

06/08/2022
Edit

Concur Okta

v

Concur Okta

For deleted configurations, the View Previous Changes page includes a Revert
button that enables you to reinstate the deleted configuration. After the
configuration is reinstated, it will be available to users during the sign-in process.

| For more info, please refer to the following documentation resources:
¢+ SAP Concur - SSO Overview Guide
¢+ SAP Help Portal - SAP Single Sign-On
¢ SAP Help Portal - Configuring AS Java as a Service Provider
¢ SAP Help Portal - Identity Provider Implementation Guide (HTML)

Section 15: Appendix — Google Workspace Setup

Overview

Before you start the configuration process, make sure that:
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You have admin access to the identity provider (Google Workspace). This will
be needed so you can complete the application configuration on the Google
Workspace side.

Your users exist in both Google Workspace and SAP Concur. Auto user
provisioning is not currently supported by Concur, so you need to add users
separately in there.

The attribute you are sending from Google Workspace matches the Login ID
(Username / CTE Login Name) field for each employee in SAP Concur.

You have the Company Administrator (Travel permission) assigned to your
SAP Concur account. Once you have the permission, you can access the
Manage SSO page by following one of the below paths, depending on your
SAP Concur edition.

SAP Concur Professional edition:

1. Go to Administration > Company > Authentication Admin.

Administration ~

1

Company Admin Company >
Request > |

Tools
Web Services Travel Admin "|
Report Admin Expense >

b)

AuthenticationAdmin® Invoice

2. Hit Manage Single Sign-0On to access the Manage SSO page.

Company Admin > Authentication Admin

Authentication Administration

ManageSingle Sign-On
Manage Single Sign-On for SAP Concur products

Alternatively, users can access the page using one of the following URLs:
¢+ US DC Prod: https://www.concursolutions.com/nui/authadmin/ssoadmin

¢+ US DC Test:
https://implementation.concursolutions.com/nui/authadmin/ssoadmin

+ EMEA DC Prod:
https://eul.concursolutions.com/nui/authadmin/ssoadmin

+ EMEA DC Test:
https://eulimp.concursolutions.com/nui/authadmin/ssoadmin

¢+ CN DC Prod: https://www.concurcdc.cn/nui/authadmin/ssoadmin
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NOTE: If you don't have that permission and cannot have this assigned to
your profile, please ask an Authorized Support Contact at your
company to open a case with SAP Concur Support.

SAP Concur Standard edition:

1. Go to Administration > Expense Settings.

Administration ~

Expense Settings @
Company >

Expense User Experience Settings

2. Under Access to Concur click Show 1 Advanced Setting.

g Access To Concur
t

User Accounts

Set up and manage your Concur users and their permissions.

Show 1 Advapced Setting

3. Click Manage Single Sign-On to access the Manage SSO page.

@ Access To Concur
1

User Accounts

Set up and manage your Concur users and their permissions.

Hide 1 Advanced Setting

Manageingle Sign-On
Set up ahd manage Single Sign-On for your SAP Concur products.

Configure Your Google Workspace (IDP) APP

Step 1: Get the SAP Concur metadata

To complete this you will need to follow the instructions on the Preparation section
earlier in this guide login to your SAP Concur account and access the Manage SSO
section. To obtain the SAP Concur Metadata on the Manage SSO page, you can
either click on "Copy URL" and then paste the URL in a new browser tab or click
Download and open the downloaded file.
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Manage Single Sign-On for

Enable SSO

SSO Setting:  SSO Optional ¥

Get SAP Concur Metadata
Copy or download SAP Concur metadata and add it to your Identity Provider (IdP).

Copy SAP Concur metadata

https://us.api.concursolutions.com/ssc  Copy URL

OR

Download SAP Concur metadata

Download

&

Step 2: Set up your own custom SAP Concur SAML app

1.

Sign into your Google Admin console.

NOTE: (Sign in using an account with super administrator privileges (does not
end in @gmail.com or similar)).

From the Admin console Home page, go to Apps Web and mobile apps.
Click Add App to add custom SAML app.

On the App Details page:

¢+ Custom app name
Enter the name of the custom app, for example, 'SAP Concur'

+ (Optional) Upload an app icon
The app icon appears on the Web and mobile apps list, on the app settings
page, and in the app launcher. If you don't upload an icon, an icon is
created using the first two letters of the app name

Click Continue.

On the Google Identity Provider details page, get the setup information
needed by the service provider using the Download the IDP metadata
option.

(Optional) In a separate browser tab or window, sign into your service
provider and copy the information you entered in Step 4 into the appropriate
SSO configuration page, then return to the Admin console.
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8. Click Continue.

9. In the Service Provider Details window, enter the following ACS URL and
Entity ID for your app.
ACS URL

e US (North America): https://www-
us.api.concursolutions.com/sso/saml2/V1/ acs/

e EMEA: https://www-emea.api.concursolutions.com/sso/saml2/
V1/acs/

e China: https://www-cn.api.concurcdc.cn/ sso/saml2/V1/acs/

Entity ID
e US (North America): https://us.api.concursolutions.com/sami2
e EMEA: https://emea.api.concursolutions.com/saml2

e China: https://cn.api.concurcdc.cn/saml2

10. The default Name ID is the primary email - multi-value input is not
supported.

11. Click Finish.

Step 3: Turn on your SAML app

1. Sign into your Google Admin console.

NOTE: (Sign in using an account with super administrator privileges (does not
end in @gmail.com or similar)).

2. From the Admin console Home page, go to AppsWeb and mobile apps. +.
3. Select your SAML app.
4. Click User access.

5. To toggle availability of a service for your organization, click On for everyone
or Off for everyone, and then click Save.
6. (Optional) To turn a service on or off for an organizational unit:
+ At the left, select the organizational unit.
¢+ To change the Service status, select On or Off.
¢+ Choose one:

o If the Service status is set to Inherited and you want to keep the
updated setting, even if the parent setting changes click Override.
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o If the Service status is set to Overridden, either click Inherit to
revert to the same setting as its parent, or click Save to keep the
new setting, even if the parent setting changes.

7. To turn on a service for a set of users across or within organizational units,

select an access group. For details, go to Provide access to user groups in
this document.

Ensure that the email addresses your users use to sign in to the SAML app
match the email addresses they use to sign into your Google domain.
Changes typically take effect in minutes but can take up to 24 hours.

NOTE: Google Workspace doesn't support encryption of assertion currently.
Please reach out to the IDP support if you need more information
around this.

Step 4: Configure Your SAP Concur Site

1.

Go to the Manage SSO page again by following the steps provided on the
Preparation section.

Click on Add under IdP Metadata section. The Add IdP Metadata window
appears.

Give your IdP connection a friendly name and enter it in the Custom IdP
Name field.

Provide a Logout URL (optional), so the users get redirected to a different
place when signing out.

By default, if no URL is entered, users will be redirected to where they started
the authentication process. The logout endpoint for Google Workspace can be
found on Applications & Resources > Tenant Settings > Identity
Provider Settings > Single Logout Endpoint.

NOTE: Single Logout (SLO) is not officially supported by SAP Concur, so the
logout process with the SLO endpoint may not work as expected
regarding disconnecting the user from the IDP in addition to Concur. In
that case, the user may be logged out from SAP Concur but not from
Google Workspace entirely.

In the Upload your IdP's metadata section, click Upload XML File and
upload the metadata file from the IdP, which was previously saved locally.

To hide the sign-in option from users on mobile and signing in
through concursolutions.com, select the checkbox Hide this SSO option
from users signing in to Concur on web or mobile.
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By default, the option is available to users when they begin an SP-initiated
sign-in through concursolutions.com or the mobile app. The option can be
hidden in those cases that require users to sign-in through an IdP-initiated

flow.
6. Click Add Metadata.

7. You should see one of following prompts on your screen saying it was
successfully added or saying something went wrong while adding it.

Metadata Added

° Your IdP’s Metadata has been successfully added and saved

You may now test the new SSO connection

Error

o Sorry, we were unable to save your IdP metadata. Please try
again. If the issue persists, please contact Concur Support with

correlation_id for

additional help

For help with the latter, please contact SAP Concur Support and provide the
correlation ID.

For step 3 above, if you decide to use the SP-initiated flow (through SAP
Concur’s public site: https://www.concursolutions.com/nui/signin), the
Custom IdP Name will be displayed on the Sign In page right after a user
provides their Username and hits Next (see below image). For example, if
your "Custom IdP Name" is "google SSQ", then all users will see the option
"Sign in with google SSO " as shown in the following:

I TH r \ I B I

Sign In

< Sign In

Username, verified email address, or SSO code

ssoadmin@t00653928tex com ssoadmin@t00653928tex.com

l Sign in with google S50 ]

i Remember me

Forgot usemame? Sign in with your password \ \(

Need support or not yet a Concur customer? Need support or not yet a Concur customer?
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Test SSO Login

You can start testing SSO after you've successfully uploaded the IdP metadata to
SAP Concur from the previous step. We'll test the IdP-Initiated (initiated on the
identity provider side) and SP-Initiated (initiated on the service provider side)
flows.

1. TESTING IDP-INITIATED SSO

In the IdP-Initiated flow we start the login process on the identity provider. To test it,
we can append parameters from the application we built to the SSO endpoint from
Google Workspace.

An example of IdP-Initiated URL is:
Format: https://accounts.google.com/o/sami2/
initsso?idpid=CLIENT_IDP_ID&spid=SERVICE_PROVIDER_ID&forceauthn=fals

e

Example: https://accounts.google.com/o/sami2/
initsso?idpid=C03fj4v82&spid=71098277454 7&forceauthn=false

NOTE: You must fill CLIENT_IDP_ID and SERVICE_PROVIDER_ID with values from
Google Workspace and it's something you can get by copying the URL from
the Test SAML login button on the application

2. TESTING SP-INITIATED SSO

In order to test the SP-initiated flow, you will need to open the SAP Concur login
page.

e US DC Prod: https://www.concursolutions.com/

e US DC Test: https://implementation.concursolutions.com/

e EMEA DC Prod: https://eul.concursolutions.com/

e EMEA DC Test: https://eulimp.concursolutions.com/

e CN DC Prod: https://www.concurcdc.cn/
On the login page, you can add your username, verified e-mail address or SSO code
to proceed. Once you click on Next, you should see an option for your recently

created SSO configuration. You can click on that and proceed with authenticating to
your Google account which should redirect you back to SAP Concur after that.

Mobile Single Sign-On (SSO)

For SSO configurations created on our SAMLv2 platform, the Mobile SSO should be
enabled automatically as soon as the metadata is saved. However, for this option to
work, the SP-Initiated flow needs to be functioning. This can be validated on the
‘Test SSO login’ section on this guide.
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If you have issues to authenticate with SSO on the mobile app, please open a ticket
to the SAP Concur support team providing any error IDs and/or messages received.

It's important to note that if you were using another IdP and you were already using
Mobile SSO, you'll probably see 2 options when trying to sign-in as follows:

Done @& ntation.concursolutions.com A () Done @ ntation.concursolutions.com 24 (.
SAP Concur SAP Concur
<
. ssoadmin@t00653928tex.com
Usarname, verified email address, or SSO code
ssoadmin@t00653928tex.com
Sign in with Mobile SSO
Remember me
Forgot username? Sign in with your password
Done
? Passwords
giwlelrjtivijulijolp
alsldlflalhlilk]!
Bl z | x|clvib]n|m)}Ea
123 @ espago @ . retorno

The Sign in with Mobile SSO option will have your old IdP link embedded, so it will
redirect users to your old SSO connection.

For both cases, please open a ticket to the SAP Concur support team providing them
the following information.

e If the users plan to use an older (legacy) version, provide the IdP-Initiated
URL from the application built on the Google Workspace side so Support can
enable Mobile SSO for the legacy app versions. More information about how
to get the URL can be found on the ‘Test SSO login > Testing IdP-Initiated
SSO’ section on this guide.

e If you want to remove the 'Sign in with Mobile SSO’ option so it doesn't
confuse your users, please inform that to the support team.

If you have any issues to authenticate with SSO on the mobile app, please open a
ticket to the SAP Concur Support team providing any error IDs and/or messages
received with screenshots.

E-Mail Notifications

The configuration of e-mail reminders to reflect your SSO URL are changes that need
to be completed by SAP Concur support. To proceed, please open a ticket to the SAP
Concur support team providing the IDP URL from the application built on the IDP side
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Rollout

so they can adjust the redirect URL for E-Mail reminders. More information about
how to get the URL can be found on the Test SSO login > Testing IdP-Initiated SSO
section on this guide.

e The URL will appear embedded on the View Report button

e This change will only be reflected in emails generated after the change - all
emails prior to that will keep using the previous URL.

e This change will take effect up to 4 hours after the update.

Expense Report Pending Your Approval
A AutoNaotification@concursolutions.com

C *

) ¥ there are problems with how this message is displayed, click here to view it in 3 web browser

SAP

You have a report pending your approval.

Report From SSO Admin
Report Name SSO TEST
Report Purpose

Requested Amount 2,000.00 USD

If you hover the cursor over the View Report button you will see what’s the URL
currently embedded. The URL should appear between “ctedeepur/="and "&hpo="
terms.

After testing your new SSO configuration, you can then plan your rollout by assigning
your Google Workspace application to all your users and groups who’ll need this
access.

The Manage SSO page also offers the option for you to enforce this new SSO
connection by changing SSO Setting from SSO Optional to SSO Required. If you
change it, users will be redirected to Concur by just providing their Username via SP-
initiated flow.
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Manage Single Sign-On

Enable SSO

SSO Setting: 350 Om‘ma\gv

SSO Optional |
Get SAP Users may sign in with a password or with SSO

Copy or dowl  SSO Required ty Provider (IdP)
Users must sign in using SSO

Copy SAP Ctlrrwmrrrrsmsesess

View Previous Changes

This featured was developed to help admins to keep track of all changes completed
under the Manage SSO page. To view changes to the SSO configuration that have
been made over time, click on the View Previous Changes button.

A table listing previous changes appears and is sorted in descending order by date
and time. The table can display the last 100 changes. Changes that are listed in the
table include:

e Add a configuration
e Delete a configuration
e Edit Custom IdP Name, Logout URL, or Hidden fields

To view more detailed information about a specific change listed in the table, click
the View link for the desired list item.

View Previous Changes

Date Change Entity ID Name Logout URL Hidden Details

06/08/2022 Edit p: .okta. kBbjsid1Si Concur Okta v View

06/08/2022 Edit http: okta. i i ray test 2 v View

08/08/2022 Edit P .okta. v jsi ray test 2 View

Inside each log, you'll see the field Company and Change by in the format [first
name last name] [(UUID code)], which will mean who has performed such action.
In case you don't recognize that user, you can always reach out to support requesting
further details about it.

For deleted configurations, View Previous Changes includes a Revert button so you
can reinstate the deleted configuration. After the configuration is reinstated, it will be
available to users during the sign-in process.

[N For more info, please refer to the following documentation resources:
¢ SAP Concur - SSO Overview Guide
¢+ SAP Help Portal - SAP Single Sign-On
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