Changing Your NCID Password

You may change your password by using the “Change Password” link featured on the main screen (NCID Welcome Page).
Upon making the change, you will be logged out of the system, and must log back into NCID with the new password.

Important! You will not be permitted to change your password if you have recently changed it. Currently, for state and local
government employees, a password must be used for 15 days before it can be changed. Individuals and business users can reset their
password after 3 days. Typically, passwords for state and local government employees will expire every 90 days; however, passwords
for some state employees, who have more privileges, will expire every 30 days.

To reset/change a password:
1. Go to https://ncidp.nc.gov .Log on using your NCID user id and password. On the main screen, click on the Change
Password link (this option is located in the middle of the screen in the “Change Your Password” section).
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NCID Welcome Page
“four Morth Carclina 1D (MCID) is the key to resources offered by the State of Morth Carcling as well as those offered by some local governments and school districts.
PASSWORD MANAGEMENT “ Here are some tips on using your NCID:
Fassword Sync Status « After clicking the "ldentity Self-Service” tab, you'll find links on the left side for tasks you can perform such as:
Viewing and Updating your personal profile
Reviewing Application Access under "My Account”
Re-setting your password through password self-senice
« Clicking the "Work Dashboard” tab gives you a summary of your NCID including:
o To request additional access, click the "Make a Process Request” button
o To see the status of previous requests, open the "Request Status” area
o Ifyou are an approver, the "Task MNotifications” area shows tasks awaiting your action
o You may need to click "Refresh” in the areas mentioned above to see the most current information.
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Remove My Account

Thank you for using the NCID System

Change Your Password

_b Change Password

- This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Manage Your Challenge Questions

Manage Challenge Questions
- This link will open a new window in which you may modify your challenge questions and responses.

Click on “Change Password” Link Screen

2. The “Change Password” screen is displayed and prompts you to enter a password in the “New Password” field.

Note: The screen indicates whether the password complies with the State’s password policy. Notice that as you type the

password, each requirement listed on the screen turns from red to green and the screen displays either Vior ® to
indicate whether the password has met each policy requirement.
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Change Password

Please enter your new password in the form below.

Your password must conform to the following policy:

annot contain more than 3 ch s in consecutive & sequential order.
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Change Password” Screen

3. Type the password again in the “Re-enter New Password” field.
4. Click on Change Password.

Note: A message will alert you that you cannot change your password if you try to change it before the minimum
password age has expired.

5. The “NCID Logout” screen is displayed. A message informs you that your security credentials have been successfully
updated and asks you to wait a few seconds while your password is synchronized across the applications that you are
permitted to access.
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NCID Logout

You have successfully updated your security credentials. Please wait a few
seconds while we synchronize your password, and then click the on the
Continue link below to login again.
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NCID Logout” Screen — Password Synchronization in Progress



6. The Continue link appears when the password synchronization is complete. Click on the link to log in to NCID again.

Note: You will also receive an email message to notify you that your password has been successfully changed.
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NCID Logout

You have successfully updated your security credentials. Please wait a few
seconds while we synchronize your password, and then click the on the
Continue link below to login again.

Continue
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NCID Logout” Screen — Click “Continue” to Login



Using the “Forgot Your Password” option

You can reset your password if you have forgotten it by using the “Forgot Your Password” link is featured on the “NCID
Login” screen. You will need to provide your user ID and answer three of your challenge questions so that the system
can confirm you are an account holder.

Important: This feature will be unavailable to you if:
e Your account is locked. If you attempt to change the password, a message displays to advise you to reset it after
one hour, or to contact your administrator or the Service Desk for immediate assistance.

e You have recently changed your password. State and local government employees must use their password for
15 days before it can be changed.

To use the “Forgot Your Password” feature:
1. Go to https://ncidp.nc.gov . On the “NCID Login” screen, type your user ID in the “User ID” field. This information
must be entered before you can proceed to the next step. The system cannot reset your password without a valid user
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NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access conirol to real-time
resources.
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Enter “User ID” and Click “Forgot Your Password”

2. Click on the Forgot Your Password link.

3. The “Forgotten Password” screen is displayed. Your user ID should appear in the “User ID” field. If it is not displayed,
type it in the field.
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Forgotten Password

[f you have forgot your password or are having trouble accessing your account, please enter your Username in the form below.

UserID |

| Get Questions I
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4. Click on Get Questions to display the “Forgotten Password — Challenge Questions” screen.

5. Answer the three (3) challenge questions presented on the screen. The answers are not case-sensitive; however, the
answer must include every character (including punctuation) that you specified when you set up your challenge
qguestions. (They are randomly selected from the five (5) questions you selected.)
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Forgotten Password

In order to confirm your identity you must correctly answer the questions below; These questions have been configured previously by you.
when you setup your password self service. (Answers are not case sensitive)

In which city or town was your first job? fi

What was the name of your first pet? |

What is your mother's maiden name? |

Login
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6. Click on Login.

Note: A message will display if you failed to correctly answer any of your challenge questions. Your account will lock
after three (3) failed attempts; however, you may try to log in again after one hour, or you may request that your
account be unlocked sooner by your administrator or the Service Desk.

7. The “Change Password” screen is displayed, and prompts you to enter a password in the “New Password” field. The
screen indicates whether the password complies with the State s password policy. Notice that as you type the
password, each requirement listed on the screen turns from red to green and the screen displays either Vior ® to
indicate whether the password has met each policy requirement.

Note: NCID passwords are case-sensitive, and must be entered exactly as they were originally entered.
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Change Password

Please enter your new password in the form below.

Your password must conform to the following pelicy:

ds cannot contain mare than 3 characters in consecutive & sequentisl order.
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8. Retype the password in the “Re-Enter New Password” field.

9. Click on Change Password to display the “NCID Logout” screen. The message indicates that you have successfully
updated your security credentials and asks you to wait a few seconds while your password is synchronized across the
applications that you are permitted to access.
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NCID Logout

You have successfully updated your security credentials. Please wait a few
seconds while we synchronize your password, and then click the on the
Continue link below to login again.

Pasmword synchronization in progress, please wait....l I I I I I I I
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“NCID Logout™ Screen - Password Synchronization in Progress

10. The Continue link appears when the password synchronization is complete. Click on the link to log in to NCID again.
Note: You will also receive an email message to notify you that your password has been successfully changed.
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NCID Logout

You have successfully updated your security credentials. Please wait a few
seconds while we synchronize your password, and then click the on the
Continue link below to login again.

Continue

TSN NN NSNSV IITIINTITITINT VTSI NVVVI NS
“NCID Logout™ Screen - Click “Continue” to Login

Important information for State and Local Government Users If you connect to NCID
applications via a mobile device (e.g.: if you connect to Exchange to access email via a mobile
phone or PDA) you must also change the password on each device. If the password is not
changed, you will be unable to log in. Note that your NCID account will lock after 3 failed login
attempts.



Frequently Asked Questions (FAQs)

1) What is the expiration date on passwords?
The password expiration policy is 90 days for state and local government employees.

2) When a password is reset by a DA or the Service Desk, how many days does a user have to change the temporary
password before it expires?

A user can change the temporary password from the time it was created up to 90 days. If a user does not log
in, the account will deactivate after 90 days of non-use.

3) Will users be permitted to log in to other applications (i.e.; BEACON, Exchange) using a temporary password?

No, the temporary password is a "one time use password"; therefore, users must first log in to NCID and reset
their password before proceeding to other applications.

4) Are there any 'special characters' that cannot be used in passwords?

Yes, the following characters may not be used: Forward Slash (/), Backward Slash (\), Double Quotation ("),
Single Quotation ('), Reverse Quotation (°) and Plus (+). Additionally, a password cannot contain spaces.

5) Will users be able to see the number of days remaining before they need to change their password, or will they able
to see the date the password needs to be changed?

A user can see their password expiration date on their profile. The user's DA will be able to see when the
password was last changed and when it's due to expire on the "Update Employee Account" screen.

6) Although temporary passwords should follow password policies, does anything prevent DA's from using the same
temporary password for every account?

No, the system allows the administrator to reuse the password each time he/she performs a password reset.
From a security point of view, it is good practice to use different passwords each time a reset is performed.

7) Is one-time password considered a security risk if the DA is consistently utilizing same password?
Yes, but needs to be addressed by agency policies.
8) Have password strength rules been considered?

Yes, they are the same as what we currently have; however, there is one difference: passwords are case-
sensitive, and they must be entered exactly as they were originally entered.

9) Are passwords case-sensitive?
Yes, NCID enforces case sensitivity.

10) Once a user resets the password, if they forget it, is there a time period when they can use the "Forgot Password"
link again?

Yes, federal regulations require a 15 day period for a user to change their password; however, they can
contact the AGR help desk to reset it before the minimum age requirement expires.



11) Will passwords reset after 1 hour?

No, an account will be unlocked after one hour, and the user will need to log in to NCID.
12) How will color-blind users distinguish between red and green password rules?

The screen displays "Passed" and "Failed" next to each rule.

13) Will there be a way to verify if a user with an expired account was sent an email requesting them to change their
password? A majority of users don't seem to get the 10-day warning message.

The password expiration warning email message is a convenience feature, not a guarantee. There is no way
for NCID to check if emails are received and the email may go to spam or junk folders, etc. Most Model 2 and
web service applications do not display warning messages about upcoming password expiration, but a
warning message is displayed for users who log in to NCID directly or a Model 1 application. Note that
password expiration dates are included in the report, so DA's could extract this information to implement their
own warning process.

14) Can users change their password before it expires?

Yes, a user can change their password via the "Change Password" link displayed on the "Identity Self-Service"
tab. Please be advised that the minimum password expiration policy requires state and local government
employees to use their password for 15 days until it can be changed.

15) Regarding the NCID password policy, what is the difference between not containing 3 or more character sequences
and not using a character 3 or more times consecutively?

The following are examples of 3 characters sequences: 123, abc, ABC. Therefore, password123 would not be
permitted due to the '123' sequence. The following password is acceptable: password12.

The following are examples of using a character 3 or more times consecutively: 111, aaa, AAA, ***. Therefore,
password111, would not be permitted due to '1' being used more than three consecutive times. The following
password is acceptable: password11.

16) If a staff member is on medical leave for more than 15 days, will the user's password expire because the user has not
logged into NCID?

The password expiration policy is 90 days so the user will be able to log into NCID if it's within 90 days.
17) Is it correct that a temporary password is no longer auto-generated upon resetting a password in NCID?

Yes, that is correct. The administrator will need to enter a temporary password.
18) Will NCID passwords and NCMail passwords sync for the same expiration date?

No.
19) Is the Password Synchronization feature available to all NCID users, or only to Delegated Administrators?

The Password Synchronization feature is available to all NCID users via the link on the "Identity Self-Service"
tab.



20) How long does it take for an account to synchronize between NCID and Beacon?

Approximately 5 minutes.



