How to create an electronic signature in Adobe Reader:

Step 1: Click on the pen icon and select Sign Document or select from the menu Document, Sign,
Sign Document.

Select choice shown below the hit Next:

Add Digital ID 3

#dd or create a digital ID ko sign and encrypt documents, The certificate that comes with your
digital ID is sent ko others so that they can verify your signature,

") Browse for an existing digital ID file
") Configure a roaming ID for use on this computer
(%) Create a self-signed digital ID for use with Acrobat

") Look for newly inserted hardware tokens

Cance|




Step 2: If you wish to NOT use a password each time you sign a document and have the signature
security based on your Windows login, select the option below then hit Next (see Step 5 below if
you wish to use a password each time you sign a document):

-,

Add Digital ID 3

Where would wou like to skore your self-signed digital 107
) New PKCS#12Z digital ID file

Creates a new password protected digital ID file that uses the standard PKCS#12 Format, This
commmon digikal ID file Format is supported by mosk security software applications, including
major web browsers, PKCS#12 files have a .pfx or .plZ file extension,

(%) 3indows Certificate Store!

Your digital ID will be stored in the Windows Certificate Store where it will also be available ko
ather Windows applications, The digital ID will be protected by wour Windows login,

P e




Step 3: The following box will appear on your screen.

Add Digital ID

Mame {e.g. John Smith)

COrganizational Unit

|
|
Organization Marne: |
-

Email Address

Enter wour identity information ko be used when generating the self-signed certificate.

Counkry R.egion; ! U5 - UMITED STATES

[ ]Enable Unicode Suppart

ke Alaorithm: | 1024-hit R5A

Idse digital ID for: | Digital Signatures and Daka Encryption

Cancel

[ < Back ][_Einish

]




Complete the information to identify yourself in the signature box which will appear on signed
documents, then hit Finish.

-,

Add Digital ID <]

Enter your identity information ko be used when generating the self-signed certificate,

Mame (&.g. John Smikh); iEientE Hinnank

Crganizational Unit: iLINC'-.-'-.-'

Qrganization Mame; iF'.l:-:l:lunts Pavable

Emnail Address: ;hinnantb@uncw.edu|

Counkry/Fegion: ! IJ5 - UMITED STATES |v]

[ ]Enable Unicode Suppart
ke Algorithm: | 1024-bit R34 |v!
se digital ID For: i Digital Signatures and Data Encryplion |v]

=) Com




Step 4: The following image will appear on your screen. Click Sign. You will be required to save
the document.

i =

Sign Document

Digital ID: | Bente Hinnari ;[v]@

Digital Identification

Sign transaction, Encrypt document

Berte Hinnant <hinnantbauncw.edus>
201 4/08/04 10:10:54 -04'00"

Banta Hinnant

Appearance: | Standard Text [V] @

B e n te Digitally signed by Bente Hinnant

DM: en=Bente Hinnant,
o=Accounts Payable, ou=UNCW,
email=hinnantb@uncw.edu, c=US

[ ]
H I n n a nt Diate: 2000.05.04 10:10:54 -04'00"

[Refresh 1Ds ] [ Sign l [ Cancel




Your new digital signature will appear on the document with a date and time stamp.
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i H @v [1 .,I'l ; = ®  100% e EI t:il Eﬁsign' :?Rewew&(:omment' -

Plese: il out the Fallawing Form, You can save data byped inta this Form, i_EJngh\lght Fiells
Contact Phone: Ext: [ MUST reTerence Invoice No. off Fayment | )
Quantity Description of Services Unit Amt Total Amount
0.00
0.00
0.00
0.00
0.00
0.00
TOTAL INVOICE AMOUNT 0.00
UNIVERSITY DEPARTMENT USE ONLY
6-Digit 6- Digit 5-Digit Org Total

All fields t b leted by issuing depart t
el iuer ke caonple YR dsReTmen Banner Fund | Account No.

Issuing Dept:
Dept Contact:

Dept Email:

Dept. Telephone : (910) 962-

Total Due $0.00|
%nte Dighul sigea by St Hmast

D encBente Hinsast, c=Acests
Payabio, LIV,

g,
5

Hinnant =

stow el ceUS
02 1547303 403

Submit to Billing

Budget Authority Billing Manager

Per G.S. 147 -86.22 the State Controller, in conjunction with the Office of the Attorney General, has mandated that all state
agencies establish policies and procedures to govern techni for collection of ts receivable. These technig shall
include use of credit reporting , judicial i i by law, and ini ive setoff by a reduction of an

indi 's tax refund to the Setoff Debt Collection Act, Chapter 105A of the G 1 ‘or a reduction of another
payment, other than payroll, due from the State to a person to reduce or elimii an i that the person owes the
State.




Step 5: Alternatively, if you would like to use a password each time you sign a document, when
you get to Step 2 select the choice shown below:

-~ "t

Add Digital ID 3

Where would vou like to store vour self-signed digital 107

{¥)New PKCS#12 digital ID File:

Creates a new password protected digital ID file that uses the standard PECS#12 Format, This
comran digital ID file Format is supported by mast security saftware applications, including
majar web browsers, PKCS#12 files have a .pfx or .pl2 file extension,

") Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available to
ather Windows applications, The digital 1D will be protected by wour Mindows login,

=) (o




Step 6: After Step 3, the following box will appear.

Add Digital ID

Enter a file location and password For your new digikal ID File, You will need the passwaord when wou
use the digital ID to sign or decrypt documents, You should make a note of the File location so that

wou can copy this file for backup or other purposes, You can later change options For this File using

the Security Settings dialog,

Eile: Marne;

:L,I:I:ings'l,hinnantl:u'l,.ﬁ.pplicatiun Datat Adobelfcrobatyd, 0 Securityt BenteHinnant, pfx | Erowse. ., |

Passwiord;

]

Confirm Passward;

!

< Back ] [ Einish




Type in a password and confirm the password.

NOTE: Make sure you remember this for later use!

-,

Add Digital 1D

Enter a file location and password For your new digikal ID File, You will need the passwaord when wou
use the digital ID to sign or decrypt documents, You should make a note of the File location so that

wou can copy this file for backup or other purposes, You can later change options For this File using

the Security Settings dialog,

Eile: Marne;

]5I:I:ings'l,hinnantl:u'l,.ﬁ.pplicatiun Datat Adobelfcrobatyd, 0 Securityt BenteHinnant, pfx | Erowse. ., |

Passwiord;

j*********

Confirm Passward;

i*********

(e ] Cow




The following box appears requiring your password.

-~

-,

Sign Document

Cigital ID: [Bente Hinnank <hinnantb@uncow, edu = [V]@

Digital Identification

Sign transaction, Encrypt documeant

Berite Hinnant <hinnantbauncw.edus>
2014708704 09:53:57 -04'00"

Benta Hinnant

Password: |

Appearance: | Standard Text [V] @

B e n te Digitally signed by Bente Hinnant

DM: en=Bente Hinnant,

o=Accounts Payable, ou=UNCW,
email=hinnantb@uncw.edu, c=US

[ ]
H I n n a nt Date: 2000.08.04 09:54-38 -04'00"

[Refresh Igs] [ Sign ] [ Cancel ]

Enter your password in the Password box and click Sign. You will be required to save the
document.



Your new digital signature will appear on the document with a date and time stamp.
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Please fill out the following Form. You can save data byped into this Form. = lHigh\igh‘l Fields

WUSTTETENENCE INVOICE NG, ON Faymient
Contact Phone: Ext: | | (]

Quantity Description of Services Unit Amt Total Amount

0.00

0.00
TOTAL INVOICE ANMOUNT 0.00

UNIVERSITY DEPARTMENT USE ONLY

6-Digit 6- Digit 5-Digit Org Total

All fields t b leted by issuing department
Retdeinstlic comae (i Banner Fund | Account No.

Issuing Dept:
Dept Contact:

Dept Email:

Dept. Telephone : (910) 962-

% t Total Due $0.00
nie Dighaly sigend by Sents Hieast

i enBente Hinsast, c=Accvsts
Pujal

ol

Hinnant e
Submit to Billing
Budget Authority Billing Manager
Per G.S. 147 -86.22 the State Controller, in conjunction with the Office of the Attorney General, has mandated that all state
agencies establish policies and procedures to govern i for ion of I ) . These iq shall
include use of credit reporting judicial di ized by law, and ini: ive setoff by a reduction of an
indi 's tax refund p to the Setoff Debt Collection Act, Chapter 105A of the ora ion of another
payment, other than payroll, due from the State to a person to reduce or elimil an 7 that the person owes the
State.




Step 7: In the future to sign a document do one of the following:

-click on the red signature flag as shown on the form below
-select the pen icon and select Sign Document
-select in the menu options Document, Sign, Sign Document.

-_j Externallnvoice-Master-TEST. pdf - Adobe Reader

File Edit Yiew Document Tools Mindow Help

WE]

i @- i [t]i: i®@® [ |- o Q'/Sign' P Reviaw & Commert ~ [

Flease fill out the Following form, You can save data byped into this form.

= lHigh\igh‘l Fields

L |

TOTAL INVOICE AMOU
UNIVERSITY DEPARTMENT USE ONLY

All fields must be completed by issuing department

6-Digit 6- Di
Banner Fund | Accoun

Issuing Dept:
Dept Contact:
Dept Email:

Dept. Telephone : (910) 962-

|Unswgned signature field (Click 1 5|gn)|

Budget Authority

State.

Per G.S. 147 -86.22 the State Controller, in conjunction with the Office of the Attorney General, |
agencies establish policies and procedures to govern techniques for collection of accounts rec
include use of credit reporting bureaus, judicial remedies authorized by law, and administrative
individual’s tax refund pursuant to the Setoff Debt Collection Act, Chapter 105A of the General !
payment, other than payroll, due from the State to a person to reduce or eliminate an accounts

Billing Managet

B50x1100I0 (€ I




Step 8: If you do not need a password to sign, your signature or Digital ID will appear on the PDF
form. If you do require a password then the following box will appear:

- o

Sign Document

Digital ID: [Bente Hinnank <hinnantb@uncow, edu = E.v. @

Digital Identification

Sign transaction, Encrypt document

Bente Hinnant <hinnanthaunos.edus
2014708704 09:52:57 -04'00"

Banta Hinnant

Passwiord:

Appearance: | Standard Text W @

B e n te Digitally signed by Bente Hinnant

OM: en=Bente Hinnant,
o=Accounts Payable, ou=UNCW,
email=hinnantb@uncw.edu, c=US

| |
H I n n a nt Date: 2000.05.04 09:54:38 -04'00°

[Refresh IQS] [ Sign l [ Cancel ]

Enter your password you assigned to your Digital ID in Step 6.



Step 9: If you require a password and have forgotten it, select from the menu Documents and
Security Settings. You will see the box below. Select Add ID from the menu and follow Steps 1,
5 and 6 above to create a new Digital ID with a password.

Security Settings
Digital IDs ¥ ladd o / Usage Options ,? Certiicate Details (=9 Export % Refresh ] Remove D
Directory Servers
: Mame Issuer Storage Mechanism ~ Ex
HI=BtanpSersars Bente Hinnant <hinnantb@uncw.edu>=  Bente Hinnant <hinnantbi@uncw.edu=  Digital ID File 201
<] it | | *
e

Bente Hinnant
AP
Issued by: Bente Hinnant
AP
Valid from: 200%/08/04 10:29:41 -04'00"
Valid to: 2014/08/04 10:29:41 -04'00"

Intended usage: Sign transaction, Encrypt document

Step 10: Once you assign a new password and confirm it, you will see the following question:

r o

Acrobat Security

& digital ID File with this name already exists, Would wou like to replace the
.,_fr/ exisking file?

E o ckK { [ iCancel ]

Click OK and this new password will replace the old one that you had forgotten.



Step 11: If you do not require a password and you want to remove a Digital ID, select from the
menu Documents and Security Settings. You will see the box below.

Security Settings
Digital IDs ar . l? » ) 3 -~
| A (D /Usage Options L Cerificate Details HExpor‘t w Refresh jﬂ Remaove IO

Directary Servers

: MNare Issuer Storage Mecharnism 3 Ex|

ML= i R Bente Hinnant <hinnantb@uncw.edu>  Bente Hinnant <hinnantb@uncw.edu>  Digital ID File Z01

£ : i | [»

=

Bente Hinnant
AP
Issued by: Bente Hinnant
AT
Valid from: 2009/08/04 10:29:41 -04'00"
Valid to: 2014/08/04 10:2%41 -04'00'

Intended usage: 3ign transaction, Encrypt decument

Select Remove ID from the menu. You will see the following question:

= Sy

Acrobat Security

9 The selected digital ID will be permanently removed,

.“_ﬁ
If the digital IDis the anly one remaining ina digital I0 file then the File will be
deleted.

Are wou sure wou wank to proceed?

d K | [ Cancel ]

Click OK to remove the Digital ID. If you want to create a new one, you can follow the steps
above for a Digital 1D with a password or without.



