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POLICY 

BALTIMORE CITY 

BOARD OF SCHOOL COMMISSIONERS 

 

INTERNET SAFETY/ACCEPTABLE USE OF TECHNOLOGY 

 

I. Purpose 

 

The purposes of this Internet Safety/Acceptable Use of Technology Policy (AUP)  are to: 

support and inform Users regarding the appropriate use of the Baltimore City Public 

Schools’ (City Schools) Technology System for activities sanctioned by City Schools; 

and ensure the effectiveness, safety, and soundness of City Schools’ Technology System; 

maintain the safety and privacy of individuals. 

 

II. Definitions 

 

 

 

A. Cyber-Bullying – means the use of Technology by an individual or group to 

disseminate language (such as spreading rumors or gossip) or images that directly or 

indirectly abuses, alarms, annoys, embarrasses, harasses, harms, threatens, or torments 

another or others. 

 

B. Filtering – is a means of restricting or limiting access to certain data, information, and 

Internet web sites. 

 

C. Removable Media – means any electronic device or equipment that can be detached 

from  a computer or communications device or equipment, and it includes, but is not 

limited to, cellular phones, memory sticks, flash drives, portable media players, DVDs, 

CDs, Personal Data Assistants (PDAs), Wi-Fi, Bluetooth,  and other, similar devices 

or equipment. 

 

D. Sensitive Data or Personally Identifiable Information (PII) – is any information that, 

alone or in combination, would make it possible to identify an individual with 

reasonable certainty. PII includes, but is not limited to: the personal, health-related, 

financial, and other confidential and/or personal data of administrators, employees or 

students; federally protected data and information such as data and information 

protected by the Family Educational Records Privacy Act 34 CFR §99) (FERPA) and 

the Health Insurance Portability and Accountability Act of 1996 (45 CFR Part 160 and 

Part 164, Subparts A and E, Code of Maryland Regulations §13A.08 (HIPAA); state 

protected data and information; passwords; and other data and information considered 

confidential by City Schools. 
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1. Examples of sensitive PII data include, but are not limited to: 

• Social Security number, full and truncated; 

• Driver's license and other government identification numbers; 

• Citizenship, legal status, gender, race/ethnicity; 

• Birth date, place of birth; 

• Home and personal cell telephone numbers; 

• Personal email address, mailing and home address; 

• Religious preference; 

• Spouse information, marital status, child information, emergency contact 

information; 

• Biometrics; 

• Financial information, medical information, disability information; and 

• Law enforcement information, employment information, educational 

information;  

 

2. Examples of non-sensitive PII data include, but are not limited to: 

• Office/school location; 

• Office/school telephone number; 

• Office/school email address; and 

• Other information that may be disclosed to the public. 

 

 

E. Technology - refers to any electronic device, equipment, or instrument that uses, 

manages, carries, or supports audio and/or video media, including, but not limited to, 

radio, television, cable, microwave, telephone, computer systems, PDAs, Smart 

Phones, networks, Removable Media, and fax machines. 

 

F. Technology System – means the entirety of City Schools’ data infrastructure, including, 

but not limited to, communications equipment, computers, hardware, networks, 

software, terminals, wiring, and other, similar devices and equipment. 

 

G. User – Refers to City Schools employees, including school and teaching staff, guests, 

consultants, administrative staff located in headquarters and satellite offices, as well  

as  affiliated  agents  (including vendors,  contractors,  partners,  and  other  entities or 
individuals working with or on behalf of City Schools), and students enrolled in City Schools 

Pre-K through 12 or alternative learning programs and services. 
 

 

III. Policy Standards 

 

A. Compliance 

 

1. Electronic student and personnel records will be kept confidential and secure in 

accordance with the Family Educational Rights and Privacy Act (FERPA). 

 

2. All Technology used with students for activities sanctioned by City Schools will be 

authorized before use. 
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3. City Schools’ Technology and Technology System are accessible for instructional use 

and activities sanctioned by City Schools consistent with current student and employee 

roles and instructional requirements. 

 

4. All City Schools Technology will comply with licensing and fair use agreements and 

applicable policies. Individuals will abide by the Terms of Service and privacy policy. 

 

5. All authorized Technology will comply with the federal law, the Children’s Online 

Privacy and Protection Act (COPPA) and the Annotated Code of Maryland, Education 

Article, §4-131, Student Data Privacy Act of 2015. 

 

6. In order to comply with the Children’s Internet Protection Act (CIPA), City Schools 

will employ Filtering that attempts to prevent students from being exposed to abusive, 

libelous, obscene, offensive, profane, threatening, sexually explicit, pornographic, 

illegal, or other inappropriate material that is harmful to minors. 

 

7. In order to comply with federal and state laws, including the Protecting Children in the 

21st Century Act and Grace’s Law, City Schools staff will provide ongoing instruction 

to students concerning responsible, appropriate, and civil online behavior. 

 

8. In conformance with the Maryland User Name and Password Privacy Protection and 

Exclusion Act, City Schools’ staff is prohibited from requesting or requiring an 

employee or applicant for employment to disclose any account credentials used for 

accessing a personal social media account or service. 

  

B. Conduct and Use 

The Board’s technology is to be used for City Schools-related business in accordance 

with EGD-RA and EGD-RB. 

1. Users must respect the privacy of others. When using e-mail, chat rooms, blogs or 

other forms of Technology, Users must not reveal PII, defined in Section II, D.. In 

addition, school employees must not disclose on the Internet or on school system 

websites or web pages any personally identifiable information concerning students 

(including without limitation names, addresses, or photographs) who have elected 

to opt out of such publication through the districts opt out process. The City 

Schools’ opt out form can be found on City Schools’ website. 

2. Any security vulnerability (such as, for example and not limited to, a phishing or 

spam attack) identified by a User on Technology that is a part of the City Schools’ 

Technology System must be immediately reported to the City Schools’ Information 

Technology service support desk at the published customer care number or email 

address listed in the District Office directory on City Schools’ website. Users must 

not open, download or demonstrate the vulnerability to other Users. 

 
C. Prohibited Uses of Technology 

 

Users are prohibited from using the City Schools’ Technology and Technology System for 

any one or more of the following purposes: 



EGD 
 
 

 

 

Page 4 of 6  

 

1. To engage in activities that do not support student learning, instruction, or 

support processes; 

 

2. Transmitting or reproducing materials that are libelous, slanderous or 

defamatory or otherwise violate applicable laws and regulations; 

 

3. Using Technology for Cyber- Bullying; 

 

4. Mass-mailing for a purpose unrelated to City Schools (including, without 

limitation,  spamming, flooding, or bombing); 

 

5. Misappropriating or inappropriately disguising the identity of a User in an 

electronic communication; 

 

6. Displaying, communicating or downloading inappropriate content such as 

hateful, pornographic, obscene, lewd, racist, or sexually explicit images, text, or 

audio; 

 

7. Connecting unauthorized Technology to any part of the City Schools’  Technology 

System; 

 

8. Deliberately or carelessly performing an act that will, or is calculated to, 

interfere with the operation of City Schools’ Technology System. 

 

D. Violating Copyright Laws and Software Protection 

 

Users are prohibited from violating laws enacted, and regulations promulgated, to 

protect copyrighted, patented, and trademarked equipment, devices, data, information, 

and material, including, without limitation, the following prohibitions: 

1. Users shall not violate the terms and/or conditions of applicable software licensing 

agreements or copyright, patent, or trademark laws and regulations; 

 

2. Users shall not attempt to monitor or tamper with another User’s electronic 

communications, including without limitation reading, copying, altering or 

deleting another User’s files or software, without the prior, explicit agreement 

of the owner of such electronic communications; 

 

3. Users are prohibited from unauthorized attempts to circumvent data 

protections,  uncover security loopholes, and/or decrypt secure data; 

 

4. Users shall not deliberately or carelessly install or run a computer program 

intended to damage or place an excessive burden on the City Schools’ 

Technology System, including, but not limited to, programs known as 

computer viruses such as “Trojan Horses”, and “worms”. 

 

E. Electronic Surveillance and Technology Reviews 

 

1. Random electronic surveillance may be used to detect when a User accesses 
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prohibited Internet web sites and monitor Internet access for use that is not work-

related. Each User’s agreement to such surveillance shall be a condition of User’s 

use of City Schools’ Technology System. 

 

2. All files, documents, and/or messages generated on or maintained in the 

Technology System, including back-up copies, are considered to be the property of 

the Board and, subject to prior consultation with the Office of Legal Counsel, may 

be subject to review at the discretion of City Schools’ management or their 

designee(s). Agreement to such review shall be a condition of each User’s use of 

City Schools’ Technology System. 

 

F. Filtering 

 

1. City Schools utilizes Filtering to ensure that Users have access to appropriate 

content only. Filtering prevents Users from visiting Internet web sites that are 

considered inappropriate because, among other reasons, they have no value for 

implementing City Schools’ curriculum or managing City Schools. 

 

2. Users of the Technology System owned and monitored by the Board and City 

Schools do not have a right to privacy in such use. The surrender by User of his or 

her privacy rights or privileges is a condition of each User’s use of the City Schools’ 

Technology System. 

 

G. Compliance with this AUP is mandatory. In exchange for access to City Schools’ 

Technology System, Users shall employ these resources in a responsible, ethical, and 

legal manner. The abuse or misuse of City Schools’ Technology System is grounds for 

discipline, which discipline may include: the temporary or permanent termination of a 

User’s privileges to use the City Schools’ Technology System; the suspension or 

expulsion of students; the suspension or termination of City School employees; the 

termination of a contract with a consultant or vendor to City Schools; or the disbarment 

of a contractor or vendor to City Schools. 

 

 

H. Limitations 

 

1. The Board’s liability for User’s use of its Technology System is limited. 

 

2. The Board shall not be liable for information retrieved through City Schools’ 

computers, networks or online resources unless done while in compliance with this 

AUP policy. 

3. City Schools uses Filtering to limit student Internet access; however, these limits 

do not provide a foolproof means for enforcing the provisions of applicable laws, 

regulations, and policies. 

 

4. Users are prohibited from access to the Internet and email for: advertising, 

promotional, and/or commercial purposes; religious activities; and any non- 

governmental related fundraising or public relations activities, such as solicitation 

for religious purposes, lobbying for political purposes, or soliciting votes. The 



EGD 
 
 

 

 

Page 6 of 6  

Board does not condone and is not responsible for these and any activities in which 

Users might engage that are in violation of this AUP. 

 

IV. Implementation Strategies 

 

The Chief Executive Officer’s administrative regulations shall contain procedures 

regarding: access to technology; Filtering; penalties for violations of this AUP; and the 

recordation of Users’ acknowledgment and acceptance of this AUP. 

 

V. Legal and Policy References 

A. Legal Authority  

 
 Children’s Online Privacy Protection Act of 1998 (COPPA), 15 U.S.C. §6501 

 Electronic Communications Privacy Act, 18 U.S.C. §§2701-2711 

 Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. §1232(g) 

Protecting Children in the 21st Century Act, 47 C.F.R. §§54.520(c)(1)(i) and 

54.520(c)(2)(i) 

Section 504 of the Rehabilitation Act of 1973, 20 U.S.C. §794(d) 

Title XVII, Children’s Internet Protection Act (CIPA), 47 U.S.C. §254(h) 

Md. Code Ann., Crim. Law Art. §3-805 (Gracie’s Law) 

Student Data Privacy Act of 2015, Md. Code Ann., Educ. Art. §4-131 

Md. Code Ann., Educ. Art. §7-308 (Searches of students and schools) 

Md. Code Ann., Lab. and Emp. Art. §3-712 (User Name and Password Privacy 

Protection and Exclusions) 

 

B. Policy References 

 

Related Board Policies: GBEBB, JICK 

Replaces Board Rule: 812 

 

C. Administrative Regulation References 

 

EGD-RA; EGD-RB; GBEBB-RA; JICK-RA 

 

Sponsoring Officer: Chief Technology Officer 

 
Policy History: New Policy, adopted December 13, 2011; revised May 8, 2018 

 


