How to Open an Email Encrypted by Cisco’s Registered Envelope Service

If you receive an email with a subject that starts with [Send Secure], then the email has been encrypted
by Cisco’s Registered Envelope Service (CRES) and you will have to authenticate yourself before the

message can be viewed.
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Mail N - Archive = Reportspam @ Delete Move to ~ | Labels ~ More actions ~

Contacts | <Sender@domain.com> [Send Secure] Demonstrating the Encrypted Email System -

Tasks ™) <Sender@domain.com> » [Send Secure] Test secure send - You have received a secure message

Compose mail [ <Sender@domain.com> » [Send Secure] TEST - You have received a secure message Read your §

When you open the email you will receive the following message with an attachment. It explains that
you have received a secure encrypted email and to access it you will need to follow the instructions in
the attachment to view the encrypted email. To view the instructions, you will need to either view or
download and open this attachment, depending on the mail client (Hotmail, Gmail, Yahoo!, etc.) that
you are using.

£ to Inbox Archive | Report spam ) Move to ~ | Labels ~ More actions -

[Send Secure] Demonstrating the Encrypted Email System

Inbox | X
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You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You wil be prompted to
open (view) the file or save (download) it to your computer. For best results, save the file first, then open it
in @ Web browser. To access from a mobile device, forward this message to mobile @res. dsco.com to receive
a mobile login URL.

If you have concerns about the validity of this message, contact the sender directly.

First time users - wil need to register after opening the attachment. For more information, dick the
following Help link.

Help - https: {ires dsco. com/websafe help?topic=RegEnvelope

About Cisco Registered Email Service - hittps: /[res.dsco.comwebsafe fabout

& securedoc.html Attachment containing instructions
648K View Download to access the encrypted email.
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When you view or open the attachment, you will get the following message:

Preparing envelope:

]

You will then see the image below. If you are already registered with CRES, you simply need to choose
your email address from the menu in the “To:” field, enter your password, and click the “Open” button
to view the message. If you have not registered with CRES, please follow the instructions titled “How
to Register for CRES” to set up your account.
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@Help
From: < sender@domain.com =
To: recipient@domain.com + Personal Security Phrase
Subject [Send Secure] Demonstrating the Encrypted Email  Your personal phrase is
" System not enabled on this
Password: computer,
Forgot password? More info

Enter your password and click Open. If the Open
button does not appear, forward the original email to Click here to open the
S

H email or start the
mobile/@res.cisco.com . Open : ;
registration process.

New users, select vour email address and click Open

to create an account.
My address is not listed
Submit your password above to open your message online.
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Once you have entered your password and clicked “Open”, the email will be displayed. From this screen
you can view the email, open or download any attachments, and reply to or forward the message.
When you are finished, you can click the “Forget me on this computer” link in the top right corner to log
out and remove any saved log in information from the PC.

Help | Forget me on this computer
@ Click here to log out ence you are finished viewing the email.

Secured Message
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From: sender@domain.com

To: recipient@domain.com

Date: March 17, 2011 10:13:07 PM GMT

Subject: [Send Secure] Demonstrating the Encrypted Email System
Attachments: Customize Safelist-Blocklist.docx

This is a demonstration of IronPort’s encrypted email system.

The University of Texas at El Paso
500 W. University Ave.
El Paso, Texas 79968-0706

NOTICE: This e-mail transmission contains information which may be confidential and/or privileged. This information is intended for use only by the addressee indicated above. If you are not the intended
recipient, please be advised that any disclosure, copying, distribution, or use of the contents of this information is strictly prohibited, and that any misdirected or improperly received information must be
returned to this department immediately. Your cooperation in notifying me of erroneous receipt is requested.
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