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| Overview

Welcome to smarshEncrypt secure messaging platform. This service was designed to help firms exchange sensitive
electronic information and collaborate with their colleagues and business contacts in a secure and encrypted

environment.

The purpose of this guide is to provide an overview of the smarshEncrypt service. It will demonstrate how to create a

smarshEncrypt account, review secure messages, and reply to secure messages.
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How to Use smarshEncrypt

When someone sends you a secure email, you will receive an email notification with the subject, “You Have a New

Secure Message from ‘the email address of the sender’ (ID: 012345)” (as shown in Figure 1.1).

Figure 1.1

Gmail ~ - = More ~ 1-20f2 Q-

Inbox (2)

You Have a New Secure Message from (ID: 2335104) - Des gmal.com, has sent you a secure message using smarshEncrypt = 10:46 am
Stamed
Sent Mall \ You will receive an email notification from
Draite

the person who sent you a secure message.

More~

Upon opening the email notification, you will find a link which will provide direct access to the smarshEncrypt web
portal (as shown in Figure 1.2).

If this is your first time receiving a secure message through smarshEncrypt, a one time registration will be

required.
Figure 1.2
‘You Have a New Secure Message from (ID: 2335104) inbox = &
<smarshEncrypt@smarsh. com> = 10:45 AM (16 minutes ago) - -
to me [~
(O smarsh
Dear. @gmail.com,

has sent you a secure message using smarshEncrypt at 2/13/2015 10:47:00 AM (EST).
This message has been delivered through the smarshEncrypt system
To view the message you need to sign in to the secure smarshEncrypt website by either clicking the link below or pasting it into your browser. Signing in is fast, easy and free.

View Your Secure Message Here:

@gmail.com |

(Access Code: 6796)

Why did you get this notice? sent you an email containing sensitive information that requires a higher level of"™egurity and encryption than regular email can provide.

Learn more about Smarsh Archiving and Com) uite of products at www.smarsh.com. Click the link to access the smarshEncrypt web

portal and review your secure email.

Thank you for using the smarshEncrypt system.

Sincerely,

If this is your first time receiving a secure message
through smarshEncrypt, you will be required to
complete a one time registration.

smarshEncrypt

PLEASE DO NOT REPLY TO THIS MESSAGE
This netification is automatically generated.
Make note of your Access Code for account

creation.

Notification ID: 2335104
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First time users will automatically be brought to the Create a New Account page.

1. The Email Address and Access Code should already be populated. If not, use the Access Code found in the
original email notification.

2. Enter the other required fields of information.

3. Click the Create User Account button. Please refer to Figure 1.3.

Figure 1.3

Create a New Account

1. Verify Email Address @ 2. Create Account 3. Finish

FPlease enter your information to create a new user account.

All fields are required. 1. Email Address and Access

Code should already be

Email Address: @gmail.com / populated.
Access Code: Enter the Access Code you received via
emai,

! do not have an Access Code, please

send me a new one.

2. Complete the required
FirstName: | Smarsh fields (First Name through
Verify Password).
LastMame: | Training /
Username: @amail.com username available
Pascword: | sssssssss Fazsword must be at ieast 8 characters
long and contain & mixture of letters and
Verify Password: | sesssssas numbers.

Create User Account ? 3. Click Create User
Account.

‘2 Back to Login Form |
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If you have previously registered for smarshEncrypt, you will be brought to the smarshEncrypt login page where you
can enter your smarshEncrypt Username and Password. Then, click Login (as shown in Figure 1.4).

Figure 1.4

Enter existing smarshEncrypt
account information.

(9smarsh.

@gmail.com

Login

Forgot your password?

Copynght & 2001-2015 Smarsh, Inc. All nghts reserved.

Then, click Login.
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You will be welcomed with an overview of smarshEncrypt. This welcome information will appear each time you login,
unless you opt to no longer display the information. Click Continue to Secure Messages (as shown in Figure 1.5).

Figure 1.5

ﬁsmarshEncrypt " Secure Messages Verify Email Address Change Password Logout

Welcome to smarshEncrypt!

Welcome to the smarshEncrypt secure messaging platform! This service was designed to help you exchange sensitive electronic information and collaborate with your colleagues and
business contacts in a secure and encrypted environment. Now that you have registered your account with Smarsh, you will be able to send® and receive messages and files with a

demonstrated commitment to data security

How smarshEncrypt works

e w0, bz S

Subscribed* users compose th::j;ﬁasgniziﬁsszzlﬁcy If the message meets the encryption policy, The message is either in the recipients' normal inbox or

and send messages using engine. Delivery is the recipient receives the message via awaiting pickup on the smarshEncrypt web console. Recipients

their regular email client, or determined by client secured transmission or a notification to may reply and attach documents, and if are a smarshEncrypt
via smarshEncrypt. pollcies. refrieve the message on this web console. subscriber* they can compose their own encrypied messages.

How to use smarshEncrypt

Reply or Compose™ a new message
+ Ifyou received a smarshEncrypt notification your new message will be in the Inbox as "Unread". Select the message and choose "reply” from the actions bar.

« Ifyou are a smarshEncrypt subscriber* you will also be able to compose new messages by clicking on "Compose Message" from the main tool bar above the message list.

« The recipient will receive a standard email notifying him/her of a secure message with instructions on how to access it. The recipient will easily and quickly set up a free,
password protected account to gain access to the smarshEncrypt secure messaging platform.

« After the recipient has registered his/her account with Smarsh, he/she will have access to the password-protected smarshEncrypt platform and will be able to read and reply to

2. Click Continue to Secure

Viewing Messages
« Click on any message to open the message details pane. Messages.
« Action links allow you to reply to any message in the details view.
« If a message is part of an ongoing conversation, then a summary list will appear to the left of the message details. Click any message in the summary to view that message.

« Click the Message History tab to view all the actions you have taken on any message.

your secure communication.

1. Elect to opt-out of viewing > -Display this message at next log in | /& Continue to Secure Messages||

the welcome information.
*All users may reply to messages; however the abiiity to compose and send new messages to a recipient of your choice is for paying subscribers. To learn more about the smarshEncrypt platiorm please visit: hitp:/iwww smarsh comiemail-
encryption-dip

By default, you will be brought to your Inbox and any “Unread”, or new, messages will be listed. Similar to other email

services, you can click on the message and it will open for your review. Please refer to Figure 1.6.

Figure 1.6

(’ @ Secure Messages Verify Email Address Change Password

Secure Messages

Logout

Filter by Email Address: Don't see one of your addresses?

Show: 15 v perpage | View: @ Unread () Read () All | Refresh Results | Email Signatures )
-all- ¥ & Verily New Email Address |

- I R |

(=] 21212015 11:53 AM @smarsh.com @smarsh.com smarshEncrypt Messages
Inbox
Sent liems
GOEIIES [EE Click on a message to open it for review.

Manage Folders
Message 10f 1 | Page 10f 1

Click on a message to view the details here
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The message will open in the lower half of the webpage for your review. In addition to reviewing the message, you
will be able to:
[ Reply to the sender.

[ Reply to everyone who was originally listed on the email.

[11f you are a subscriber to the smarshEncrypt service, you will also be able to Compose new secure emails.
Please refer to Figure 1.7.

Figure 1.7

Logout

g [l Secure Messages

Change Password

Verify Email Address

Secure Messages

Filter by Email Address: Don't see one of your addresses?
Show: 15 v perpage | View: (& Unread () Read _ All | Refresh Results | Email Signatures
-all- v £ Verify New Email Address |
- I T T R
0O © 2/12/2015 11:53 AM .com " com smarshEncrypt Messages

Inbox.
e You will be able to Reply to the sender, or to
. everyone listed on the original message.

Manage Folders
Message 1 of 1 | Page 1of 1

Reply Reply All rza Print Tl Download Email File

smarshEncrypt Messages 2/12/2015 11:53 AMET
Sender: @smarsh.com
To: @smarsh.com

Rl Message History

Did you receive this?

*Subscribers to the smarshEncrypt service will
also be able to Compose secure messages.
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After you reply to a message, a Conversation Summary will be listed on the left side of the message details. Here,
you will be able to click on any message within the summary for review. Also, the Message History tab will display all
actions you have taken on a message. Please refer to Figure 1.8.

Figure 1.8

Verify Email Address ~ Change Password

G Ol Secure Messages

Secure Messages

Filter by Email Address: Don't see one of your addresses?
Show: 13 v perpage | View: «® Unread « Read  All | Refresh Results | Email Signatures
-all- ¥ | 5 Verify New Ema\lAddrassl
B - (oo o oo Jrecpenen e
O (' 2/12/2015 11:53 AM | com .com smarshEncrypt Messages
Inbox
Sent ltems Conversation Summary allows you to review the
Archived ltems entire conversation thread.
Manage Folders
Message 1 of 1 | Page 1 of 1
Conversation Summary (click msg fo view) Reply Reply All You repiied fo this message on 2/19/2015 317 PMET (5a Print  J1 Download Email File
2019/2015 3:17 PMET - - | smarshEncrypt Messages 2/12/2015 11:53 AMET
RE: smarshEncrypt Messages Sender: @smarsh.com
/1212015 1153 AMET - - |Te: @smarsh.com

smarshEncrypt Messages

2 | Message History

User Action Action Date
/ (= Read 2/19/2015 3:17 PM ET
(4 Replied 2/19/2015 3:17 PM ET
[ Read 2/19/2015 3.00 PM ET

Message History tab shows all
actions on the message.

When you are done reviewing and replying to secure messages, be sure to Logout (as shown in Figure 1.9).

Figure 1.9

(’ a_ Secure Messages Verify Email Address Change Password

Secure Messages

Filter by Email Address: Don't see onff of your addresses?

Show: 15 v perpage | View: ® Unread _ Read | All | Refresh Results | Email Signafures

-all- ¥ 5 Verify NBw Email Address
| I O e =
@ 2/12/2015 11:53 AM @smarsh.com @smarsh.com smarshEncrypt Messages
Inbox
Sent Items When finished reviewing and replying,
Archived liems be sure to click the Logout button.

Manage Folders
Message 10f 1 | Page 10of 1

Click on a message to view the details here
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| Forget Your Password?

If you already have a smarshEncrypt account, but do not remember your password for login, you can:

[1 Recover your information by clicking the link provided in your notification email, or
[ Go directly to https://smarshencrypt.smarsh.com/smarshEncrypt (as shown in Figure 2.1).
Figure 2.1

Thu 2/12/201511:53 AM
smarsh.com:

<smarshEncrypt@:

You Have a New Secure Message from

e femarshcom Click the link to recover your password.

(O smarsh Or, go directly to
https://smarshencrypt.smarsh.com/smarshEncrypt
Dear @smarsh.com,

has sent you a secure message using smarshEncrypt at 2/12/2015 11:53:00 AM
This message has been delivered through the smarshEncrypt system
To view the message you need to sign in to the secure smarshEncrypt e by either clicking the link below or pasting it into your browser. Signing in is fast, easy and free.

View Your Secure Message Here:

https://smarshencrypt.smarsh.com/smarshEncrypt

(Access Code: )

why did you get this notice? sent you an email containing sensitive information that requires a higher level of security and encryption than regular email can provide.
Learn more about Smarsh Archiving and Compliance suite of products at www.smarsh.com

Thank you for using the smarshEncrypt system.

Sincerely,

smarshEncrypt
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You will then be able to follow the on-screen instructions for recovering your Password.

Click the Forgot your password? link to
recover your login information.

(9 smarsh.

‘ Email address ‘

Fargot your password?

Copynght @ 2001-2015 Smarsh, Inc. All nghts reserved.

Note: You need to know your username and
email address to recover your password.
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| Need more help?

Common Support Questions

Once you reach the Archiving Platform Support section, you can find answers to Common Support Questions or
explore the Smarsh Management Console section of the FAQ page to view helpful instructional videos and user
guides.

Submit a Support Case

If you don’t find the answer you are looking for, fill out the Support Case section at www.smarsh.com/support to
submit a case to Smarsh Support. A Support Technician will promptly respond to offer assistance.
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