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custom view of Concur Open. Users can:
e View service status for the services and the data center that are specific to their
company

e Access subscription options for updates about the incidents that impact the services
specific to their company

e View service history for the past two years as well as detailed root cause analysis
information and the actions taken by SAP Concur for specific incidents

NOTE: Personalized Concur Open is available in addition to the generic Concur Open.
Users can continue to access Concur Open.

What the User Sees - Concur Open (Generic View)

Users can access Concur Open two ways:

e Enter the public site directly using https://open.concur.com

e Sign in to SAP Concur and then click Service Status in the lower-left corner
of the SAP Concur screen

You currently have no upcoming trips.

SAP SAP Concur

Travel Policy
G ppoit Last logged in: 04/17/2018 1:39 PM
Service Status (North America) © Copyright 2018 - SAP Concur - All Rights Reserved
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Concur Open appears. In the generic view of Concur Open, the user sees all data
center tabs, the service activity (up to the previous 20 days), and the "service"

legend (bottom of the page).

Concur Open

Service Status Dashboard

Up-to-the-minute service availability and performance information

© Operating Normally @ Outage @) Partial Outage

North America Data Center EMEA Data Center China Data Center

About Concur Open

Log in to Personalized Concur Open

Concur Cloud for Public Sector Thu Dec 19 2019 20:29:32 GMT-0800 (Pacific Standard Time)
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The user can click an icon to review information about service activity.

Concur Open

Service Status Dashboard

Up-to-the-minute service availability and performance information

North America Data Center EMEA Data Center China Data Center

Concur Cloud for Public Sector  Thu Dec 19 2019 20:29:32 GMT-0800 (Pacific Standard Time)

About Concur Open

Log in to Personalized Concur Open

Service Current Status Dec19 Dec18 Dec17 Dec16 Dec15 Dec14 Dec13 Dec12 Deci11 Dec10 Dec9 Deca

Expense v} ) ) ) ) ) ) ) © ) )

Travel o © o (] o o v} h-... () © v} v} o

- . _ |Concur Open™

Request (v Q Q p

Imaging 9 o o Back to Concur Open

Analysis/Intelligence v) (v) (v) i

_— ” o a Partial Outage Issue
Services affected: Travel

Locate (v) (v} ()

Compleat (TMC Services) v} © © OPI-4715756
Started: Dec. 13 4:35 pm GMT-0800

< Ended: Dec. 13 4:42 pm GMT-0800
Operating Normally @ Out | Partial Out Issue Identified and Resolved Dec. 13 5:00 pm GMT-0800
© Operating Normally @ Outage @) Partial Outage For Concur Travel Customers we observed a 90% decrease in travel booking success. Affected users
were able to search travel but were unable to complete the booking process.
The Incident Response Team has identified that the issue was caused by a database code deployment
that was being performed during our rescheduled Monthly Service Update release. We have verified
that service performance is stable and will now resolve this incident. An investigation into the root
cause of this incident will now be conducted, and a root cause analysis report provided when that
investigation is complete.
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What the User Sees - Personalized Concur Open

The user accesses Personalized Concur Open through the generic Concur Open -
either via the public site (https://open.concur.com) or after signing in to SAP Concur.

Signing in is required so the user clicks the Log in to Personalized Concur Open
button.

Concur Open

About Concur Open

Service Status Dashboard []

Up-to-the-minute service availability and performance information

North America Data Center EMEA Data Center China Data Center Concur Cloud for Public Sector Thu Dec 19 2019 20:29:32 GMT-0800 (Pacific Standard Time)

Service Current Status Dec19 Dec18 Dec17 Dec16 Dec15 Dec14 Dec13 Dec12 Dec11 Dec10 Dec9 Deca
Expense ()
Travel 4

Invoice

Sign In to the Personalized View
The personalized view does not require a new username/password. Instead, users
use their existing SAP Concur credentials.

e For customers who do not use SSO, users sign in with their SAP Concur
username and password.

e For customers who do use SSO, users can access the personalized view using
their email address (described below).

When the user clicks the Log in to Personalized Concur Open button, the Sign In
With SAP Concur page appears.

Sign in with SAP Concur

@® Send a link to my email (required for Single Sign-On users)

O Username

By signing in you are authorizing Concur Open to perform the following on
your behalf. Click to expand the list.
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Then, depending on the user's normal sign-in procedure:

¢ Username and password: If the user normally signs in to SAP Concur using
their username and password, then - on this page - the user enters their
username, clicks Username (if necessary), and clicks Continue.

Sign in with SAP Concur

user@company.com

O Send a link to my email (required for Single Sign-On users)

® Username

By signing in you are authorizing Concur Open to perform the following on
your behalf. Click to expand the list.

This page appears.

Sign in with SAP Concur

user@company.com

The user enters their password and clicks Sign In. The user is then directed
to the personalized view.

L Refer to User Remains Signed In for additional information.

e SSO: If the user does not know their SAP Concur sign-in credentials (for
example, the user's company uses SSO to access SAP Concur services), then
- on this page - the user enters their email address, clicks Send a link to
my email, and clicks Continue.
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Sign in with SAP Concur

user@company.com

® Send a link to my email (required for Single Sign-On users)

O Username

By signing in you are authorizing Concur Open to perform the following on

your behalf. Click to expand the list.

SAP Concur compares the email address entered by the user to the email
address in the user's SAP Concur profile. If the email addresses match, then
SAP Concur generates a one-time sign-in token (link) that can be used for
one hour.

[ Refer to SSO - More About Email Addresses in Profile for more detail.

This message appears.

Check your email!

We've sent an email to you with a one-time link that will allow you to sign in

instantly using your SAP Concur credentials.

Remember, the link expires in an hour, so be sure to use it quickly.

An email similar to this is sent to the email address.
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Concur Open wants to access your Concur account.

Hi User,

You requestod a one-time link to connect your Concur account to Concur Open.
To allow access, click the button below. If you do not wish to grant access, please
ignore this emasl

if you did not authorize this application to access Concur, or would ke to view or

manage appications that have access to your account, visit Conneciod Apos in
your Concur Profile Settings.

Sign In With Concur

This link will be active for an hour and can only be used once.

The user clicks Sign In With Concur. The user is then directed to the
personalized view.

NOTE: The one-time link is active for one hour. If the user does not click
the link within an hour of it being generated, then the user must
request another token.

L Refer to User Remains Signed In for additional information.

Once signed in, the personalized Service Status Dashboard page appears.

SAP Personalized Concur Open for <Company name>
Service Status Dashboard

Up-to-the-minute service availability and performance information

Thu Dec 19 2019 20:53:41 GMT-0800 (Pacific Standard Time
North America Data Center ( )
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Request (v) (v) (v) Q (v) (v} Q (v} (v} (v) o ¢
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\—) < >

© Operating Normally @ Outage @) Partial Outage

(View Service Status Histor y)
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On this page, the user can:
o View:

+ Status of SAP Concur services: On this personalized page, the list of
SAP Concur services includes only those that the user's company uses.

+ Service history and incident analysis that applies to their
company: SAP Concur employs existing "targeting" logic to determine the
incidents that apply to the specific company.

e Subscribe to updates
View Service History and Incident Analysis
The user clicks View Service Status History in the lower-left corner of the page to
view the Service Status History Dashboard page. It provides history for the past

two years, showing the type of each incident as well as the associated start/end
time.

SAP Concur SAP
Personalized Concur Open for <Company name>

Service Status History Dashboard

OPI Number Service(s) Type of Incident Started Ended Root Cause Analysis
OPI-4726208 Travel Outage Dec 16 2019, 05:50 pm PT Dec 16 2019, 07:53 pm PT
OPI-4718472 Travel Partial Outage Dec 13 2019, 08:29 pm PT  Dec 13 2019, 08:43 pm PT
OPI-4715756 Travel Partial Outage Dec 13 2019, 04:35 pm PT Dec 13 2019, 04:42 pm PT
OPI-4717471 Expense, Travel, Invoice, Request, Imagl... Partial Outage Dec 13 2019, 12:11 pm PT Dec 13 2019, 04:10 pm PT
OPI-4715770 Expense Partial Outage Dec 12 2019, 01:11 pm PT Dec 12 2019, 01:51 pm PT

The user clicks the link in the Root Cause Analysis column to view the root cause
information for specific incidents.

SAP Concur SAP

SAP Personalized Concur Open for <Company name>

@ Partial Outage Issue
Services affected: Travel
OPI-4715756

Started: Dec. 13 4:35 pm GMT-0800

Ended: Dec. 13 4:42 pm GMT-0800

Issue Identified and Resolved
For Concur Travel Customers we observed a 90% decrease in travel booking success. Affected users were able to search travel but were unable to complete the booking process

The Incident Response Team has identified that the issue was caused by a database code deployment that was being performed during our rescheduled Monthly Service Update release. We have verifled
that service performance is stable and will now resolve this incident. An investigation into the root cause of this incident will now be conducted, and a root cause analysis report provided when that
nvestigation is complete.

Root Cause Analysis [
We observed a decrease of up to 90% for Concur Travel booking transactions, in the North America Data Center. Affected users were able to search travel, but experienced timeouts when attempting to

complete the b 1g Process.

The user clicks Back to SAP Personalized Concur Open to return to the
personalized main page.
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Subscribe to Updates

On the Service Status Dashboard page, the user clicks Subscribe to Updates to
request notifications via email or RSS feed. To subscribe to email notifications, the
user clicks the envelope icon (if necessary) and then enters their email address.

SAP Personalized Concur Open for <Company name>

Service Status Dashboard Subscribe fo Updates
Up-to-the-minute service availability and performance information = “

RSS

. Thu Dec 19 201
North America Data Center

Get emails wh&hever Concur creates or

updates an incident
Service Current Status Dec 19 Dec18 Dec17 Dec16 Dec15 Dec14

user@company.com| x

Expense

Travel

Invoice

The user clicks Continue. This page appears.

SAP Personalized Concur Open for <Company name>

Back to SAP Personalized Concur Open
Subscribe to Email Updates
Select Services

M Expense
M Travel
[ Invoice
[1 Request
M Imaging
[ Analysis/Intelligence
™ Mobile
[ Locate
Select Alert Types
M Issue Identiied @
M Issue Status Update @
M Issue Resolved @
M Issue Identified and Resolved @
[ Intermediate Root Cause Analysis @
M Root Cause Analysis @

The page lists only the services associated with the user's company. The user selects
the desired services and alert type. The user clicks Subscribe. A confirmation
message appears.
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SAP Personalized Concur Open for <Company name>

Back to SAP Personalized Concur Open
Almost there!

Check your email for a link to verify your subscription.

Then you're all set to receive SAP Personalized Concur Open updates.

Check your junk folder if you do not see the email in your inbox.

The user receives a confirmation email.

SAP Concur SAP

This message is to confirm that you've
recently updated your Personalized
Concur Open subscription
preferences.

If you did not make this change, click here and click the "Subscribe to Updates”
button to reset your email preferences.

Let's Run Better Together!
Your SAP Team

User Remains Signed In

All users - regardless of whether they signed in via user name/password or via SSO
email token - automatically remain signed in for 30 days (via a cookie). In that 30-
day period, whether the user enters directly (https://open.concur.com) or they click
Service Status in the lower-left corner of the SAP Concur screen, they are directed
to the generic Concur Open page. When they click Log in to Personalized Concur
Open, users bypass the signin page and go directly to the SAP Personalized
Concur Open page.

If, during the 30-day period, the user wants to sign out, they click Log Out on the
Service Status Dashboard page. (Clearing the cache also terminates the 30-day
period.)

If, during the 30-day period, the customer acquires additional services from SAP
Concur, the user should sign out and sign back in, in order to see the new service
information.
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SSO - More About Email Addresses in Profile

As described above, for SSO users who access Personalized Concur Open via the
email token, SAP Concur authenticates the user by comparing the email address
entered by the user to the email address in the user's SAP Concur profile.

Note the following:

¢ The email address that the user enters:

L4

L4

Must match the email address in the Email 1 field in their SAP Concur
profile; Email 1 must be "verified."

Email Address Verification Status Verify Contact? Actions

Email 1 &) verified Disable Yes &
Verification

Email 2 &) verified Disable No & 0
Verification

Email 3 Mot Verified Werify No & o

Email 4 @ verified Disable No g 0

Verification

Must be unique to that user; it cannot be shared with multiple people or
logins in their company

NOTE: Users can have duplicate (non-unique) email addresses in their
profile but not in the Email 1 field. Email 1 must be unique.

The notification below could be sent to the user as a result of having the
email associated to multiple concur profiles.

Dear Concur User,

An attempt to login or connect to a partner application was made using this email address.
We could not authorize this request because of an error. This is most likely because this
email address is found to be a duplicate in our system. Please contact your administrator to

resolve this issue.

If you did not request to be connected to any partner application, please ignore this email.

Best practice for SSO users - before requesting the token email - is to ensure
Email 1 in Profile is accurate and unique.

e If an employee no longer has access to SAP Concur (for example, leaves the
company), that employee can no longer access the personalized view.
Remember, in order to access the personalized view, they must have a
Concur login or an email address in Profile. An inactive user or terminated
employee has neither of those things.
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